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1. Summary of petition

The petitioner asks for closing the security gap for payments made by phone and for payments 
by card under 20 euro. He suggests that service providers should be obliged to check if the user 
of the card is the owner of the card, in particular when the PIN code is not required. He also 
explains that disabled people are disadvantaged when their mobile device is stolen and thus 
may fall more often victim of e-money theft.

2. Admissibility

Declared admissible on 13 July 2020. Information requested from Commission under Rule 
227 (6).

3. Commission reply, received on 28 September 2020

The Commission’s observations 

The revised Payment Services Directive (PSD2)1 requires that payment service providers (e.g. 
banks) apply strong customer authentication (SCA) every time a payer initiates an electronic 
payment transaction. SCA will help reduce the risk of fraud for electronic payments and online 
banking. To apply SCA, payers have to use at least two out of three authentication factors (i.e. 
‘possession’ or something we own, ‘knowledge’ or something we know and ‘inherence’ or 

1 Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015 on payment 
services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation 
(EU) No 1093/2010, and repealing Directive 2007/64/EC (Text with EEA relevance), OJ L 337, 23.12.2015, p. 
35–127.
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something we are such as biometrics) when they initiate electronic payments. 

In the case of card payments in brick and mortar shops, SCA is usually applied by inserting a 
payment card in the terminal and inputting a secret personal identification number (PIN). The 
secrecy of the PIN ensures that money cannot be stolen from the payer’s account in case the 
card is either stolen or lost.

In accordance with the PSD2 regulatory technical standards (RTS)2, payment service providers 
may offer their customers the possibility not to apply SCA in case of contactless payments at 
the point of sale, or in case of low-value online transactions. For these types of payments, 
inputting a PIN is not required.

In case of contactless payments at the point of sale, payment service providers are allowed not 
to apply SCA – for instance by requiring the user to input the card PIN in the payment terminal 
- for individual transactions up to €50 each. SCA must apply if the cumulative amount of 
contactless payments reaches €150, or in case the payer makes five consecutive contactless 
payments. These requirements seek to strike a balance between payments security and 
convenience.

With regard to the petitioner’s request to close the security gap for payments made by phone or 
card under €20, the Commission acknowledges that neither the PSD2 nor the RTS require either 
merchants or payment service providers to verify the identity of the payer when payments 
initiated via card or mobile phone do not require a PIN, such as in the case of contactless 
payments at point of sale. It follows that – if a payment card with a contactless payment 
functionality is stolen – the thief may indeed be able to steal up to €150 from the payer.

The Commission highlights, however, that PSD2 provides for strong consumer protection 
arrangements in case of unauthorised payments, since it provides that the payer shall not bear 
any loss if its payer’s payment service provider did not require strong customer authentication 
when initiating an electronic payment. This means that users shall not bear any losses in case 
their payment card is stolen or lost and somebody other than the user initiates contactless 
payments with it.

Conclusion

Given the above, the Commission concludes that the issue raised by the petitioner does not 
constitute a breach of EU law. The Commission equally considers that PSD2 and its RTS 
provide for a balanced approach with regard to payment security and convenience, particularly 
for payments for which a PIN is not required. PSD2 in fact protects payers in case of 
unauthorised payments resulting from the loss or theft of their payment instrument, particularly 
in case of payments for which their payment service provider does not apply SCA.

2 Commission Delegated Regulation (EU) 2018/389 of 27 November 2017 supplementing Directive (EU) 
2015/2366 of the European Parliament and of the Council with regard to regulatory technical standards for strong 
customer authentication and common and secure open standards of communication, OJ L 69, 13.3.2018, p. 23–
43.


