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Subject: Petition No 1161/2020 by Daniel Jan Hans Hinkelmann (German) on the roll-
out of 5G by Huawei in the EU

1. Summary of petition

The petitioner calls for the roll-out of 5G in some EU Member States and for cooperation with 
Huawei to be made possible. He considers that the accusations against Huawei, which is a 
very successful company, are not proven, since we have no knowledge as regards the issue of 
data protection in China and that the US could equally be accused of espionage.

2. Admissibility

Declared admissible on 12 February 2021. Information requested from Commission under 
Rule 227(6).

3. Commission reply, received on 15 June 2021

The Commission's observations 

The roll-out of 5G networks is of strategic importance and a main priority for Europe, especially 
after the COVID-19 crisis, as it is the connectivity basis for the digital and green transformation 
of our economy. At the same time we need to ensure that these networks are cybersecure and 
resilient against increasing cyber threats and incidents. The deployment of 5G networks needs 
therefore to be done in a swift and secure manner throughout the European Union. 

As regards deployment, the Commission adopted in 2016 the 5G Action Plan1 to make sure that 
the Union has the connectivity infrastructure necessary for its digital transformation as of 2020 
and for comprehensive deployment in urban areas and major transport paths by 2025. The 

1 Commission Communication ‘5G for Europe: An Action Plan’, COM(2016) 588.
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Commission is monitoring progress in 5G deployment as well as the Plan’s adequacy in the 
context of the recent technological and market developments and the evolving policy 
objectives. Concerning the situation of 5G in Europe and worldwide, the 5G Observatory2 
focuses on 5G developments in Europe, along with major international developments (USA, 
Japan, China, South Korea) that could impact the European market. 

5G networks are currently being deployed in a majority of Member States, albeit with some 
delays in spectrum auctions and investment plans by operators in some countries, due to 
COVID-19. In this context, the Commission published a Recommendation3 in September 2020 
for reducing the cost of deploying very high capacity networks and ensuring timely and 
investment-friendly access to 5G radio spectrum. In addition, the European Electronic 
Communications Code4, which entered into force in December 2020, is an important basis to 
create an investment friendly environment for 5G networks and beyond. Public funding 
programmes in the next Multiannual Financial Framework for the period 2021-2027 such as 
Digital Europe Programme, Horizon Europe, Connecting Europe Facility 2, as well as the 
Recovery and Resilience Facility, will also be essential to support future deployments of 5G 
networks.

As regards 5G cybersecurity, EU Member States invited the Commission to develop a concerted 
approach to the security of 5G networks in the European Council Conclusions of 22 March 
20195. Following this invitation, the Commission adopted a Recommendation on 26 March 
20196, setting out practical steps and timeframes to achieve this objective in a timely manner 
and enable a thorough assessment of risks and the identification of possible measures. Member 
States, together with the Commission and the EU Agency for Cybersecurity (ENISA), 
conducted an EU coordinated risk assessment7 to identify the main threats and threat actors that 
are relevant to 5G networks, the different types of assets and their sensitivity, the main 
vulnerabilities, including both, technical and non-technical ones. This report formed the basis 
of the EU 5G Cybersecurity Toolbox8 published in January 2020, which outlines a set of 
measures and plans to mitigate the risks that have been previously identified. This was 
accompanied by a Commission Communication9 endorsing the toolbox and identifying areas 
of EU competence and/or EU added value, such as funding programmes and projects that could 
be mobilised. In the new Cybersecurity Strategy10, the Commission calls on Member States to 
complete the implementation of the main toolbox measures by the second quarter of 2021 and 
to ensure that identified risks have been mitigated adequately and in a coordinated way. The 
Commission will continue working with Member States, in order to exchange good practices 
and promote further alignment of approaches, in cooperation with all the stakeholders involved 

2 https://5gobservatory.eu/
3 Commission Recommendation of 18.9.2020 on a common Union toolbox for reducing the cost of deploying very 
high capacity networks and ensuring timely and investment-friendly access to 5G radio spectrum, to foster 
connectivity in support of economic recovery from the COVID-19 crisis in the Union, C(2020) 6270 final.
4 Directive (EU) 2018/1972 of the European Parliament and the Council establishing the European Electronic 
Communications Code, OJ L 321, 17.12.2018, p. 36–214.
5 European Council conclusions of 21 and 22 March 2019, EUCO 1/19.
6 Commission Recommendation of 26.3.2019 on Cybersecurity of 5G networks, C(2019) 2335 final. 
7 https://ec.europa.eu/digital-single-market/en/news/eu-wide-coordinated-risk-assessment-5g-networks-security 
8 https://ec.europa.eu/digital-single-market/en/news/cybersecurity-5g-networks-eu-toolbox-risk-mitigating-
measures 
9 Commission Communication ‘Secure 5G deployment in the EU: Implementing the EU toolbox’, COM(2020) 50 
final.
10 Joint Communication ‘The EU's Cybersecurity Strategy for the Digital Decade’, JOIN(2020) 18 final. 
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and the support of ENISA.

As regards risks related to suppliers, the toolbox recommends that Member States assess the 
risk profile of suppliers and, as a consequence restrict and, where necessary, exclude the use of 
those considered to be high risk from key assets. It is for Member States individually to carry 
out their risk assessment, taking into account the objective criteria identified in the EU 
coordinated assessment and, on this basis, to determine the appropriate scope of the applicable 
restrictions. The toolbox measures apply to everybody, without targeting any actor or country 
in particular. While everyone who complies with our rules can access the European market, 
Member States have the right to decide whether to exclude companies from their markets for 
national security reasons. Member States have followed an objective approach and have 
identified a number of risks, including risks related to non-technical vulnerabilities (such as the 
risk of interference by non-EU state or state-backed actors through the 5G supply chain). It is 
to be recalled that Huawei itself welcomed this framework, which is based on a solid, thorough, 
transparent and objective assessment of risks and applies to all players. The markets in Europe 
continue to be open, and Huawei represent in some Member States more than 40% of the market 
for 4G.

Over the past years, China has been expanding its cybersecurity regulation, affecting any 
company with operations in the country. In this new framework, national security is recurring, 
but broad and poorly-delineated imperative. Telecommunications companies and equipment 
providers are particularly strictly controlled, being considered part of the critical infrastructure 
as well as a strategic industry. 

As regards the protection of personal data, EU law requires the continuity of protection when 
personal data is transferred from the EU to third countries, such as China or the United States 
(US). The transfer of personal data from the EU to third countries is therefore only possible if 
certain conditions are fulfilled. These conditions are set out in EU data protection law (as further 
clarified by the European Court of Justice, in particular in its judgments in the Schrems I and 
Schrems II cases) and apply in the same way to both the US and China. The independent Data 
Protection Supervisory Authorities in the Member States are competent to check whether data 
is transferred in compliance with these conditions. The Commission is currently engaged in a 
dialogue with the US to explore a framework for data transfers, in full compliance with the 
standard clarified by the Court of Justice.

Conclusion

The Commission is encouraging Member States to strengthen their efforts to deploy 5G 
networks in a timely and secure manner. As regards cybersecurity, Member States developed a 
common toolbox of risk mitigating measures and plans, which they are currently implementing 
at national level. The toolbox enables a common EU approach to 5G cybersecurity, supporting 
consistency across the internal market through EU policies and coordination, as well as the 
exercise of Member States' competences notably regarding national security. Member States 
can take measures concerning the involvement of suppliers for national security reasons, 
including potential restrictions or exclusions. It is up to Member States individually, not the 
Commission, to carry out their assessment of risks related to suppliers.


