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Subject: Petition No 1016/2020 by B.O. (German) on the prohibition of the automatic 
indexing of files on terminal devices

1. Summary of petition

The petitioner claims that, as part of its strategy to effectively combat the abuse of children, the 
European Commission is planning to allow automatic indexing, interpretation and transfer of 
hashed files on terminal devices in order to find child pornography. He is opposed to this 
because he fears that all terminal devices will be monitored, including for other content, and 
that his fundamental rights will be jeopardised. The petitioner therefore calls for no legislation 
to be adopted which requires technological means which, in his view, could lead to end-user 
monitoring, to the need for it to be installed on the terminal devices of end-users or to be built-in 
by the manufacturer. Furthermore, it could  endanger the security of IT technology. 

2. Admissibility

Declared admissible on 17 December 2020. Information requested from Commission under 
Rule 227(6).

3. Commission reply, received on 27 September 2021

The Commission’s observations

Child sexual abuse is a heinous and particularly serious crime directed against children who 
have the right to protection and to the care necessary for their well-being, and to be protected 
from all forms of violence. These crimes have wide-ranging consequences for victims, and have 
significant and long-term social effects. Combating these crimes, both in the offline and online 
environment, is of high priority to the EU. The Commission, in its strategy for a more effective 



PE697.763v01-00 2/3 CM\1240378EN.docx

EN

fight against child sexual abuse1., has committed to implementing a comprehensive set of multi-
stakeholder actions, utilising all the tools available at EU level, to prevent these crimes, support 
children who fall victim to sexual abuse, and support investigations to ensure that children are 
swiftly rescued from ongoing abuse. 

The exponential development of the digital world has unfortunately facilitated the creation of a 
global market for child sexual abuse material. This increases the demand for new material, 
which leads to more children being abused. The Commission considers the introduction of end-
to-end encryption as a beneficial tool in ensuring privacy and security of communications, and 
as a means to ensure cybersecurity. To this end, the Commission has taken a position to not 
limit or ban encryption2. However, encryption facilitates access to secure channels for 
perpetrators, allowing them to hide their actions from law enforcement authorities including the 
exchange of illegal images and videos depicting child sexual abuse.

At present, a number of companies voluntarily detect child sexual abuse on their services. The 
National Centre for Missing and Exploited Children in the United States (NCMEC) received 
over 21 million reports of child sexual abuse from these companies in 2020 alone3. These 
reports include not only images of abuse and videos but also situations that pose imminent 
danger to children, such as grooming, and have been instrumental for years in rescuing children 
in the EU from ongoing abuse. As much as two-thirds of all reports NCMEC receives come 
from electronic communication services. Facebook, one of the largest contributors to these 
reports, indicated during a public hearing that a significant number of the reports they provide 
will disappear4 with the introduction of end-to-end encryption on Facebook’s messaging 
platforms and with them, law enforcement authorities’ ability to start investigations into crimes 
that otherwise might not be reported. Identifying ways that continue to allow these companies 
to detect abuse on their services is therefore of the utmost importance to keeping children safe, 
in the EU and beyond. 

Providers of online services are uniquely well placed to prevent, detect and report child sexual 
abuse on their infrastructure or services. As part of its key actions under the strategy for a more 
effective fight against child sexual abuse, the Commission has set out specific efforts to 
incentivise industry actions in this area and ensure that children are safe in online spaces. In 
early 2020, an expert process was launched by the Commission with industry, academia, public 
authorities and civil society organisations to identify solutions that may help companies to 
detect child sexual abuse in end-to-end encrypted electronic communications. 

Conclusion

The scope of the process launched by the Commission together with industry to identify new 

1 COM(2020) 607 final; https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX:52020DC0607
2 COM(2017) 608 final; https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A52017DC0608&qid=1632739430369
3 See here the list of companies that reported to NCMEC in 2020, and the number of reports 
submitted by each of them: https://www.missingkids.org/gethelpnow/cybertipline 
4 Formal meeting (oral evidence session) on Online Harms at the United Kingdom 
parliament’s Home Affairs committee of 20 January 2021; 
https://committees.parliament.uk/event/3359/formal-meeting-oral-evidence-session/ 
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technical solutions that would allow the detection of child sexual abuse in end-to-end encrypted 
electronic communications is limited to identifying child sexual abuse, and only solutions that 
respect fundamental rights, including privacy and security of electronic communications can be 
considered.


