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Subject: Petition No 0149/2021 by Andrei Constantinescu (Romanian) on the 
obligation imposed on EU software developers to comply with US legislation 
when using encryption in their products

1. Summary of petition

The petitioner requests the EU to oblige Google Play Store and Apple App Store to upload the 
applications of EU developers using servers located on EU territory and thus subject only to 
EU law. The reason behind the petitioner’s request  is that in the current situation, given that 
the servers of these companies are hosted on US ground, the software developers uploading 
apps to the Google Play Store and Apple App Store are covered by the US legislation on data 
encryption, so that US government bodies, such as the NSA, could have access to and 
potentially violate the privacy of EU citizens. The petitioner’s suggestion is that such an 
obligation to locate servers on EU territory could be conveyed through legislation, trade rules 
or other measures.

2. Admissibility

Declared admissible on 28 May 2021. Information requested from Commission under Rule 
227(6).

3. Commission reply, received on 14 October 2021

‘The Commission’s observations

The petitioner refers to the issue that European software developers could still be subject to 
United States (US) laws and obligations, due to the fact that they upload their applications to 
the Google Play Store and the Apple App Store, which are based in the US, although they 
operate server farms globally. Given that such obligations include the use of specific data 
encryption technologies, EU citizens’ privacy could be infringed by US government agencies 
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like the National Security Agency (NSA), without the need of a warrant issued by an EU judge 
(and probably even without the need of a warrant from a US judge).

The European Strategy for Data sets out an open, but assertive approach to international data 
flows, based on European values and which is fully in line with the EU’s commitment to open 
trade, bilateral agreements with partners around the world and World Trade Organization 
obligations. The Commission is set to be particularly vigilant to protect and assert the rights, 
obligations and interests of European citizens and companies. 

The first legislative proposal that has been adopted pursuant to the Data Strategy1, the proposal 
for the Data Governance Act2, addresses exactly the issue of extra-territorial jurisdictions of 
third countries and the parallel jurisdictions that data sharing service providers may be subjected 
to. As far as personal data is concerned, the General Data Protection Regulation (GDPR)3 
already provides for rules and safeguards in this respect. However, some countries adopt laws 
and other legal acts that aim at transferring or providing governmental access to non-personal 
data in the EU, under the control of individuals and companies under the jurisdiction of Member 
States. Article 30 of the proposed Data Governance Act requires that entities that fall under the 
scope of the proposal (data sharing service providers, public sector bodies allowing the re-use 
of certain protected publicly held data, re-users and recognised data altruism organisations) 
have in place legal, organisational, and administrative measures to fend off data access requests 
from third countries that would be in conflict with EU law. Such access or transfer requests 
could only be complied with if they are based on international agreements. In the absence of 
such agreements, access or transfer could only take place if the legal system of the requesting 
third country provides for certain legal safeguards, such as that the decision on which the 
request is based is required to be reasoned and proportionate, as well as a right to appeal. 
Additionally, the Commission’s other major upcoming initiative under the Data Strategy, the 
Data Act4, will examine whether such provisions could be extended to other service providers, 
such as cloud services.

Conclusion

The Commission does not think that data localisation requirements are an effective means to 
address the problem described in the petition, as they would not change the fact that companies 
may be subject to several jurisdictions. In the Commission’s view, such situations can only be 
resolved via provisions as in Chapter V of the GDPR or Article 30 of the proposed Data 
Governance Act, which ensure that the transfer of and access to personal and non-personal data 
in third countries respects the safeguards and protections provided by EU law.

Article 30 of the Data Governance Act would provide that data intermediaries have to comply 
with EU rules in cases when they would be otherwise subject to parallel jurisdictions and rules 
that are in conflict with EU or Member States’ law, based on extra-territorial laws of third 
countries. The Data Governance Act proposal is currently being negotiated in the European 

1 https://ec.europa.eu/commission/presscorner/detail/en/fs_20_283
2 COM(2020) 767 final; https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0767
3 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing 
Directive 95/46/EC (General Data Protection Regulation) (Text with EEA relevance), OJ L 119, 4.5.2016, p. 1–
88.
4 https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13045-Data-Act-&-amended-rules-on-
the-legal-protection-of-databases_en
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Parliament and the Council. The Data Act initiative, which is foreseen to be adopted by the 
Commission in 2021, will also look at appropriate safeguards for non-personal data handled by 
other types of service providers based in the EU. Therefore, as the Commission is already 
working on the issue from different aspects, it does not foresee proposing other obligations in 
this field.’


