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NOTICE TO MEMBERS

Subject: Petition No 1212/2020 by Florian Schäffer (German) on general keys for end-
to-end encrypted services

Petition No 1222/2020 by Wolfgang Kratky (Austrian) on maintaining 
security through encryption in the EU

1. Summary of petition 1212/2020

The petitioner refers to the obligation on the operators of end-to-end encrypted services to 
submit the so-called general keys for the algorithms to the authorities, which will have access 
to the keys and encrypted communication. He claims that, as there is no judicial review of the 
access to the data, secret services would be able to access personal communication without 
restrictions and without knowledge of the concerned citizens. The petitioner claims that such 
practices not only undermine the confidential communication, but also weaken the economy, 
as confidential communication is essential for prosperity. He further explains that granting 
access to communication of all citizens by means of mass surveillance is not an appropriate 
measure to fight organized crime and counter-terrorism as it could be abused and used 
regardless of the cause.

Summary of petition 1222/2020

The petitioner expresses his concerns over the Draft Council Resolution on Encryption of 6 
November 2020 (12143/1/20 REV 1). While acknowledging that encryption is a necessary 
means of protecting fundamental rights and the digital security of governments, industry and 
society, this Draft Council Resolution provides the possibility for competent authorities in the 
area of security and criminal justice to access relevant data for the purpose of  fighting serious 
and organized crimes and terrorism. The petitioner argues that this measure would violate 
citizens’ right to privacy and would ultimately jeopardise European democracy. He, therefore, 
calls on the European Parliament to vote against the adoption of this resolution
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2. Admissibility

Petitions were declared admissible on 16 February 2021. Information requested from 
Commission under Rule 227(6).

3. Commission reply, received on 1 February 2022

The petitioners are concerned about the ‘Draft Council Resolution on Encryption — Security 
through encryption and security despite encryption’ (12143/1/20, REV 1) and the way these 
can be implemented. The petitioners state that while the document acknowledges that 
encryption is a necessary means of protecting fundamental rights and the digital security, the 
Draft Council Resolution aims at providing access to encrypted data by competent authorities 
for the purpose of  fighting serious and organised crimes and terrorism. The petitioners refer 
that it could entail an obligation for the providers of end-to-end encrypted services to share 
general keys to the encrypted communications with the competent authorities, which can 
include intelligence services. This could lead to an unrestricted access to citizens’ 
communications, without adequate judicial control, and a violation of their right to privacy. The 
petitioners argue that granting access to communication of all citizens by means of mass 
surveillance is not an appropriate measure to fight organised crime and terrorism and that there 
is no evidence that decrypted communications have or could have prevented terrorist attacks. 
The petitioners further argue that, in a democratic state of law, every citizen must have the right 
to communication that can be protected against interference by anyone, including the state.

The Commission’s observations 

The right to privacy and confidentiality of communications is guaranteed by Article 7 and the 
right to protection of personal data by Article 8 of the EU Charter of Fundamental Rights. The 
General Data Protection Regulation (GDPR)1, and the ePrivacy Directive2 inter alia lay down 
specific rules relating to the respect of these rights.

The GDPR provides a comprehensive framework for the processing of personal data of 
individuals in the EU. The Police Directive3 complements this framework for the competent 
authorities when preventing, investigating and prosecuting criminal offenses.

The ePrivacy Directive ensures protection of the right to confidentiality of communications and 
protection of personal data in the sector of electronic communications. It also protects the users’ 
terminal equipment (such as mobile phones or computers), in which information can only be 
stored or accessed with the users’ consent, or if necessary, for electronic communications or 

1 Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data and on the free movement of such data and 
repealing Directive 95/46/EC, OJ L 119, 4.5.2016, p. 1–88 .
2 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the 
processing of personal data and the protection of privacy in the electronic communications sector (Directive on 
privacy and electronic communications), as amended by Directive 2009/136/EC of the European Parliament and 
of the Council of 25 November 2009, OJ L 201, 31.7.2002, p. 37–47.
3 Directive 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data by competent authorities for the purposes of the 
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal 
penalties,  and on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA, 
OJ L 119, 4.5.2016, p. 89–131.
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information society services requested by the end-user. 

In 2017, the Commission proposed a Regulation on Privacy and Electronic Communications4 
to ensure harmonisation and a high-level of protection of private life and confidentiality of 
communications and to enhance consistency with the GDPR. The proposed Regulation is 
currently being discussed by the co-legislators.

As pointed out in the Security Union Strategy5 and in the First Progress Report on the EU 
Security Union Strategy6, encryption plays a fundamental role in ensuring strong cybersecurity 
and the effective protection of fundamental rights, such as privacy, including the confidentiality 
of communications, and protection of personal data. At the same time, it can also be used to 
conceal crime from law enforcement and judiciary, making it difficult to investigate, detect and 
prosecute.

Both the European Electronic Communications Code (EECC)7 and the GDPR require providers 
to implement appropriate technical and organisational measures to ensure security of 
communications and of personal data processing, respectively. In particular, Article 40 of the 
EECC ensures that providers of public electronic communications networks or of publicly 
available electronic communications services take appropriate and proportionate measures, 
including encryption where appropriate, to manage the risks posed to the security of networks 
and services. Recital 97 of the EECC states that without prejudice to the Member States’ powers 
to ensure the protection of their essential security interests and public security, and to permit 
the investigation, detection and prosecution of criminal offences, the use of encryption, for 
example end-to-end, where appropriate, should be promoted and, where necessary, encryption 
should be mandatory in accordance with the principles of security and privacy by default and 
by design.

The use of encryption by criminals may render the work of law enforcement and the judiciary 
more challenging, as they seek to obtain lawful access to evidence. The lawful interception or 
other kind of access to electronic communications data by law enforcement authorities is only 
possible within the limits of Article 15(1) of the ePrivacy Directive, which requires such 
measures to be laid down in law and to be necessary and proportionate for specific purposes, 
including the investigation of criminal offenses. In the ‘Eleventh progress report towards an 
effective and genuine Security Union’8, the Commission proposed “a range of measures to 
support Member State authorities, without prohibiting, limiting or weakening encryption”, 
adding that “[m]easures that could weaken encryption or could have an impact on a larger or 
indiscriminate number of people would not be considered”. The Commission has contributed 
to the discussions in the Council leading to the adoption of the Council Resolution on 
encryption9. 

4 COM(2017) 10 final.
5 COM(2020) 605 final; https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020DC0605
6 COM(2020) 797 final; 
https://ec.europa.eu/info/sites/info/files/communication_on_the_first_progress_report_on_the_eu_security_unio
n_strategy.pdf
7 Directive 2018/1972 of the European Parliament and of the Council of 12 December 2018 establishing the 
European Electronic Communications Code (recast), OJ L 321, 17.12.2018, p. 36–214.
8 COM(2017) 608 final; https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52017DC0608
9 Council Resolution on Encryption - Security through encryption and security despite encryption, 13084/1/20 
REV 1, 24.11.2020

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020DC0605
https://ec.europa.eu/info/sites/info/files/communication_on_the_first_progress_report_on_the_eu_security_union_strategy.pdf
https://ec.europa.eu/info/sites/info/files/communication_on_the_first_progress_report_on_the_eu_security_union_strategy.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52017DC0608
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In the EU’s strategy to tackle organised crime10, the Commission undertakes to steer the process 
to analyse with the relevant stakeholders the existing capabilities and approaches for lawful and 
targeted access to encrypted information in the context of criminal investigations and 
prosecutions. These approaches should not result in a general weakening of encryption or in 
indiscriminate surveillance. The Commission commits to suggest a way forward in 2022 to 
address the issue of lawful and targeted access to encrypted information in the context of 
criminal investigations and prosecutions that shall be based on a thorough mapping of how 
Member States deal with encryption together with a multi-stakeholder process to explore and 
assess the concrete options (legal, ethical and technical).

Conclusion

Encryption is essential to the digital world, securing digital systems and transactions and also 
protecting a series of fundamental rights, including freedom of expression, privacy and data 
protection. However, if used for criminal purposes, it masks the identity of criminals and hides 
the content of their communications.

The GDPR and the ePrivacy Directive provide for the protection of personal data, privacy and 
confidentiality of communications in the EU. Several EU laws put forward encryption as an 
appropriate cybersecurity and privacy and data protection measure. The GDPR explicitly 
mentions encryption as an effective measure to protect personal data. The EECC requires 
providers of electronic communications networks and services to appropriately manage the 
risks posed to the security of networks and services, including, where appropriate by the use of 
encryption. Without prejudice to the Member States’ powers in the areas of national security 
and combating criminal offences, the EECC requires that the use of encryption, including end-
to-end encryption where appropriate, should be promoted, and where necessary be mandatory 
in accordance with the principles of security and privacy by default and by design. As already 
announced in the Counter-Terrorism Agenda11 in December 2020, the Commission is working 
to identify technical, operational, and legal solutions to ensure lawful access to encrypted 
information, while maintaining the effectiveness of encryption in protecting privacy and 
security of communications. The Commission has contributed to the discussions in the Council 
leading to the adoption of the Council Resolution on encryption which calls for an active 
discussion with the technology industry and the development of an appropriate regulatory 
framework that would allow national authorities to carry out their operational tasks effectively 
while protecting privacy, fundamental rights and the security of communications. In the EU’s 
strategy to tackle organised crime in April 2021, the Commission commits to suggest a way 
forward in 2022 to address the issue of lawful and targeted access to encrypted information in 
the context of criminal investigations and prosecutions that should not result in a general 
weakening of encryption or in indiscriminate surveillance, and that shall be based on a thorough 
mapping of how Member States deal with encryption together with a multi-stakeholder process 
to explore and assess the concrete options (legal, ethical and technical).

10 EU Strategy to tackle Organise Crime 2021-2025, adopted in February 2021 COM(2021) 170 final; 
https://ec.europa.eu/home-
affairs/sites/default/files/pdf/14042021_eu_strategy_to_tackle_organised_crime_2021-2025_com-2021-170-
1_en.pdf
11 COM(2020) 795 final; https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0795

https://ec.europa.eu/home-affairs/sites/default/files/pdf/14042021_eu_strategy_to_tackle_organised_crime_2021-2025_com-2021-170-1_en.pdf
https://ec.europa.eu/home-affairs/sites/default/files/pdf/14042021_eu_strategy_to_tackle_organised_crime_2021-2025_com-2021-170-1_en.pdf
https://ec.europa.eu/home-affairs/sites/default/files/pdf/14042021_eu_strategy_to_tackle_organised_crime_2021-2025_com-2021-170-1_en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0795

