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Subject: Petition No 1123/2021 by J.S.A.G. (Spanish) on unfair bank practices

1. Summary of petition

The petitioner complains about banking practices that are unfair to customers as each time 
someone tries to make a credit card payment, in order to confirm that it is the customer who is 
making the payment, the online bank sends a number code via text message to their mobile 
phone, which must be used to complete the purchase. The same procedure is used to access 
one’s personal bank account. The petitioner complains that the bank no longer sends 
correspondence by post so that customers can be aware of transactions on their account and that 
they are obliged to have a mobile phone. He complains that money can now only be withdrawn 
from cash machines, because in order to do so at a branch one has to make an appointment in 
advance and go first thing in the morning. In the petitioner’s view, the European Directive 
(EU) 2015/2366 on payment services in the internal market, which was transposed in Spain by 
Royal Decree Law 19/2018 on payment services and other urgent financial measures, is 
responsible for the unfortunate protocols implemented by the bank.

2. Admissibility

Declared admissible on 25 February 2022. Information requested from Commission under Rule 
227(6).

3. Commission reply, received on 11 May 2022

The petitioner complains about banking practices that are unfair to customers as each time 
someone tries to make a credit card payment, in order to confirm that it is the customer who is 
making the payment, the online bank sends a number code via text message to the mobile phone, 
which must be used to complete the purchase. The same procedure is used to access one’s 
personal bank account. The petitioner complains that the bank no longer sends correspondence 
by post so that customers can be aware of transactions on their account and that they are obliged 
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to have a mobile phone. The petitioner complains that money can now only be withdrawn from 
cash machines, because in order to do so at a branch one has to make an appointment in advance 
and go there early in the morning. In the petitioner’s view, the European Directive 
(EU) 2015/2366 on payment services in the internal market, which was transposed in Spain by 
Royal Decree Law 19/2018 on payment services and other urgent financial measures, is 
responsible for the unfortunate protocols implemented by the bank.

The Commission’s observations

Directive (EU) 2015/2366 on payment services in the internal market (PSD2)1 and its 
accompanying Delegated Regulation on strong customer authentication and common secure 
communications2 contain security requirements in order to reduce the risk of payment fraud 
and to ensure the security of payment flows. The requirements apply since 14 September 2019.

With online purchases increasing in number, extra protections are necessary to ensure that 
customers are safe and their money well protected. One of these extra protections is that of 
strong customer authentication (SCA). 

SCA helps not only to reduce the risk of fraud for online payments and online banking, but also 
to protect the confidentiality of the user's authentication data. This means that European 
consumers benefit from safer electronic payments. 

According to the latest figures from the European Central Bank (ECB)3, card-not-present (CNP, 
i.e. payments via the internet, mail or phone) fraud in the EU constituted 80% of total card fraud 
and accounted for EUR 1.50 billion in fraud losses in 2019. After the implementation of SCA 
provisions, according to a report by the European Banking Authority (EBA)4, fraud rates 
substantially decreased from June 2020 to April 2021, by 50% for issuing payment services 
providers and by 40% for acquiring payment services providers.

According to Article 4(30) of the PSD2, SCA requires the use of at least two of the following 
three elements categorised as knowledge (e.g. password or PIN), possession (e.g. phone or 
hardware token) and inherence (e.g. fingerprint or face recognition). The possession of a mobile 
phone is therefore not necessary for SCA. However, the Commission acknowledges concerns 
on the impact of SCA on users who do not have a mobile phone. The PSD2 does not grant a 
direct right to consumers to request an alternative authentication method; however, several 
banks do provide alternative tools, such as a card reader or the possibility to call the bank using 
a landline to go through the final stages of the online purchase process. The Commission would 
therefore advise the petitioner to contact their payment service provider for alternative 

1 Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015 on payment 
services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation 
(EU) No 1093/2010, and repealing Directive 2007/64/EC (Text with EEA relevance), OJ L 337, 23.12.2015, p. 
35–127, EUR-Lex - 32015L2366 - EN - EUR-Lex (europa.eu)
2 Commission Delegated Regulation (EU) 2018/389 of 27 November 2017 supplementing Directive (EU) 
2015/2366 of the European Parliament and of the Council with regard to regulatory technical standards for strong 
customer authentication and common and secure open standards of communication (Text with EEA relevance.), 
C/2017/7782, OJ L 69, 13.3.2018, p. 23–43 EUR-Lex - 32018R0389 - EN - EUR-Lex (europa.eu)
3 https://www.ecb.europa.eu/pub/cardfraud/html/ecb.cardfraudreport202110~cac4c418e8.en.html
4 Report on the data provided by PSPs on their readiness to apply SCA for e-commerce card-based payment 
transactions (europa.eu) 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32015L2366
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32018R0389
https://www.ecb.europa.eu/pub/cardfraud/html/ecb.cardfraudreport202110~cac4c418e8.en.html
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Reports/2021/1014781/Report%20on%20the%20data%20provided%20by%20PSPs%20on%20their%20readiness%20to%20apply%20SCA.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Reports/2021/1014781/Report%20on%20the%20data%20provided%20by%20PSPs%20on%20their%20readiness%20to%20apply%20SCA.pdf
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verification methods.

With regard to the paper-based bank statements, the PSD2 does not directly require payment 
service providers to provide information on payment transactions on paper. Providing 
information on payment transactions to payers and payees is mandated (Art. 57 and 58 of the 
PSD2), and the framework contract between the customer and the payment service provider 
may contain conditions that the information shall be provided at least once a month. However, 
this information may be provided ‘on paper or on another durable medium’. It depends on the 
payment service providers if, along with online access, they offer (free) monthly paper bank 
statements to their customers.

Concerning cash withdrawals, it is noted that several means are usually available to payment 
service users, such as automated teller machines (ATMs), over the counter withdrawals at local 
bank offices, ‘cash-back’ withdrawals in physical shops, where a customer can ask to withdraw 
cash on top of paying for a product or service (Art. 3(e) of the PSD2). The Commission is 
strongly committed to safeguarding the financial inclusion of all EU citizens; the withdrawal 
of cash via other means than ATMs is also part of the review of the PSD25. 

Conclusion

The Commission does not envisage lifting measures related to strong customer authentication 
(SCA), as they are important to protect consumers against fraud. The effectiveness of the PSD2 
provisions, including about information to be provided to payment service users, will be 
evaluated as part of the review of the PSD2.

5 https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13331-Payment-services-review-of-
EU-rules_en 
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https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13331-Payment-services-review-of-EU-rules_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13331-Payment-services-review-of-EU-rules_en

