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Union citizens’ identity cards and residence documents

1. Summary of petition

The petitioner considers that Regulation 2019/1157 represents a serious attack on the 
fundamental rights of EU citizens. Whilst this might be defensible with regard to security 
aspects, the EU must at the same time take steps against the misuse of data. The specific 
arrangements have been left entirely up to the Member States. The petitioner considers that 
making the storage of fingerprints the responsibility of the EU whilst leaving the handling of 
highly sensitive data to the Member States is inconsistent. The Regulation should be amended 
to ensure that it would be permissible to use fingerprints when creating the documents whilst 
their storage in databases once they have been created would be forbidden by law.

2. Admissibility

Declared admissible on 25 February 2021. Information requested from Commission under 
Rule 227(6).

3. Commission reply, received on 4 November 2022

Regulation (EU) 2019/11571 strengthens the security of identity cards Member States issue to 
their own nationals (and of residence documents they provide to other EU citizens and their 
family members). It was adopted by the Parliament and the Council on 20 June 2019. The 
Commission proposal for the Regulation was accompanied by an Impact Assessment which 

1 Regulation (EU) 2019/1157 of the European Parliament and of the Council of 20 June 2019 on strengthening 
the security of identity cards of Union citizens and of residence documents issued to Union citizens and their 
family members exercising their right of free movement; https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=celex%3A32019R1157#:~:text=Regulation%20(EU)%202019%2F1157,(Text%20with%
20EEA%20relevance.) 

https://eur-lex.europa.eu/legal-content/EN/AUTO/?uri=celex:32019R1157
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32019R1157#:~:text=Regulation%20(EU)%202019%2F1157,(Text%20with%20EEA%20relevance.)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32019R1157#:~:text=Regulation%20(EU)%202019%2F1157,(Text%20with%20EEA%20relevance.)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32019R1157#:~:text=Regulation%20(EU)%202019%2F1157,(Text%20with%20EEA%20relevance.)
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analysed the taking of fingerprints2. 

The Regulation entered into force on 2 August 2021. Since that date, Member States have to 
issue the documents covered by the Regulation under the conditions established therein.  

Article 3(5) of Regulation (EU) 2019/1157 provides that identity cards shall include a highly 
secure storage medium with the facial image of the holder and two fingerprints (‘biometric 
data’). This Article aims to prevent the falsification of identity cards and their fraudulent use, 
also increasing their acceptance when Union citizens exercise their right to move and reside 
freely in the EU. 

The storage of a facial image and two fingerprints on identity cards, as already provided for in 
respect of biometric passports, represents an appropriate combination of reliable identification 
and authentication with a reduced risk of fraud, for the purpose of strengthening the security 
of identity and residence cards.

Member States are responsible for the proper processing of biometric data, from collection to 
integration of the data on the highly secure storage medium, in accordance with Regulation 
(EU) 2016/679 on data protection3. In this context, Regulation (EU) 2019/1157 does not 
provide a legal basis for setting up or maintaining databases at national level for the storage of 
biometric data in Member States, which is a matter of national law that needs to comply with 
Union law regarding data protection. Moreover, Regulation (EU) 2019/1157 does not provide 
a legal basis for setting up or maintaining a centralised database at Union level.

Regulation (EU) 2019/1157 introduces sufficient guarantees for the collection and storage of 
fingerprints by Member States. For instance, biometric identifiers should be collected and 
stored in the storage medium of identity cards and residence documents for the purposes of 
verifying the authenticity of the document and the identity of the holder. 

Such a verification should only be carried out by duly authorised staff, and only when the 
document is required to be produced by law. In addition, biometric data stored for the purpose 
of the personalisation of identity cards or residence documents should be kept in a highly 
secure manner and only until the date of collection of the document and, in any case, no 
longer than 90 days from the date of issue of the document. After that period, those biometric 
data should be immediately erased or destroyed. This should be without prejudice to any other 
processing of these data in accordance with Union and national law regarding data protection.

The Court of Justice of the European Union (CJEU) has already held in its judgment in the 
case Schwarz (C-291/12, EU:C:2013:670)4, that the use and storage of biometric data in the 
storage medium of passports are compatible with Articles 7 (respect for private and family 
life) and 8 (protection of personal data) of the Charter of Fundamental Rights of the European 

2Commission Staff Working Document, Impact Assessment Accompanying the document Proposal for a 
regulation on strengthening the security of identity cards of Union citizens and of residence documents issued to 
Union citizens and their family members exercising their right of free movement. SWD(2018) 110 final. 
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=SWD%3A2018%3A0110%3AFIN.
3 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data and on the free movement of such data, and 
repealing Directive 95/46/EC (General Data Protection Regulation); https://eur-lex.europa.eu/eli/reg/2016/679/oj 
4 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:62012CJ0291&from=en 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=SWD%3A2018%3A0110%3AFIN
https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:62012CJ0291&from=en
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Union5.

Conclusion

The Commission considers that Regulation (EU) 2019/1157 fully respects EU fundamental 
rights, in particular data protection requirements.

5 Charter of Fundamental Rights of the European Union, OJ C 326, 26.10.2012, p. 391–407.


