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1. Summary of petition

According to the petitioner, the implantation of chips that can be verified and linked to a 
banking app via NFC and then used as a contactless means of payment may present a 
promising business opportunity. To this end, the petitioner calls for the creation of a clear 
legal framework for the implantation of chips for contactless payments. A clear legal 
framework should ensure that the use of this technology is ethically and legally justifiable. It 
should also protect the privacy of users and ensure that implantation remains voluntary. 
Consideration should also be given to the potential medical implications of implanting chips 
into the human body.

2. Admissibility

Declared admissible on 20 June 2023. Information requested from Commission under Rule 
227(6).

3. Commission reply, received on 29 February 2024

According to the petitioner, the chips that can be inserted in human body could be used as 
means of contactless payment. The petitioner calls for the creation of a clear legal framework 
to ensure legal and ethical use of these implanted chips for contactless payments. It should 
also protect the privacy and physical integrity of users and ensure that the use of such chips 
remains voluntary.

Directive (EU) 2015/2366 on payment services in the internal market1 does not prevent the 

1 OJ L 337, 23.12.2015, p. 35–127.
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use of implants to make contactless payments.

The General Data Protection Regulation (EU) 2016/679 (GDPR)2 lays down rules on the 
processing of personal data. According to Article 2(1) of the GDPR this regulation “applies 
to the processing of personal data wholly or partly by automated means […]”. Recital 15 of 
the GDPR clarifies that “the protection of natural persons should be technologically neutral 
and should not depend on the techniques used.” When personal data are processed via 
implanted chips, such processing falls within the scope of the GDPR. The entity deciding for 
the purpose and means of the processing (the controller) must ensure amongst others that the 
processing is lawful, fair and transparent (Article 5(1)(a) and that appropriate technical and 
organisational measures are in place taking into account risk to rights and freedoms of natural 
persons (Article 24). Article 35 of the GDPR further requires conducting data protection 
impact assessment when personal data will be processed “in particular using new 
technologies, and taking into account the nature, scope, context and purposes of the 
processing is likely result in a high risk to the rights and freedoms of natural persons”. When 
the producer is not a controller or processor of personal data, recital 78 clarifies that “When 
developing, designing, selecting and using applications, services and products that are based 
on the processing of personal data or process personal data to fulfil their task, producers of 
the products, services and applications should be encouraged to take into account the right to 
data protection when developing and designing such products, services and applications and, 
with due regard to the state of the art, to make sure that controllers and processors are able 
to fulfil their data protection obligations”.

Currently Directive 2014/53/EU3 establishes a regulatory framework for making radio 
equipment available in the Union. Under Article 3(1)(a) of that Directive, radio equipment, 
that falls within its scope, is required to ensure the protection of health and safety of persons 
and of domestic animals and the protection of property. In addition, that Directive sets out 
specific additional aspects of public interest protection and fundamental rights. In particular, 
Article 3(3)(e) of that Directive requires that “radio equipment incorporates safeguards to 
ensure that the personal data and privacy of the user and of the subscriber are protected”. As 
of 1 August 2025, it will apply to the categories or classes of radio equipment specified in 
Delegated Regulation (EU) 2022/304.  In reference specifically to chips that are implemented 
into human body for contactless payments, Article 3(3)(e) of Directive 2014/53/EU will apply 
if they are placed on the EU market on or after 1 August 2025 and are capable to directly or 
indirectly, e.g., via an application, connect to internet5.

The Proposal for a Regulation on horizonal cybersecurity requirements for products with 

2 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data and on the free movement of such data, and 
repealing Directive 95/46/EC (General Data Protection Regulation), OJ L 119, 4.5.2016, p. 1–88.
3 Directive 2014/53/EU of the European Parliament and of the Council of 16 April 2014 on the harmonisation of 
the laws of the Member States relating to the making available on the market of radio equipment and repealing 
Directive 1999/5/EC.
4 Commission Delegated Regulation (EU) 2022/30 of 29 October 2021 supplementing Directive 2014/53/EU of 
the European Parliament and of the Council with regard to the application of the essential requirements referred 
to in Article 3(3), points (d), (e) and (f), of that Directive.
5 In other words, such products, if they are placed on the EU market on or after 1 August 2025, will be required 
to be constructed in a manner that ensure the protection of personal data and privacy of the user and of the 
subscriber.
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digital elements (Cyber Resilience Act)6, now in final stages of the co-decision procedure, 
sets out cybersecurity requirements conditioning the making available on the internal market 
of products with digital elements, including radio equipment.

Conclusion

Chips that can be inserted in the human body and could be used for contactless payments 
must respect the requirements of Regulation (EU) 2016/679, Directive 2014/53/EU (as of 1 
August 2025, also including its essential requirements on protection of personal data and 
privacy) and once adopted the Cyber Resilience Act.

6 Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on horizontal 
cybersecurity requirements for products with digital elements and amending Regulation (EU) 2019/1020.


