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SHORT JUSTIFICATION

The transport sector is increasingly vulnerable to and affected by cybersecurity threats. Due to 
the sector’s particular features, it is also subject to a range of distinct vulnerabilities. The 
amendments in this draft opinion, although general in nature, are therefore proposed with these 
particularities in mind. My proposals are relevant to transport for the following reasons: 

 Transport is often an international enterprise in which many entities fall under the 
jurisdiction of several Member States. The sector is therefore strongly impacted by 
excessive disparity in the cybersecurity risk management and reporting obligations 
between Member States; 

 The transport sector relies on the safe data exchange between various actors. Due to the 
interconnected nature of logistics, insufficient cybersecurity in one entity could 
endanger the entire system and lead to serious consequences for the operations of other 
entities; 

 Transport is a labour-intensive sector and therefore especially sensitive to cybersecurity 
threats targeting employees;

For these reasons, the amendments focus on the following subjects: assessing the degree of 
divergence between Member states in terms of cybersecurity obligations, fostering the 
alignment of these obligations through non-legislative means, promoting staff training and 
knowledge of cyber security risks.

In addition to these general points, it is worth noting that the transport sector increasingly uses 
remote sensors capable of connecting to the internet in the provision of services, and that 
vehicles themselves are increasingly digitised. Although not necessarily part of the wider 
information systems, these devices may require specific security assessments. 
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AMENDMENTS

The Committee on Transport and Tourism calls on the Committee on Industry, Research and 
Energy, as the committee responsible, to take into account the following amendments:

Amendment 1

Proposal for a directive
Recital 3

Text proposed by the Commission Amendment

(3) Network and information systems 
have developed into a central feature of 
everyday life with the speedy digital 
transformation and interconnectedness of 
society, including in cross-border 
exchanges. That development has led to an 
expansion of the cybersecurity threat 
landscape, bringing about new challenges, 
which require adapted, coordinated and 
innovative responses in all Member States. 
The number, magnitude, sophistication, 
frequency and impact of cybersecurity 
incidents are increasing, and present a 
major threat to the functioning of network 
and information systems. As a result, cyber 
incidents can impede the pursuit of 
economic activities in the internal market, 
generate financial losses, undermine user 
confidence and cause major damage to the 
Union economy and society. Cybersecurity 
preparedness and effectiveness are 
therefore now more essential than ever to 
the proper functioning of the internal 
market.

(3) Network and information systems 
have developed into a central feature of 
everyday life with the speedy digital 
transformation and interconnectedness of 
society, contributing to the growth of new 
business models and services, such as 
those relating to the gig, on-demand and 
platform economy, including in cross-
border exchanges and the Mobility as-a-
Service approach (MaaS). That 
development has led to an expansion of the 
cybersecurity threat landscape, bringing 
about new challenges, which require 
adapted, coordinated and innovative 
responses in all Member States. The 
number, magnitude, sophistication, 
frequency and impact of cybersecurity 
incidents are increasing, and present a 
major threat to the functioning of network 
and information systems. As a result, cyber 
incidents can harm the wellbeing of 
society, impede the pursuit of economic  
activities in the internal market as well as 
of social activities, generate financial 
losses, undermine user and worker 
confidence, causing major damage to the 
Union economy and society or even 
constitute a terrorist threat. Cybersecurity 
preparedness and effectiveness are 
therefore now more essential than ever to 
safeguard the fundamental rights and 
freedoms of the Union and the proper 
functioning of the internal market. 
Moreover, cybersecurity is a key enabler 
for many critical sectors, such as 
transport, to successfully embrace the 
digital transformation and to fully grasp 
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the economic, social and sustainable 
benefits of digitalisation.

Amendment 2

Proposal for a directive
Recital 9

Text proposed by the Commission Amendment

(9) However, small or micro entities 
fulfilling certain criteria that indicate a key 
role for the economies or societies of 
Member States or for particular sectors or 
types of services, should also be covered 
by this Directive. Member States should be 
responsible for establishing a list of such 
entities, and submit it to the Commission.

(9) However, small or micro entities 
fulfilling certain criteria that indicate a key 
role for the economies or societies of 
Member States or for particular sectors or 
types of services, should also be covered 
by this Directive. Member States should be 
responsible for establishing a list of such 
entities, and submit it to the Commission. 
This exercise should be carried out with 
full understanding of the specificity of 
small and medium-sized enterprises 
(SMEs), and should not constitute an 
excessive administrative burden on SMEs.

Amendment 3

Proposal for a directive
Recital 10

Text proposed by the Commission Amendment

(10) The Commission, in cooperation 
with the Cooperation Group, may issue 
guidelines on the implementation of the 
criteria applicable to micro and small 
enterprises.

(10) The Commission, in cooperation 
with the Cooperation Group and relevant 
stakeholders, may issue guidelines on the 
implementation of the criteria applicable to 
micro and small enterprises. The 
Commission should also ensure that 
appropriate guidance is given to all micro 
and small enterprises falling within the 
scope of this Directive. The Commission 
should, with the support of the Member 
States, provide microenterprises and small 
enterprises with informationin this 
regard. .

Amendment 4
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Proposal for a directive
Recital 12

Text proposed by the Commission Amendment

(12) Sector-specific legislation and 
instruments can contribute to ensuring high 
levels of cybersecurity, while taking full 
account of the specificities and 
complexities of those sectors. Where a 
sector–specific Union legal act requires 
essential or important entities to adopt 
cybersecurity risk management measures 
or to notify incidents or significant cyber 
threats of at least an equivalent effect to the 
obligations laid down in this Directive, 
those sector-specific provisions, including 
on supervision and enforcement, should 
apply. The Commission may issue 
guidelines in relation to the implementation 
of the lex specialis. This Directive does not 
preclude the adoption of additional sector-
specific Union acts addressing 
cybersecurity risk management measures 
and incident notifications. This Directive is 
without prejudice to the existing 
implementing powers that have been 
conferred to the Commission in a number 
of sectors, including transport and energy.

(12) Sector-specific legislation and 
instruments can contribute to ensuring high 
levels of cybersecurity, while taking full 
account of the specificities and 
complexities of those sectors. Where a 
sector–specific Union legal act requires 
essential or important entities to adopt 
cybersecurity risk management measures 
or to notify incidents or significant cyber 
threats of at least an equivalent effect to the 
obligations laid down in this Directive, 
those sector-specific provisions, including 
on supervision and enforcement, should 
apply. In order to avoid legal uncertainty 
in the interpretation and application of 
this Directive the Commission should  
ensure coherence between this Directive 
and the applicable sector-specific 
legislation. To that end, the Commission 
should identify duplication and 
redundancies in the relevant legislation, 
regulatory requirements or procedures, 
with a view to removing them. The 
Commission may issue guidelines in 
relation to the implementation of the lex 
specialis. This Directive does not preclude 
the adoption of additional sector-specific 
Union acts addressing cybersecurity risk 
management measures and incident 
notifications. This Directive is without 
prejudice to the existing implementing 
powers that have been conferred to the 
Commission in a number of sectors, 
including transport and energy.

Amendment 5

Proposal for a directive
Recital 15 a (new)

Text proposed by the Commission Amendment

(15a) The increased digitalisation of key 
economic sectors, such as transport, 
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should be carried out in a secure way, 
with built-in resilience to ensure that the 
whole supply chain responds adequately 
to risks and threats. There is therefore a 
need for a coordinated approach ensuring 
a minimal level of security for connected 
devices, in particular in sectors such as 
transport and where it is included in 
vehicles and deploys end-to-end 
encryption by default.

Amendment 6

Proposal for a directive
Recital 17

Text proposed by the Commission Amendment

(17) Given the emergence of innovative 
technologies and new business models, 
new cloud computing deployment and 
service models are expected to appear on 
the market in response to evolving 
customer needs. In that context, cloud 
computing services may be delivered in a 
highly distributed form, even closer to 
where data are being generated or 
collected, thus moving from the traditional 
model to a highly distributed one (‘edge 
computing’).

(17) Given the emergence of innovative 
technologies, such as artificial 
intelligence, new business models and new 
models of flexible and remote work, new 
cloud computing deployment and service 
models are expected to appear on the 
market in response to evolving customer 
and business needs. In that context, cloud 
computing services may be delivered in a 
highly distributed form, even closer to 
where data are being generated or 
collected, thus moving from the traditional 
model to a highly distributed one (‘edge 
computing’).

Amendment 7

Proposal for a directive
Recital 18 a (new)

Text proposed by the Commission Amendment

(18a) Given that the roll-out of 
autonomous mobility will bring 
considerable benefits, but will also entail 
a variety of new risks, namely with regard 
to road traffic safety, cybersecurity, 
intellectual property rights, issues relating 
to data protection and data access, 
technical infrastructure, standardisation, 
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and employment, it is essential to ensure 
that the Union legal framework 
adequately responds to those challenges 
and effectively manages all risks posed to 
the security of network and information 
systems.

Amendment 8

Proposal for a directive
Recital 18 b (new)

Text proposed by the Commission Amendment

(18b) The coronavirus pandemic has 
demonstrated the importance of preparing 
the Union for the digital decade and the 
need to improve cyber-resilience on an 
ongoing basis. This Directive therefore 
aims to provide for minimum rules 
regarding the functioning of the 
coordinated regulatory framework to 
enable the digital transformation, 
innovation in autonomous transport, 
logistics and traffic management in all 
transport modes and to improve among 
users, in particular microenterprises, 
SMEs and start-ups, resilience against 
cyber-attacks and the capacity to address 
vulnerabilities.

Amendment 9

Proposal for a directive
Recital 19

Text proposed by the Commission Amendment

(19) Postal service providers within the 
meaning of Directive 97/67/EC of the 
European Parliament and of the Council18 , 
as well as express and courier delivery 
service providers, should be subject to this 
Directive if they provide at least one of the 
steps in the postal delivery chain and in 
particular clearance, sorting or distribution, 
including pick-up services. Transport 
services that are not undertaken in 

(19) Postal service providers within the 
meaning of Directive 97/67/EC of the 
European Parliament and of the Council18 , 
as well as express and courier delivery 
service providers, should be subject to this 
Directive if they provide at least one of the 
steps in the postal delivery chain and in 
particular clearance, sorting or distribution, 
including pick-up services. Transport or 
delivery services that are not undertaken in 
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conjunction with one of those steps should 
fall outside of the scope of postal services.

conjunction with one of those steps should 
fall outside of the scope of postal services.

__________________ __________________
18 Directive 97/67/EC of the European 
Parliament and of the Council of 15 
December 1997 on common rules for the 
development of the internal market of 
Community postal services and the 
improvement of quality of service (OJ L 
15, 21.1.1998, p. 14).

18 Directive 97/67/EC of the European 
Parliament and of the Council of 15 
December 1997 on common rules for the 
development of the internal market of 
Community postal services and the 
improvement of quality of service (OJ L 
15, 21.1.1998, p. 14).

Amendment 10

Proposal for a directive
Recital 27 a (new)

Text proposed by the Commission Amendment

(27a) Member States should, in their 
national cybersecurity strategies, address 
specific cybersecurity needs of SMEs, 
namely low cyber-awareness, a lack of 
remote IT security, a high cost of 
cybersecurity solutions and an increased 
level of threat. Member States should 
have a cybersecurity point of contact for 
SMEs to access relevant information, 
service and guidance.

Amendment 11

Proposal for a directive
Recital 33

Text proposed by the Commission Amendment

(33) When developing guidance 
documents, the Cooperation Group should 
consistently: map national solutions and 
experiences, assess the impact of 
Cooperation Group deliverables on 
national approaches, discuss 
implementation challenges and formulate 
specific recommendations to be addressed 
through better implementation of existing 
rules.

(33) When developing guidance 
documents, the Cooperation Group should 
consistently: map national solutions and 
experiences, assess the impact of 
Cooperation Group deliverables on 
national approaches, discuss 
implementation challenges and formulate 
specific recommendations, particularly on 
facilitating alignment in the transposition 
of this Directive among Member States, to 
be addressed through better 
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implementation of existing rules. The 
Cooperation Group should also map the 
national solutions in order to promote 
compatibility of cybersecurity solutions 
applied to each specific sector across 
Europe. This is particularly relevant for 
the sectors that have an international and 
cross-border nature such as transport.

Amendment 12

Proposal for a directive
Recital 34

Text proposed by the Commission Amendment

(34) The Cooperation Group should 
remain a flexible forum and be able to 
react to changing and new policy priorities 
and challenges while taking into account 
the availability of resources. It should 
organize regular joint meetings with 
relevant private stakeholders from across 
the Union to discuss activities carried out 
by the Group and gather input on emerging 
policy challenges. In order to enhance 
cooperation at Union level, the Group 
should consider inviting Union bodies and 
agencies involved in cybersecurity policy, 
such as the European Cybercrime Centre 
(EC3), the European Union Aviation 
Safety Agency (EASA) and the European 
Union Agency for Space Programme 
(EUSPA) to participate in its work.

(34) The Cooperation Group should 
remain a flexible forum and be able to 
react to changing and new policy priorities 
and challenges while taking into account 
the availability of resources. It should 
organize regular joint meetings with 
relevant private stakeholders from across 
the Union to discuss activities carried out 
by the Group and gather input on emerging 
policy challenges. In order to enhance 
cooperation at Union level, the Group 
should consider inviting where relevant, 
Union bodies and agencies involved in 
cybersecurity policy, such as the European 
Cybercrime Centre (EC3), the European 
Cybersecurity Industrial, Technology, and 
Research Competence Centre, the 
European Union agencies responsible for 
safe transport - European Union Aviation 
Safety Agency (EASA), European 
Maritime Safety Agency (EMSA), 
European Union Agency for Railways 
(ERA) - the European Union Agency for 
Space Programme (EUSPA) and any other 
body and agency whose expertise is 
relevant to the discussions of the group to 
participate in its work.

Amendment 13

Proposal for a directive
Recital 37 a (new)
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Text proposed by the Commission Amendment

(37a) Excessive disparity in the 
cybersecurity risk management and 
reporting obligations in Member States’ 
transposition of this Directive could put 
the common level of cybersecurity within 
the Union at risk. ENISA should 
therefore, in cooperation with the 
Commission, evaluate the degree of 
divergence in cybersecurity risk 
management and reporting obligations 
among Member States in its biennial 
report on the state of cybersecurity in the 
Union.

Amendment 14

Proposal for a directive
Recital 46 a (new)

Text proposed by the Commission Amendment

(46a) In order to preserve and protect 
critical supply chains, the focus should 
also lay on the protection of the entire 
transport and logistics chain. The 
transport and logistics chain is made up 
of a large number of interlinked actors 
and systems, where goods are being 
transported in an intermodal fashion 
using air, road, rail, inland waterways 
and maritime transport. This process 
requires swift and reliable exchange of 
data between the various links of the 
transport and logistics chain through 
various interfaces. Due to the 
interconnected nature of the various links 
in the chain, insufficient cybersecurity 
risks to endanger the functioning of the 
entire chain through domino effects 
created by a cyber incident in one or 
several parts of the transport and logistics 
chain.

Amendment 15
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Proposal for a directive
Recital 47

Text proposed by the Commission Amendment

(47) The supply chain risk assessments, 
in light of the features of the sector 
concerned, should take into account both 
technical and, where relevant, non-
technical factors including those defined in 
Recommendation (EU) 2019/534, in the 
EU wide coordinated risk assessment of 
5G networks security and in the EU 
Toolbox on 5G cybersecurity agreed by the 
Cooperation Group. To identify the supply 
chains that should be subject to a 
coordinated risk assessment, the following 
criteria should be taken into account: (i) the 
extent to which essential and important 
entities use and rely on specific critical ICT 
services, systems or products; (ii) the 
relevance of specific critical ICT services, 
systems or products for performing critical 
or sensitive functions, including the 
processing of personal data; (iii) the 
availability of alternative ICT services, 
systems or products; (iv) the resilience of 
the overall supply chain of ICT services, 
systems or products against disruptive 
events and (v) for emerging ICT services, 
systems or products, their potential future 
significance for the entities’ activities.

(47) The supply chain risk assessments, 
in light of the features of the sector 
concerned, should take into account both 
technical and, where relevant, non-
technical factors including those defined in 
Recommendation (EU) 2019/534, in the 
EU wide coordinated risk assessment of 
5G networks security and in the EU 
Toolbox on 5G cybersecurity agreed by the 
Cooperation Group. To identify the supply 
chains that should be subject to a 
coordinated risk assessment, the following 
criteria should be taken into account: (i) the 
extent to which essential and important 
entities use and rely on specific critical ICT 
services, systems or products; (ii) the 
relevance of specific critical ICT services, 
systems or products for performing critical 
or sensitive functions, including the 
processing of personal data; (iii) the 
availability of alternative ICT services, 
systems or products; (iv) the resilience of 
the overall supply chain of ICT services, 
systems or products against disruptive 
events; (iva) the extent to which specific 
critical ICT services, systems or products 
directly used by consumers are resilient 
and compliant with a customer-friendly 
approach; and (v) for emerging ICT 
services, systems or products, their 
potential future significance for the 
entities’ activities.

Amendment 16

Proposal for a directive
Recital 55

Text proposed by the Commission Amendment

(55) This Directive lays down a two-
stage approach to incident reporting in 
order to strike the right balance between, 
on the one hand, swift reporting that helps 

(55) This Directive lays down a two-
stage approach to incident reporting in 
order to strike the right balance between, 
on the one hand, swift reporting that helps 
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mitigate the potential spread of incidents 
and allows entities to seek support, and, on 
the other hand, in-depth reporting that 
draws valuable lessons from individual 
incidents and improves over time the 
resilience to cyber threats of individual 
companies and entire sectors. Where 
entities become aware of an incident, they 
should be required to submit an initial 
notification within 24 hours, followed by a 
final report not later than one month after. 
The initial notification should only include 
the information strictly necessary to make 
the competent authorities aware of the 
incident and allow the entity to seek 
assistance, if required. Such notification, 
where applicable, should indicate whether 
the incident is presumably caused by 
unlawful or malicious action. Member 
States should ensure that the requirement 
to submit this initial notification does not 
divert the reporting entity’s resources from 
activities related to incident handling that 
should be prioritised. To further prevent 
that incident reporting obligations either 
divert resources from incident response 
handling or may otherwise compromise the 
entities efforts in that respect, Member 
States should also provide that, in duly 
justified cases and in agreement with the 
competent authorities or the CSIRT, the 
entity concerned can deviate from the 
deadlines of 24 hours for the initial 
notification and one month for the final 
report.

mitigate the potential spread of incidents 
and allows entities to seek support, and, on 
the other hand, in-depth reporting that 
draws valuable lessons from individual 
incidents and improves over time the 
resilience to cyber threats of individual 
companies and entire sectors. Where 
entities become aware of an incident, they 
should be required to submit an initial 
notification within 36 hours, followed by a 
final report not later than one month after. 
The initial notification should only include 
the information strictly necessary to make 
the competent authorities aware of the 
incident and allow the entity to seek 
assistance, if required. Such notification, 
where applicable, should indicate whether 
the incident is presumably caused by 
unlawful or malicious action. Member 
States should ensure that the requirement 
to submit this initial notification does not 
divert the reporting entity’s resources from 
activities related to incident handling that 
should be prioritised. To further prevent 
that incident reporting obligations either 
divert resources from incident response 
handling or may otherwise compromise the 
entities efforts in that respect, Member 
States should also provide that, in duly 
justified cases and in agreement with the 
competent authorities or the CSIRT, the 
entity concerned can deviate from the 
deadlines of 36 hours for the initial 
notification and one month for the final 
report.

Amendment 17

Proposal for a directive
Article 2 – paragraph 2 – subparagraph 2

Text proposed by the Commission Amendment

Member States shall establish a list of 
entities identified pursuant to points (b) to 
(f) and submit it to the Commission by [6 
months after the transposition deadline]. 
Member States shall review the list, on a 

Member States, in close cooperation with 
relevant industry stakeholders, shall 
establish a list of entities identified 
pursuant to points (b) to (f) and submit it to 
the Commission by [6 months after the 
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regular basis, and at least every two years 
thereafter and, where appropriate, update 
it.

transposition deadline]. Member States 
shall review the list, on a regular basis, and 
at least every two years thereafter and, 
where appropriate, update it.

Amendment 18

Proposal for a directive
Article 2 – paragraph 6

Text proposed by the Commission Amendment

6. Where provisions of sector–specific 
acts of Union law require essential or 
important entities either to adopt 
cybersecurity risk management measures 
or to notify incidents or significant cyber 
threats, and where those requirements are 
at least equivalent in effect to the 
obligations laid down in this Directive, the 
relevant provisions of this Directive, 
including the provision on supervision and 
enforcement laid down in Chapter VI, shall 
not apply.

6. Where provisions of sector–specific 
acts of Union law require essential or 
important entities either to adopt 
cybersecurity risk management measures 
or to notify incidents or significant cyber 
threats, and where those requirements are 
at least equivalent in effect to the 
obligations laid down in this Directive, 
including as to the power, mandate and 
functions of the respective supervisory 
authorities, the relevant provisions of this 
Directive, including the provision on 
supervision and enforcement laid down in 
Chapter VI, shall not apply.

Amendment 19

Proposal for a directive
Article 5 – paragraph 2 – point h

Text proposed by the Commission Amendment

(h) a policy addressing specific needs 
of SMEs, in particular those excluded from 
the scope of this Directive, in relation to 
guidance and support in improving their 
resilience to cybersecurity threats.

(h) a policy addressing specific needs 
of SMEs, in particular those excluded from 
the scope of this Directive, in relation to 
guidance, providing necessary and 
comprehensive information and support in 
improving their resilience to cybersecurity 
threats.

Amendment 20

Proposal for a directive
Article 12 – paragraph 4 – point a
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Text proposed by the Commission Amendment

(a) providing guidance to competent 
authorities in relation to the transposition 
and implementation of this Directive;

(a) providing guidance to competent 
authorities in relation to the transposition 
and implementation of this Directive, so as 
to minimise disparities between 
cybersecurity risk management and 
reporting obligation standards among the 
Member States;

Amendment 21

Proposal for a directive
Article 12 – paragraph 4 – point b a (new)

Text proposed by the Commission Amendment

(ba) mapping the national solutions in 
order to promote compatibility of 
cybersecurity solutions applied to each 
specific sector across the Union;

Amendment 22

Proposal for a directive
Article 15 – paragraph 1 – point c a (new)

Text proposed by the Commission Amendment

(ca) the degree of disparity of 
cybersecurity risk management and 
reporting obligations between Member 
States, and the extent to which that 
disparity affects the common level of 
cybersecurity in the Union.

Amendment 23

Proposal for a directive
Article 16 – paragraph 1 – point iii a (new)

Text proposed by the Commission Amendment

(iiia) recommendations on how to 
improve coherence and legal certainty in 
the interpretation and application of this 



PE689.861v02-00 16/21 AD\1235677EN.docx

EN

Directive and the applicable sector-
specific legislation, with a focus on 
identifying and removing duplication and 
redundancies n the relevant legislation, 
regulatory requirements or procedures;

Amendment 24

Proposal for a directive
Article 18 – paragraph 2 – point b a (new)

Text proposed by the Commission Amendment

(ba) policies, programmes and 
procedures to ensure that employees have 
reasonable knowledge to apprehend 
cybersecurity risks and practical 
experience meeting high cybersecurity 
standards.

Amendment 25

Proposal for a directive
Article 18 – paragraph 2 – point e

Text proposed by the Commission Amendment

(e) security in network and information 
systems acquisition, development and 
maintenance, including vulnerability 
handling and disclosure;

(e) security in network and information 
systems, including mobile elements such 
as vehicles and remote sensors, their 
acquisition, development and maintenance, 
including vulnerability handling and 
disclosure;

Amendment 26

Proposal for a directive
Article 18 – paragraph 5

Text proposed by the Commission Amendment

5. The Commission may adopt 
implementing acts in order to lay down the 
technical and the methodological 
specifications of the elements referred to in 
paragraph 2. Where preparing those acts, 
the Commission shall proceed in 
accordance with the examination 

5. The Commission may adopt 
delegated acts in order to lay down the 
technical and the methodological 
specifications of the elements referred to in 
paragraph 2. The delegated acts shall be 
adopted in accordance with Article 36 and 
follow, to the greatest extent possible, 
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procedure referred to in Article 37(2) and 
follow, to the greatest extent possible, 
international and European standards, as 
well as relevant technical specifications.

international and European standards, as 
well as relevant technical specifications.

Amendment 27

Proposal for a directive
Article 18 – paragraph 6 a (new)

Text proposed by the Commission Amendment

6a. In order to ensure an efficient 
policy and facilitate its implementation, 
the Commission shall consultt essential 
and important entities, in particular  
before adopting the delegated acts 
referred to in paragraphs 5 and 6.

Amendment 28

Proposal for a directive
Article 20 – paragraph 4 – subparagraph 1 – point a

Text proposed by the Commission Amendment

(a) without undue delay and in any 
event within 24 hours after having become 
aware of the incident, an initial 
notification, which, where applicable, shall 
indicate whether the incident is presumably 
caused by unlawful or malicious action;

(a) without undue delay and in any 
event within 36 hours after having become 
aware of the incident, an initial 
notification, which, where applicable, shall 
indicate whether the incident is presumably 
caused by unlawful or malicious action;

Amendment 29

Proposal for a directive
Article 20 – paragraph 4 – subparagraph 1 – point c – point iii

Text proposed by the Commission Amendment

(iii) applied and ongoing mitigation 
measures.

(iii) applied and ongoing mitigation 
measures and results thereof.

Amendment 30

Proposal for a directive
Article 20 – paragraph 11
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Text proposed by the Commission Amendment

11. The Commission, may adopt 
implementing acts further specifying the 
type of information, the format and the 
procedure of a notification submitted 
pursuant to paragraphs 1 and 2. The 
Commission may also adopt implementing 
acts to further specify the cases in which an 
incident shall be considered significant as 
referred to in paragraph 3. Those 
implementing acts shall be adopted in 
accordance with the examination procedure 
referred to in Article 37(2).

11. The Commission may adopt 
delegated acts in accordance with Article 
36 further specifying the type of 
information, the format and the procedure 
of a notification submitted pursuant to 
paragraphs 1 and 2 of this Article. The 
Commission may also adopt implementing 
acts to further specify the cases in which an 
incident shall be considered significant as 
referred to in paragraph 3. Those 
implementing acts shall be adopted in 
accordance with the examination procedure 
referred to in Article 37(2).

Amendment 31

Proposal for a directive
Article 21 – paragraph 1

Text proposed by the Commission Amendment

1. In order to demonstrate compliance 
with certain requirements of Article 18, 
Member States may require essential and 
important entities to certify certain ICT 
products, ICT services and ICT processes 
under specific European cybersecurity 
certification schemes adopted pursuant to 
Article 49 of Regulation (EU) 2019/881. 
The products, services and processes 
subject to certification may be developed 
by an essential or important entity or 
procured from third parties.

1. In order to demonstrate compliance 
with certain requirements of Article 18, 
Member States shall encourage essential 
and important entities to certify certain ICT 
products, ICT services and ICT processes, 
either developed by the essential or 
important entity or procured from third 
parties, under specific European 
cybersecurity certification schemes 
adopted pursuant to Article 49 of 
Regulation (EU) 2019/881 or under 
similar internationally recognised 
certification schemes.

Amendment 32

Proposal for a directive
Article 21 – paragraph 1 a (new)

Text proposed by the Commission Amendment

1a. The requirements of this Directive 
regarding cybersecurity certification shall 
be without prejudice to Article 56(2) and 
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(3) of Regulation (EU) 2019/881.

Amendment 33

Proposal for a directive
Article 21 – paragraph 2

Text proposed by the Commission Amendment

2. The Commission shall be 
empowered to adopt delegated acts 
specifying which categories of essential 
entities shall be required to obtain a 
certificate and under which specific 
European cybersecurity certification 
schemes pursuant to paragraph 1. The 
delegated acts shall be adopted in 
accordance with Article 36.

deleted

Amendment 34

Proposal for a directive
Article 21 – paragraph 3

Text proposed by the Commission Amendment

3. The Commission may request 
ENISA to prepare a candidate scheme 
pursuant to Article 48(2) of Regulation 
(EU) 2019/881 in cases where no 
appropriate European cybersecurity 
certification scheme for the purposes of 
paragraph 2 is available.

3. In order to elevate the overall level 
of cybersecurity resilience, the 
Commission may request ENISA to 
prepare a candidate scheme pursuant to 
Articles 47 and 48 of Regulation (EU) 
2019/881 in cases where no appropriate 
European cybersecurity certification 
scheme is available. Such candidate 
schemes shall comply with the 
requirements laid down in Article 56(2) 
and Article 56(3) of Regulation (EU) 
2019/881.
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