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Screening of third-country nationals at the EU's external borders
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In September 2020, the Commission put forward a new pact on migration and asylum, setting out a comprehensive
approach to European Union (EU) migration policies that links external borders, asylum, return systems, the Schengen
area of free movement and the external dimension of migration. The pact includes a proposal for a new regulation on
the screening of third-country nationals at external borders aiming to clarify and streamline the rules on dealing with
third-country nationals who are not authorised to enter or stay in the EU. The proposal would introduce a pre-entry
screening procedure allowing national authorities at external borders to channel irregular third-country nationals to the
appropriate procedure, i.e. asylum or return procedures. The screening would start with preliminary health and
vulnerability checks and finish with the transmission of a debriefing form to the appropriate authorities. The proposal
would provide for the establishment, by each Member State, of an independent monitoring mechanism for fundamental
rights. Following the provisional agreement reached by the Parliament and the Council in December 2023, the agreed
text of the new regulation has been tabled for a vote in the April | plenary session. Third edition. The 'EU Legislation in
Progress' briefings are updated at key stages throughout the legislative procedure.
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The EU is actively exploring how Al technologies can be developed and adopted in order to improve border control and
security. A number of applications for biometric identification, emotion detection, risk assessment and migration
monitoring have already been deployed or tested at EU borders. Al technologies may bring important benefits for
border control and security, such as increased efficiency, better fraud-detection and risk analysis. However, these
powerful technologies also pose significant challenges, related in particular to their insufficient or varying accuracy and
the multiple fundamental rights risks they entail (including bias and discrimination risks, data protection and privacy
risks, and the risk of unlawful profiling).
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This study, commissioned by the European Parliament’s Policy Department for Citizens’ Rights and Constitutional
Affairs at the request of the LIBE Committee, aims to provide background information on the current legal framework of
Europol and a legal assessment of the European Commission’s proposal of 9 December 2020 to strengthen Europol’s
mandate, divided in thematic blocks. The legal assessment is accompanied by policy recommendations.
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As a component of the Schengen Strategy that the European Commission intends to adopt in 2021, the revision of
regulation (EU) No 1053/2013 will aim at making the Schengen Evaluation and Monitoring Mechanism more efficient,
by revising current practices - for example, by shortening the adoption processes of the evaluation reports and
recommendations, and ensuring a timely follow-up by Member States.
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This study, commissioned by the European Parliament’s Policy Department for Citizens’ Rights and Constitutional
Affairs at the request of the LIBE Committee, aims to provide background information and policy recommendations
concerning police information exchange and in particular the future developments regarding Prum and the API
Directive (Directive 2004/82/EC).
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The European Agency for the operational management of large-scale IT systems in the area of freedom, security and
justice (eu-LISA) is responsible for the operational management of the three large-scale EU information systems: the
Schengen Information System (SIS Il), the Visa Information System (VIS), and Eurodac. The Commission proposed to
strengthen the mandate of eu-LISA, as part of a broader set of measures aimed at addressing current migration and
security challenges by making better use of information technologies. Adopted by parliament and Council in autumn
2018, the Agency’s new tasks, applicable from 11 December 2018, include ensuring interoperability of EU information
systems, upgrade of existing and development of future systems and technical and operational support to Member
States. Second edition of a briefing originally drafted by Costica Dumbrava. The ‘EU Legislation in Progress’ briefings
are updated at key stages throughout the legislative procedure.
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The Commission aims to upgrade the visa information system to allow for more thorough background checks on visa
applicants, close security information gaps and ensure full interoperability with other EU-wide databases. This initial
appraisal of the Commission’s impact assessment on the proposal observes that the impact assessment is
underpinned by several stakeholder consultations and external studies. The Commission seems to be transparent
about data limitations. However, the problem descriptions are not always clear or convincing. In addition, considering
the partly highly sensitive issues at hand, such as the fingerprinting of minors, the safeguards for fundamental rights
protection in cases of errors or abuse could have been better explained.
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The highlights of the October Il plenary session were the debate on the conclusions of the European Council meeting
on 17 and 18 October 2018 and the presentation of the European Commission’s 2019 work programme, the last of the
current legislature. Parliament also held debates on the use of Facebook users' data by Cambridge Analytica and its
impact on data protection, and the Cum-Ex trading scandal. The series of debates on the Future of Europe continued,
this time with Klaus lohannis, President of Romania, urging European unity. Parliament voted on legislative proposals,
inter alia, on drinking water; marine litter; the Schengen Information System; import of cultural goods; veterinary
medicinal products; charging of heavy goods vehicles; and energy-efficient road transport vehicles. Members also
adopted Parliament's position on the EU general budget for 2019 and declined to grant discharge for the 2016 budget
to the European Council and Council.
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The Schengen Information System (SIS) is a large-scale information database that supports external border control
and law-enforcement cooperation in the Schengen states by enabling competent authorities, such as police and border
guards, to enter and consult alerts on wanted or missing persons and lost or stolen property. In view of responding
more effectively to new migration and security challenges, in December 2016, the European Commission put forward a
package of three legislative proposals aimed at revising the legal framework of the SIS. The proposal on the
establishment, operation and use of the SIS in the field of border checks provides for more effective use of fingerprints
and facial images in the SIS, and imposes an obligation on the Member States to record all entry bans issued to
thirdcountry nationals who have been found staying illegally in their territory.

Third edition of a briefing originally drafted by Costica Dumbrava. The ‘EU Legislation in Progress’ briefings are
updated at key stages throughout the legislative procedure. Please note this document has been designed for on-line
viewing.
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The Schengen Information System (SIS) is a large-scale information database that supports external border control
and law enforcement cooperation in the Schengen states. It does so by enabling competent authorities, such as police
and border guards, to enter and consult alerts on wanted or missing persons and lost or stolen property. In view of
responding more effectively to new migration and security challenges, in December 2016, the European Commission
put forward a package of three legislative proposals aimed at revising the legal framework of the SIS. The proposal on
the use of the SIS for returning illegally staying third-country nationals aims to enhance the enforcement of the EU
return policy and to reduce the incentives to irregular migration to the EU. Among other things, the proposal introduces
the obligation for Member States to enter all return decisions into the SIS.

Third edition of a briefing originally drafted by Costica Dumbrava. The ‘EU Legislation in Progress’ briefings are
updated at key stages throughout the legislative procedure. Please note this document has been designed for on-line
viewing.
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The Schengen Information System (SIS) is a large-scale information database that supports external border control
and law enforcement cooperation in the Schengen states. It enables competent authorities, such as police and border
guards, to enter and consult alerts on certain categories of wanted or missing persons and lost or stolen property.

In December 2016, the European Commission adopted a package of proposals aimed at responding more effectively
to new migration and security challenges. One of these proposals is focused on improving and extending the use of
the SIS in the field of police cooperation and judicial cooperation in criminal matters. It clarifies procedures, creates
new alerts and checks, extends the use of biometrics, and enlarges access for law enforcement authorities.

Third edition of a briefing originally drafted by Costica Dumbrava. The ‘EU Legislation in Progress’ briefings are
updated at key stages throughout the legislative procedure.
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Responding to the need to better address migration and security challenges, including the fight against terrorism and
serious crimes, the Commission presented in December 2016 a set of three proposals to develop the Schengen
Information System (SIS) for additional uses, addressing potential gaps and introducing several essential changes to
the current system on the types of alert entered. The European Parliament is due to vote during its October Il plenary
session on the texts agreed in trilogue negotiations.
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Although an increasing number of people have been travelling to the EU for tourism and business in recent years, visa
application procedures are still costly and cumbersome. With the recast proposal on the visa code, the Commission
aims to facilitate tourism, trade and business, whilst strengthening security and mitigating irregular migration. The
impact assessment accompanying the proposal provides an overall convincing analysis tackling the problems of (1)
insufficient finances to support visa processing; and (2) Member States' diverging practices when issuing multiple-entry
visas. The Commission, however, also proposed (3) to address the lack of cooperation of some third countries in
readmission matters in the visa code. One would have expected a more thorough analysis on this last aspect
considering that there is no hard evidence on how visa leverage can translate into better cooperation with third
countries on readmission. The Commission made efforts to consult with stakeholders and provide data, yet, the IA
displays a general lack of data, statistics and evidence.
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This study, commissioned by the European Parliament’s Policy Department for Citizens’ Rights and Constitutional
Affairs, at the request of the European Parliament Committee on Civil Liberties, Justice and Home Affairs (LIBE
Committee), primarily assesses the Commission’s December 2017 proposals for a Regulation on establishing a
framework for interoperability between EU Justice and Home Affairs information systems. The study first analyses the
relationships between the information systems in the current and proposed implementation before assessing the key
elements of the Commission’s proposals, including the concept of interoperability used, the problem definition and
objectives and the proposed solutions, as well as the implementation, fundamental rights and data security
implications.
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The EU common visa code (the Visa Code) was adopted in 2009 by means of Regulation 810/2009. It establishes the
procedures and conditions for issuing short-stay visas for entry into and transit through the Schengen area. This type
of visa is valid for up to three months, whereas long-term visas (or residence permits) remain subject to national
procedures. Regulation 767/2008 on the Visa Information System (VIS) defines the purpose and functionalities of the
VIS, the computerised system aimed at facilitating the exchange of data between EU Member States and associated
countries applying the common visa policy. Since its adoption, EU policy as regards short-term visas has faced a
significant challenge: the delicate equilibrium between the need to promote economic growth via mobility and tourism,
on the one hand, and the need to ensure the security of the Schengen area, on the other. Assessments of the
implementation of the Visa Code and the VIS have shown that the requirements for obtaining a Schengen visa have
had a negative impact on tourism and as a result, on EU economic growth. That said, the extent to which the
provisions of the Visa Code have contributed to preserving the security of the external borders is difficult to evaluate,
since the full deployment of the VIS (both at consular posts worldwide and at Schengen border crossing points) was
completed relatively recently (2016). In its work programme for 2018, the European Commission announced that
proposals will be tabled to revise the Visa Code and upgrade the VIS. The revision of the Visa Code, in particular, will
aim at overcoming divisions triggered by the visa package submitted by the Commission in 2014. Thus far, the co-
legislators have not reached an agreement on this set of measures. On the other hand, efforts to upgrade the VIS will
be aimed at enhancing visa processing further, among other things through improving law enforcement authorities'
access to the VIS, including new categories of data in the system, and ensuring the interoperability of the VIS with the
other existing large-scale IT systems in the area of freedom, security and justice.

EN

Smart Borders: EU Entry/Exit System

Publikacijas veids

Datums
Autors
Politikas joma
Atslégvards

Kopsavilkums

Briefing

Briefing

12-01-2018

D'ALFONSO Alessandro | ORAV Anita

Brivibas, drosibas un tiesiskuma telpa | Budzets | Tiesibu aktu pienemsana EP un Padomé

datu aizsardziba | datu baze | datu vaksana | Eiropas drosiba | EIROPAS SAVIENIBA | Eiropas Savienibas tiesibu akti
| ES tiesibu aktu izstrade | ES aréjo robezu aizsardziba | informé&cija un informacijas apstrade | informacijas sistéma |
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In anticipation of increased traveller flows and in response to security concerns regarding the control of EU external
borders, on 6 April 2016, the Commission presented revised proposals for establishing an Entry/Exit System for
recording the border-crossings of all non-EU nationals. These build on the Smart Borders package presented in 2013,
which did not secure consensus among the co-legislators and was the subject of additional technical and operational
studies completed in 2015. The current system of manual stamping of passports would be replaced by automation of
certain preparatory border control procedures. The system would be interconnected with the Visa Information System
(VIS) database and used by the same authorities: border control and consular posts. Moreover, it would allow law
enforcement authorities to perform restricted queries in the database for criminal identification and intelligence to
prevent serious crime and terrorism. The two regulations were signed on 30 November 2017, and the Entry/Exit
System is due to become fully functional by 2020 at the latest.
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The Commission has envisaged integrated border management for several years, in response to increased traveller
flows and the new security context. The Entry/Exit System proposed aims to set up a database where entry and exit
information of third-country travellers is recorded. Following a political agreement with the Council, the Parliament is
expected to vote on the texts in October.
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The phenomenon of foreign fighters travelling to conflict zones, mostly in Syria and Iraq, represents a growing threat
for the EU and its Member States. Most of the recent terrorist attacks in Europe were perpetrated by 'home-grown'
terrorists, and at least some of the perpetrators proved to be returned foreign fighters. In December 2015, the
European Commission presented a proposal for a directive on combating terrorism, aimed at updating the current
framework on criminalising terrorist offences and at bringing EU legislation into line with international developments,
such as the adoption of UN Security Council Resolution 2178 and the Additional Protocol to the Council of Europe
Convention on the Prevention of Terrorism. The proposal extends the list of offences, to cover receiving of terrorist
training, travelling and attempting to travel abroad for terrorism, and funding or facilitating such travel, and also
includes provisions on the protection of victims. After completion of the legislative procedure at first reading in the
Parliament and Council, the final act was signed in March 2017. Member States are required to transpose the new
directive into national law by 8 September 2018.
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The collection, processing and sharing of data using new technologies are becoming central to the European Union
(EU)’s border management and internal security. In the EU, there are a number of information systems, or databases,
that support border management and internal security policies by providing border guards, migration and asylum
officials, and law enforcement authorities with information on various categories of people, such as people crossing
EU’s external borders, staying in the EU or applying for asylum in an EU Member State. In 2016, the European
Commission launched a reflection process on how to improve and develop EU information systems for border
management and security. One key dimension of this process is to make the various information systems more
interoperable, so as to allow the simultaneous consultation and automatic interconnection of data. While the need to
ensure appropriate and effective collection and exchange of information is widely recognised, disagreements remain
about the ways and extent to which data should be collected and used, the authorities that can access the data, and
ghe implications for the fundamental rights of individuals, such as the right to privacy and the protection of personal
ata.
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Robezu parvaldiba ir piedzivojusi ievérojamu attistibu, kad tika radrti tadi instrumenti un tadas agentaras ka Sengenas
informacijas sistéma, Vizu informacijas sistéma un Eiropas RobeZu un krasta apsardzes agentura. Izaicinajumi, kas
saistiti ar jauktu migracijas plismu pieaugumu, kuras virzas uz ES, ka ari lielakam bazam par droSibu, ir izraisijusi
jaunu aktivitates periodu ar pareju uz tieSaku funkcionalo atbalstu un robezu parvaldibas politikas eiropeizéSanu.
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The interconnections between border management, migration and internal security have become more apparent
recently in the context of high inflows of refugees and irregular migrants and of increasing terrorist activities in the EU.
To address these challenges, the EU has taken steps to revise and develop the European information systems in order
to improve the collection, processing and sharing of data among Member States and relevant EU agencies. This
publication provides an overview of the existing and proposed European information systems in the area of justice and
home affairs. It discusses the legal basis, the purposes, the scope of data and access, the utilisation and the proposed
changes for each information system, including issues of interoperability.
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This study, commissioned by the European Parliament’s Policy Department for Citizens' Rights and Constitutional
Affairs at the request of the LIBE Committee, identifies (counter-) terrorism trends, threats and policies in the EU,
focussing particularly on seven themes, including database access and interoperability, measures on border security,
criminal justice and prevention of radicalisation. It also analyses the coherence and effectiveness of the counter-
terrorism policy (architecture), and issues of cooperation, oversight and implementation, in particular of seven focus
Member States: Belgium, Bulgaria, France, Germany, the Netherlands, Slovakia and Spain. Moreover, this study
addresses future scenarios and formulates concrete policy options and recommendations.
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Controls at external borders are key to ensuring proper freedom of movement and security in the Schengen area. As
the EU has been facing risks to its internal security (notably through an increase in terrorist attacks and threats posed
by 'foreign fighters', many of whom are EU citizens enjoying the right of free movement), it is determined to reinforce
the control of its external borders. Parliament is expected to vote during its February plenary part-session on a trilogue
agreement on a proposal to ensure systematic controls, against relevant databases, of EU nationals crossing external
EU borders.
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This study, commissioned by the European Parliament’s Policy Department for Citizen’s Rights and Constitutional
Affairs at the request of the LIBE Committee, analyses the Schengen area in the wake of the European ‘refugee crisis’
and other recent developments. With several Member States reintroducing temporary internal border controls over
recent months, the study assesses compliance with the Schengen governance framework in this context. Despite
suggestions that the end of Schengen is nigh or arguments that there is a need to get ‘back to Schengen’, the research
demonstrates that Schengen is alive and well and that border controls have, at least formally, complied with the legal
framework. Nonetheless, better monitoring and democratic accountability are necessary.
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The impression is that the legislative scrutiny of the original 2013 package and the unusual opportunity for the
proposals to be backed by, not one, but by two impact assessment exercises, have resulted in proposals that are very
robustly evidence-based. The co-legislators' input in the examination of the 2013 Package allowed the second IA
process to be more focused and more aware of potential practical and political pitfalls. To get to the preferred option,
which is ultimately reflected in the proposals, the IA appears to follow a detailed, organised and systematic analysis
based on a combination of sound qualitative and quantitative data and research. In particular, the proof of concept
exercise provides a wealth of technical and field information that contributes substantial added value to the support of
the decision-making process.
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The year 2015 confirmed once again that terrorism is a serious threat to international security. The EU plays an active
role in supporting Member States' measures to ensure security, be it through strengthening the control of firearms,
securing borders or using new technologies. Security, however, needs to be balanced with the respect for fundamental
rights. Communities also have an important part to play in preventing terrorism. This note has been prepared for the
European Youth Event, taking place in Strasbourg in May 2016. Please click here for the full publication in PDF format
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The Internal Security Fund (ISF) supports the implementation of the renewed EU Internal Security Strategy and
finances measures related to cooperation in law enforcement and the management of the EU's external borders. The
Fund has two components: one deals with external borders and visa issues, while the other focuses on police
cooperation, preventing and combatting crime, and on crisis management. Please click here for the full publication in
PDF format
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In anticipation of increased traveller flows and in response to the security concerns voiced by EU Member States, the
European Commission put forward a Smart Borders package in 2013, consisting of three legislative proposals with the
goal of making border control procedures faster and more reliable through applying interconnected advanced
technologies throughout the Schengen area. This is an updated version following postponement of the item at the April
session.
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In anticipation of increased traveller flows and in response to the security concerns voiced by EU Member States, the
European Commission put forward a Smart Borders package in 2013, consisting of three legislative proposals with the
goal of making border control procedures faster and more reliable through applying interconnected advanced
technologies throughout the Schengen area.
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This note seeks to provide an initial analysis of the strengths and weaknesses of the European Commission's Impact
Assessment (IA) accompanying its proposal for a Regulation of the European Parliament and of the Council
establishing a registered traveller programme (COM (2013) 97), submitted on 28 February 2013. Prepared by the Ex-
Ante Impact Assessment Unit for the Committee on Civil Liberties, Justice and Home Affairs (LIBE), it analyses
whether the principal criteria laid down in the Commission’s own Impact Assessment Guidelines, as well as additional
factors identified by the Parliament in its Impact Assessment Handbook, appear to be met by the IA. It does not
attempt to deal with the substance of the proposal. It is drafted for informational and background purposes to assist the
relevant parliamentary committee(s) and Members more widely in their work.
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This note seeks to provide an initial analysis of the strengths and weaknesses of the European Commission's Impact
Assessment (IA) accompanying its proposal for a Regulation of the European Parliament and of the Council
establishing an entry/exit system to register entry and exit data of third-country nationals crossing the external borders
of the Member States of the European Union (COM (2013) 95), submitted on 28 February 2013.

Prepared by the Ex-Ante Impact Assessment Unit for the Committee on Civil Liberties, Justice and Home Affairs
(LIBE), it analyses whether the principal criteria laid down in the Commission’s own Impact Assessment Guidelines, as
well as additional factors identified by the Parliament in its Impact Assessment Handbook, appear to be met by the IA.
It does not attempt to deal with the substance of the proposal. It is drafted for informational and background purposes
to assist the relevant parliamentary committee(s) and Members more widely in their work.
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Governance of the Schengen Area aims to find the balance between freedom of movement and the need for security,
in the context of increasing globalisation. Within the European integration process, freedom of movement started with
workers, as part of the establishment of a common market.
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Kopsavilkums This study examines current and forthcoming measures related to the exchange of data and information in EU JHA
policies, with a focus on the ‘smart borders’ initiative. It argues that there is no reversibility in the growing reliance on
such schemes and asks whether current and forthcoming proposals are necessary and original. The study outlines the
main challenges raised by the proposals, including issues related to the right to data protection, but also to privacy and
non-discrimination.
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Kopsavilkums This ad hoc briefing paper offers an up to date account of the implications of the European Neighbourhood Policy
(ENP) in justice and home affairs. It does so in three ways: First, it provides a comprehensive presentation of the
provisions on common management of borders, control of illegal migration and visa policy. Second, the paper
discusses the content and effects of EU policies and tools as they related to border controls. Third, and finally, the
paper weights the power of the European Parliament in the fields discussed, by focusing on readmission agreements.
Each chapter offers a set of policy recommendations.
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Kopsavilkums The note reviews the development and the interdependence of the various initiatives and legislative proposals in the
fields of counter-terrorism and police cooperation at the European level. It will be demonstrated that a vast majority of
these measures involve the collection and exchange of personal data. The challenges of this approach to the
protection of fundamental rights, in particular privacy and data protection, will be highlighted.

The note covers a wide range of issues such as money laundering and terrorist financing, Europol, databases and their
interoperability, the principle of availability of information, the rules to improve police cooperation (Schengen and Title
VI), the Priim Decision and data protection.

One could says that the EU counter-terrorism and police co-operation measures are based largely on the gathering
and exchange of personal data. This may lead to maximisation of surveillance via the collection of a wide range of
personal data and thus pose significant challenges to privacy and data protection. This is true in particular in the light
of the fragmentation of the EU data protection framework applying to the various databases and forms of information
exchange.
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The reform of the Schengen Information System (SIS) is a major milestone in the development of the Area of
Freedom, Justice and Security, if not for the EU as such, but the process has not been carried out with the appropriate
levels of publicity and democratic control. With the Commission proposals of May 2005 marking the emergence of the
new SIS Il from the more secretive ‘Third Pillar’ environment, there is now a golden opportunity to examine the
proposed legislation thoroughly. It is widely held that the current drafts are a clear improvement on earlier versions.
However, a number of sensitive features still need attention, in particular how far new mechanisms and the wider
involvement of enforcement and judicial authorities have come with legal safeguards to ensure that data protection and
other human rights are respected. The

introduction of biometric data into alert records, the interlinking of alerts and possible ‘mergers’ with separate
databases (e.g. VIS) should also be examined. The European Parliament can expect to have an attentive audience
given that, in addition to the opinion it is requested to deliver on the ‘Third Pillar’ part of SIS Il (proposed Decision), it
has full co-decision power on the ‘First Pillar’ project of Regulation.
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Commission Communication (2005)597 has gone widely unnoticed which is probably due more to the complexity of
matters treated than the unanimous applause obtained. Equally unusual is its objective as it does not propose concrete
legislative action but offers various technical and organisational scenarios for Council and Parliament to pick from
when designing the future of JHA databases SIS Il, VIS, EURODAC and possibly adding a few new structures. The
developments examined for maintaining a high level of security (in particular as regards acts of terrorism and serious
crime) in view of ensuring a maximum of free movement, are centred around the increased use of biometrics for
control and facilitation purposes (“trusted-traveller-programme”), as well as extended access to JHA databases by
internal security services. While most of the features promise greater if not impressive efficiency for surveillance
purposes, their possible use may make the alarm bells ring for those preoccupied with the risks involved for data
protection, proportionality and other human rights. It is therefore recommended, that the Parliament study carefully the
options proposed and voice its concerns and priorities in order to actively participate in the shaping of the future JHA
database landscape at the EU-level.
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