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Cyber solidarity act
Vrsta publikacije Briefing

Datum 13-02-2024
Avtor CAR POLONA

Politično področje Sprejemanje zakonodaje s strani Evropskega parlamenta in Sveta
Ključna beseda boj proti kriminalu | DRUŽBENA IN SOCIALNA VPRAŠANJA | družbene in socialne zadeve | enotni digitalni trg |

EVROPSKA UNIJA | evropska varnost | graditev Evrope | informacije in obdelava informacij | informacijska tehnologija
| informacijska tehnologija in obdelava podatkov | informacijsko vojskovanje | izmenjava informacij | IZOBRAŽEVANJE
IN KOMUNIKACIJE | komunikacije | mednarodna varnost | MEDNARODNI ODNOSI | POLITIKA | politika in javna
varnost | pravo Evropske unije | predlog (EU) | računalniška kriminaliteta | varnost kritične infrastrukture | varovanje
tajnosti podatkov | zbiranje podatkov

Povzetek Russia's war against Ukraine has revealed the extent of our dependency on digital technology and the fragility of the
digital space. It has triggered a surge in cyberattacks that have been particularly disruptive when targeting critical
infrastructure – such as energy, health or finance – because of the increasing reliance on information technology,
rendering this infrastructure all the more vulnerable. Against this backdrop, the Commission has proposed a regulation
on a cyber solidarity act that would address the urgent need to strengthen solidarity and EU capacities to detect,
prepare for and respond to cybersecurity threats and incidents. The proposed regulation envisages the establishment
of a framework based on three pillars. The first is a European cyber shield – a platform of national and cross-border
security operations centres. The second is a cybersecurity emergency mechanism that would support – including
financially – preparedness, response and mutual assistance actions among Member States by creating a European
cybersecurity reserve of trusted providers. The third is a cybersecurity incident review mechanism to assess and
review significant or large-scale incidents. In Parliament, the file was assigned to the Committee on Industry, Research
and Energy (ITRE), where Lina Gálvez Muñoz (S&D, Spain) was appointed rapporteur. The Council and the
Parliament are currently in negotiations to finalise the text. Second edition. The 'EU Legislation in Progress' briefings
are updated at key stages throughout the legislative procedure.
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Updating the European digital identity framework
Vrsta publikacije Briefing

Datum 15-01-2024
Avtor NEGREIRO ACHIAGA Maria Del Mar | Niestadt Maria

Politično področje Industrija
Ključna beseda informacije in obdelava informacij | informacijska tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN

KOMUNIKACIJE | varovanje tajnosti podatkov | varstvo podatkov
Povzetek The 2014 Regulation on electronic identification and trust services for electronic transactions in the internal market

(eIDAS Regulation or eIDAS) was the first digital identity legislation to pave the way for cross-border electronic
identification, authentication and website certification across the EU. While the application of eIDAS has had a mixed
record, the pandemic has fuelled demand for eIDAS solutions that are capable of ensuring broader access to public
and private services. On 3 June 2021, the European Commission put forward a proposal to update the European
digital identity framework. This would allow citizens across the EU to identify and authenticate themselves online
(through their European digital identity wallet), share digital documents or prove a specific identity attribute such as
age. In parallel, the Commission adopted a recommendation to design a toolbox supporting the framework so as to
avoid fragmentation and barriers due to diverging standards. After the European Parliament and the Council of the EU
approved their negotiating positions on the proposal in March 2023 and December 2022 respectively, they reached a
provisional agreement on the creation of a pan-European digital identity framework on 8 November 2023. Both now
need to formally adopt the text before it is published in the Official Journal of the EU and enters into force. Fourth
edition. The 'EU Legislation in Progress' briefings are updated at key stages throughout the legislative procedure.
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Multimedijske vsebine Updating the European digital identity framework

Cybersecurity actors in the EU
Vrsta publikacije Na kratko

Datum 09-01-2024
Avtor CAR POLONA

Politično področje Območje svobode, varnosti in pravice
Ključna beseda Agencija Evropske unije za kibernetsko varnost | digitalna vsebina | EVROPSKA UNIJA | GOSPODARSTVO |

informacijska tehnologija in obdelava podatkov | informacijsko vojskovanje | institucije EU in evropska javna uprava |
IZOBRAŽEVANJE IN KOMUNIKACIJE | mednarodna varnost | MEDNARODNI ODNOSI | PROIZVODNJA,
TEHNOLOGIJA IN RAZISKOVANJE | regije in regionalna politika | tehnologija in tehnični predpisi | varovanje tajnosti
podatkov | čezmejna razsežnost

Povzetek Cyberattack numbers have surged in recent years, leading to the formation of entities at all levels to prevent attacks or
mitigate the harm they may cause. An efficient EU-level response requires coordination and the timely exchange of
information. Several bodies and networks have been set up to this end; this paper explains their respective roles.
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EU cyber-resilience act
Vrsta publikacije Briefing

Datum 28-11-2023
Avtor CAR POLONA | DE LUCA Stefano

Politično področje Notranji trg in carinska unija | Varstvo potrošnikov
Ključna beseda digitalna tehnologija | dovoljenje za prodajo | EVROPSKA UNIJA | informacijska tehnologija in obdelava podatkov |

IZOBRAŽEVANJE IN KOMUNIKACIJE | nadzor trga | oznaka skladnosti CE | pravo Evropske unije | predlog (EU) |
PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | računalniška kriminaliteta | računalniška oprema | tehnologija
in tehnični predpisi | TRGOVINA | trgovinska politika | trženje | varovanje tajnosti podatkov

Povzetek New technologies come with new risks, and the impact of cyber-attacks through digital products has increased
dramatically in recent years. Consumers are increasingly falling victim to security flaws linked to digital products such
as baby monitors, robo-vacuum cleaners, Wi-Fi routers and alarm systems. For businesses, the importance of
ensuring that digital products in the supply chain are secure has become pivotal, considering three in five vendors
have already lost money owing to product security gaps. The European Commission's proposal for a regulation, the
'cyber-resilience act', therefore aims to impose cybersecurity obligations on all products with digital elements whose
intended and foreseeable use includes direct or indirect data connection to a device or network. The proposal
introduces cybersecurity by design and by default principles and imposes a duty of care for the lifecycle of products.
The Council and the Parliament are currently in negotiations to finalise the text. Third edition. The 'EU Legislation in
Progress' briefings are updated at key stages throughout the legislative procedure.
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Economic security policies in G7 countries
Vrsta publikacije Na kratko

Datum 24-10-2023
Avtor SZCZEPANSKI Marcin

Politično področje Mednarodna trgovina | Zunanje zadeve
Ključna beseda družboslovne vede | ekonomska politika | EVROPSKA UNIJA | geopolitika | gospodarska politika | gospodarska

struktura | GOSPODARSTVO | graditev Evrope | informacijska tehnologija in obdelava podatkov | IZOBRAŽEVANJE
IN KOMUNIKACIJE | konkurenčnost | MEDNARODNE ORGANIZACIJE | organizacija poslovanja | POSLOVANJE IN
KONKURENCA | skupina industrijsko najbolj razvitih držav | strategija EU | svetovne organizacije | svetovno
gospodarstvo | varovanje tajnosti podatkov | ZNANOST

Povzetek In an increasingly challenging geopolitical environment, the notion of economic security is gaining traction. The May
2023 G7 summit produced, for the first time, a dedicated statement on the topic and the EU adopted its first strategy in
June 2023. G7 countries are also expanding the range of measures tackling complex security risks.
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High common level of cybersecurity at the institutions, bodies, offices and agencies of the Union
Vrsta publikacije Briefing

Datum 05-10-2023
Avtor NEGREIRO ACHIAGA Maria Del Mar

Politično področje Varnost in obramba
Ključna beseda delovanje institucij | EVROPSKA UNIJA | informacije in obdelava informacij | informacijska tehnologija in obdelava
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IZOBRAŽEVANJE IN KOMUNIKACIJE | mednarodna varnost | MEDNARODNI ODNOSI | obvladovanje tveganja |
organ EU | POSLOVANJE IN KONKURENCA | poslovodenje | pravo Evropske unije | predlog (EU) | računalniška
kriminaliteta | urad ali agencija EU | varovanje tajnosti podatkov

Povzetek The digital transformation is making the EU institutions and administration more vulnerable to cyber-threats and
incidents. Their number has surged dramatically in recent years: there were as many incidents during the first half of
2021 as in the whole of 2020, for instance. Yet an analysis of 20 Union institutions, bodies and agencies showed that
their governance, preparedness, cybersecurity capability and maturity vary substantially, weakening the system. This
proposal for a regulation would establish a common framework to ensure that similar cybersecurity rules and measures
are applied within all Union institutions, bodies, offices and agencies, to improve their resilience and incident-response
capacities and rapidly improve the existing situation. In the European Parliament, the file was assigned to the
Committee on Industry, Research and Energy (ITRE). The report was adopted unanimously in the ITRE meeting on 9
March 2023. The committee's decision to enter into interinstitutional negotiations was confirmed by the plenary on 15
March 2023. A provisional agreement was reached during the trilogue on 26 June 2023. ITRE confirmed the political
agreement at its meeting on 18 September 2023 and Parliament is expected to adopt the text as agreed during its
plenary session in November 2023. Third edition. The 'EU Legislation in Progress' briefings are updated at key stages
throughout the legislative procedure.
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The US cybersecurity posture under Biden
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Povzetek In view of the rising frequency and sophistication of cyber-attacks hitting United States (US) targets and entailing
widespread disruption of critical infrastructure, significant economic loss, and sensitive content and personal data
leaks, the Biden administration has taken a series of steps to bolster the US cybersecurity posture since early 2021.
Adding to President Biden's 2021 Executive Order on cybersecurity and 2022 Congressional legislation, the 2023 US
National Cybersecurity Strategy lays out a comprehensive vision for a 'defensible, resilient and values-aligned' digital
US ecosystem. In a departure from previous US policy, the strategy seeks to rebalance the responsibility to defend
cyberspace and to realign incentives for long-term cybersecurity investment. Mainly for political reasons, the
implementation plan is more cautious than the strategy. The geopolitical dimension of EU-US cyber cooperation is
growing, due to support for third-country capacity-building.
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Artificial intelligence [What Think Tanks are thinking]
Vrsta publikacije Briefing
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Avtor CESLUK-GRAJEWSKI Marcin

Politično področje Industrija | Raziskovalna politika
Ključna beseda digitalna tehnologija | dokumentacija | ekonomske analize | GOSPODARSTVO | informacije in obdelava informacij |

informacijska tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | kibernetika | naravoslovne in
uporabne vede | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | publikacija | tehnologija in tehnični predpisi |
tehnološka sprememba | umetna inteligenca | varovanje tajnosti podatkov | ZNANOST | študija učinkov

Povzetek The recent launches of artificial intelligence (AI) tools capable of generating direct textual answers to questions,
notably the chatbot ChatGPT, and the development of general-purpose AI technologies, are expected to revolutionise
the application of AI in society and the economy. New AI tools in general offer massive potential for developments in
industry, agriculture, health, education and other areas. However, many scientists and politicians are calling for the
establishment of a legal and ethical framework to avoid potentially detrimental impacts from the use of such
technologies. The EU’s approach to artificial intelligence centres on excellence and trust, aimed at boosting research
and industrial capacity while ensuring safety and fundamental rights. In 2021, the European Commission proposed the
AI Act to regulate this area, but that regulation is still being debated. According to European Parliament
recommendations from May 2022, AI has huge potential to boost capital and labour productivity, innovation, growth
and job creation. However, its development could also pave the way for potential mass surveillance and other
detrimental impacts on fundamental rights and values. This note gathers links to the recent publications and
commentaries from many international think tanks on artificial Intelligence.
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Public hearing with Andrea Enria, Chair of the Single Supervisory Mechanism (SSM) - 21 March 2023
Vrsta publikacije Poglobljena analiza

Datum 16-03-2023
Politično področje Ekonomske in monetarne zadeve

Ključna beseda bančna unija EU | bančni sistem | denarno poslovanje | dolžnosti javnih uslužbencev | Evropska centralna banka |
EVROPSKA UNIJA | FINANCE | informacijska tehnologija in obdelava podatkov | institucije EU in evropska javna
uprava | IZOBRAŽEVANJE IN KOMUNIKACIJE | izvršilna oblast in javna uprava | kodeks ravnanja | kreditne in
finančne institucije | mednarodne zadeve | MEDNARODNI ODNOSI | nadzor bančnega poslovanja | POLITIKA | pravo
Evropske unije | uredba (EU) | varovanje tajnosti podatkov

Povzetek This briefing has been prepared for the public hearing with the Chair of the ECB Supervisory Board, Andrea Enria, in
ECON on 21 March 2023, covering:
•A European perspective on recent US bank failures, in particular Silicon Valley Bank
•SREP results for 2022
•Supervisory Banking Statistics
•EBF-commissioned study on the cost of regulation for EU banks
•EBA 2023 EU-wide stress test scenario
•ECB sanction for failing to report cyber incident within deadline
•Enhanced Code of Conduct for high-level ECB officials
•New MoU with EU national supervisors not part of the Banking Union
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The NIS2 Directive: A high common level of cybersecurity in the EU
Vrsta publikacije Briefing

Datum 08-02-2023
Avtor NEGREIRO ACHIAGA Maria Del Mar

Ključna beseda ekonomske analize | GOSPODARSTVO | informacijska tehnologija in obdelava podatkov | informacijsko vojskovanje |
IZOBRAŽEVANJE IN KOMUNIKACIJE | mednarodna varnost | MEDNARODNI ODNOSI | računalniška kriminaliteta |
varovanje tajnosti podatkov | študija učinkov

Povzetek The Network and Information Security (NIS) Directive is the first piece of EU-wide legislation on cybersecurity, and its
specific aim was to achieve a high common level of cybersecurity across the Member States. While it increased the
Member States' cybersecurity capabilities, its implementation proved difficult, resulting in fragmentation at different
levels across the internal market. To respond to the growing threats posed with digitalisation and the surge in cyber-
attacks, the Commission has submitted a proposal to replace the NIS Directive and thereby strengthen the security
requirements, address the security of supply chains, streamline reporting obligations, and introduce more stringent
supervisory measures and stricter enforcement requirements, including harmonised sanctions across the EU. The
proposed expansion of the scope covered by NIS2, by effectively obliging more entities and sectors to take measures,
would assist in increasing the level of cybersecurity in Europe in the longer term. Within the European Parliament, the
file was assigned to the Committee on Industry, Research and Energy. The committee adopted its report on 28
October 2021, while the Council agreed its position on 3 December 2021. The co-legislators reached a provisional
agreement on the text on 13 May 2022. The political agreement was formally adopted by the Parliament and then the
Council in November 2022. It entered into force on 16 January 2023, and Member States now have 21 months, until
17 October 2024, to transpose its measures into national law. Fourth edition. The 'EU Legislation in Progress' briefings
are updated at key stages throughout the legislative procedure.
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EU secure connectivity programme 2023-2027: Building a multi-orbital satellite constellation
Vrsta publikacije Briefing
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Avtor EVROUX CLEMENT THIERRY
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Povzetek Satellite communication is a strategic asset for governments and civil society alike. Complementary to terrestrial
networks, it can contribute to seamless digital communication, even when such networks are absent or disrupted.
Today, the EU does not have a dedicated infrastructure (including space and ground segments) to offer satellite
communication services to governments, the economy or civil society. Several EU global partners and competitors are
investing in parallel in such capabilities. On 15 February 2022, the European Commission presented a proposal to
improve the resilience of EU communication services by developing and operating a multi-orbital connectivity
infrastructure (with both space and ground segments), based on a public-partnership model. Governmental services
would be operational from 2025, and private services at a later stage. The European Parliament and the Council
reached a provisional agreement on the proposal on 22 November 2022. Parliament must now vote on the draft
legislative act as modified by that agreement before the regulation can become law. Third edition. The 'EU Legislation
in Progress' briefings are updated at key stages throughout the legislative procedure.
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Qualified certificates for website authentication
Vrsta publikacije Na kratko

Datum 11-01-2023
Avtor Niestadt Maria

Politično področje Varstvo potrošnikov
Ključna beseda brskalnik | digitalna tehnologija | elektronski podpis | EVROPSKA UNIJA | graditev Evrope | informacijska tehnologija in

obdelava podatkov | internetni naslov | IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | območje svobode,
varnosti in pravice | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | računalniška kriminaliteta | spletna stran |
tehnologija in tehnični predpisi | TRGOVINA | trženje | varovanje tajnosti podatkov

Povzetek Qualified certificates for website authentication (QWACs) allow users to identify who is behind a website. Aiming to
increase QWAC uptake, the Commission has proposed an obligation for web-browsers to recognise them and make
them more visible. The proposal has prompted fierce debate. While the Council agrees with the Commission and the
Parliament is still debating its position, many stakeholders have raised concerns.

Na kratko EN

20-04-2024 Vir : © Evropska unija, 2024 - EP 4

https://www.europarl.europa.eu/thinktank/sl/document/EPRS_BRI(2021)689333
https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/689333/EPRS_BRI(2021)689333_EN.pdf
https://www.europarl.europa.eu/thinktank/sl/document/EPRS_BRI(2022)729442
https://www.europarl.europa.eu/RegData/etudes/BRIE/2022/729442/EPRS_BRI(2022)729442_EN.pdf
https://www.europarl.europa.eu/thinktank/sl/document/EPRS_ATA(2023)739285
https://www.europarl.europa.eu/RegData/etudes/ATAG/2023/739285/EPRS_ATA(2023)739285_EN.pdf
https://www.europarl.europa.eu/portal/sl/legal-notice


Strengthening cyber resilience
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Ključna beseda digitalna vsebina | EVROPSKA UNIJA | graditev Evrope | informacijska tehnologija in obdelava podatkov |

IZOBRAŽEVANJE IN KOMUNIKACIJE | kibernetika | naravoslovne in uporabne vede | območje svobode, varnosti in
pravice | pravo Evropske unije | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | računalniška kriminaliteta |
tehnologija in tehnični predpisi | uredba (EU) | varovanje tajnosti podatkov | ZNANOST

Povzetek The present impact assessment (IA) accompanies the proposal for horizontal cybersecurity requirements for products
with digital elements. The IA's strong points include a well-substantiated problem definition, an evidence base that
appears to be recent and relevant, and a transparent account of the assumptions and limitations of the analysis.
Furthermore, an effort has been made in the IA to quantify the total costs and benefits for the manufacturers of
products with digital elements. However, the IA's analysis is predominantly economic, with little focus on environmental
or social impacts. In addition to this, the general objectives set in the IA already appear rather prescriptive, leaving only
two options that envisage horizontal requirements as real alternatives. Moreover, the IA has only partially reported on
the stakeholder consultation activities, has not carried out a proper SME panel consultation, and did not explain why
the open public consultation was reduced to 10 weeks.

Briefing EN

Question time: Protecting strategic infrastructure against China's influence
Vrsta publikacije Na kratko

Datum 09-12-2022
Avtor CLAPP SEBASTIAN | GRIEGER Gisela | NEGREIRO ACHIAGA Maria Del Mar | RAGONNAUD Guillaume |

SZCZEPANSKI Marcin
Politično področje Zunanje zadeve

Ključna beseda Azija in Oceanija | dobavna veriga | ekonomska geografija | evropska varnost | FINANCE | financiranje in naložbe |
GEOGRAFIJA | informacijska tehnologija in obdelava podatkov | informacijsko vojskovanje | IZOBRAŽEVANJE IN
KOMUNIKACIJE | Kitajska | mednarodna varnost | MEDNARODNI ODNOSI | obvladovanje tveganja | POLITIKA |
politika in javna varnost | POSLOVANJE IN KONKURENCA | poslovodenje | proizvodnja | PROIZVODNJA,
TEHNOLOGIJA IN RAZISKOVANJE | tuja naložba | varnost kritične infrastrukture | varovanje tajnosti podatkov

Povzetek China's full or partial ownership of a large number of strategic infrastructure assets in the European Union has
significantly increased the EU's exposure to a non-EU country with a track record of weaponising its growing global
economic footprint to achieve political objectives. Moreover, a series of recent cyber-attacks associated with Chinese
hackers have put the EU's critical infrastructure at risk of compromise or espionage. Both developments highlight the
need to protect the EU's strategic infrastructure against physical and digital threats. The European Parliament will use
its oversight powers to question the European Commission on the issue during the December plenary session.
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Policy Departments’ Monthly Highlights - December 2022
Vrsta publikacije Na kratko

Datum 08-12-2022
Politično področje Demokracija EU, institucionalno in parlamentarno pravo | Kultura | Obdavčitev | Območje svobode, varnosti in pravice |

Proračun | Proračunski nadzor | Regionalni razvoj | Varnost in obramba
Ključna beseda digitalna tehnologija | dokumentacija | ekonomske analize | EVROPSKA UNIJA | GOSPODARSTVO | graditev Evrope

| informacijska tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | krizno upravljanje |
POSLOVANJE IN KONKURENCA | poslovodenje | priprava povzetka | programska oprema | PROIZVODNJA,
TEHNOLOGIJA IN RAZISKOVANJE | statistika | strategija EU | tehnologija in tehnični predpisi | varovanje tajnosti
podatkov | večpredstavnost

Povzetek The Monthly Highlights publication provides an overview, at a glance, of the on-going work of the policy departments,
including a selection of the latest and forthcoming publications, and a list of future events.

Na kratko EN

What if quantum technologies were to revolutionise healthcare?
Vrsta publikacije Na kratko

Datum 08-12-2022
Avtor MAHIEU VIRGINIA NOELLE

Politično področje Javno zdravje
Ključna beseda DRUŽBENA IN SOCIALNA VPRAŠANJA | e-zdravje | informacije in obdelava informacij | informacijska tehnologija in

obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | javno zdravje | komunikacije | kvantna tehnologija |
varovanje tajnosti podatkov | varstvo podatkov | zdravstvena tehnologija | zdravstveno varstvo | zdravstvo

Povzetek Quantum technologies could be a game-changer in the digital transformation of health care. By enabling much faster
and more complex data analysis, they could open the door to the accelerated discovery and development of novel
therapeutics, improved diagnostics and treatments, including for rare and complex diseases, genuinely personalised
medicine, and better data-driven health policy planning. However, as is also the case in other sectors, quantum
technologies come with risks, particularly to cybersecurity and data privacy, as well as economics, trade, and global
competition. The EU legislators need to prepare the health technology assessment process for the possible changes
that this developing technology could entail.

Na kratko EN
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The use of Pegasus and equivalent surveillance spyware - The existing legal framework in EU Member
States for the acquisition and use of Pegasus and equivalent surveillance spyware

Vrsta publikacije Študija
Datum 05-12-2022

Zunanji avtor LIGER Quentin, GUTHEILMirja
Politično področje Demokracija EU, institucionalno in parlamentarno pravo | Območje svobode, varnosti in pravice | Pravo EU: pravni

sistem in akti
Ključna beseda informacije in obdelava informacij | informacijska tehnologija | informacijska tehnologija in obdelava podatkov |

IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | MEDNARODNI ODNOSI | obramba | pravice in svoboščine |
PRAVO | programska oprema | varovanje tajnosti podatkov | varstvo podatkov | varstvo zasebnosti | vohunjenje

Povzetek This study, commissioned by the European Parliament’s Policy Department for Citizens’ Rights and Constitutional
Affairs at the request of the Committee of Inquiry to investigate the use of Pegasus and equivalent surveillance
spyware (PEGA), provides a description of the legal framework (including oversight and redress mechanisms)
governing the use of Pegasus and equivalent spyware in a selection of Member States.

Študija EN

Skrajšana različica DE, EL, EN, ES, FR, HU, IT, PL

Resilience of critical entities
Vrsta publikacije Na kratko

Datum 16-11-2022
Avtor VORONOVA Sofija

Politično področje Območje svobode, varnosti in pravice
Ključna beseda EVROPSKA UNIJA | evropska varnost | graditev Evrope | informacijska tehnologija in obdelava podatkov |

IZOBRAŽEVANJE IN KOMUNIKACIJE | mednarodna varnost | MEDNARODNI ODNOSI | obvladovanje tveganja |
POLITIKA | politika in javna varnost | POSLOVANJE IN KONKURENCA | poslovodenje | pravo Evropske unije |
predlog (EU) | računalniška kriminaliteta | strategija EU | varnost kritične infrastrukture | varovanje tajnosti podatkov

Povzetek Protecting critical infrastructure against physical and digital threats is more than ever high on the EU agenda, not least
in the light of the recent Nord Stream gas pipelines sabotage. During the November II plenary session, the European
Parliament is due to vote on a provisional agreement on rules to enhance critical entities' resilience.

Na kratko DE, EN, ES, FR, IT, PL

Plenary round-up – November I 2022
Vrsta publikacije Na kratko

Datum 11-11-2022
Avtor FERGUSON CLARE | SOCHACKA KATARZYNA

Politično področje Demokracija EU, institucionalno in parlamentarno pravo
Ključna beseda delo parlamenta | digitalna tehnologija | ekonomska geografija | ENERGETIKA | energetska politika | Evropa |

FINANCE | finančna politika | GEOGRAFIJA | gospodarska politika | gospodarske razmere | GOSPODARSTVO |
Hrvaška | informacijska tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | mednarodno pravo
| okrevanje gospodarstva | organizacija poslovanja | POLITIKA | politična geografija | POSLOVANJE IN
KONKURENCA | PRAVO | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | prost pretok kapitala | samooskrba
z energijo | Schengenski sporazum | socialna odgovornost gospodarskih družb | tehnologija in tehnični predpisi |
trajnostni razvoj | varovanje tajnosti podatkov | zasedanje parlamenta

Povzetek The highlight of the November I 2022 plenary session was the debate on the conclusions of the European Council
meeting of 20 21 October 2022, during which European Union leaders discussed the latest developments in Russia's
military campaign against Ukraine, Europe's energy crisis, and external relations – with China in particular. Members
also debated Commission statements on the outcome of the modernisation of the Energy Charter, the EU response to
the increasing crack-down on protests in Iran, and on the recent communication on ensuring the availability and
affordability of fertilisers. Parliament adopted several legislative proposals, including on digital finance, cybersecurity
and distortive foreign subsidies.

Na kratko EN
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Democracy in America 2022: Current challenges to US democracy and first lessons for Europe
Vrsta publikacije Briefing

Datum 08-11-2022
Avtor BENTZEN Naja

Politično področje Demokracija | Zunanje zadeve
Ključna beseda Amerika | demokracija | dezinformacija | ekonomska geografija | GEOGRAFIJA | informacijska tehnologija in obdelava

podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | mednarodna varnost | MEDNARODNI ODNOSI |
POLITIKA | politika in javna varnost | politična geografija | politični okvir | politično nasilje | ponareditev volilnih
rezultatov | pravna država | predsedniške volitve | varovanje tajnosti podatkov | vmešavanje | volilni postopek in
glasovanje | Združene države

Povzetek Ever since Alexis de Tocqueville's exploration of democracy in America during his travels in 1831 1832, Europe has
followed the evolution of US democratic trends. Today, almost 200 years later, challenges to democracy in the USA
offer important lessons for democracies across the world, including in Europe. The 2022 mid-term elections are widely
seen as an inflection point at a time when the pressure on democracy worldwide is under mounting pressure.
Simultaneously, geostrategic and systemic tension between democracy and authoritarianism has been further
exacerbated by Russia's unprovoked war on Ukraine's territory, identity and young democracy. Challenges to
democracy in America – which are expected to increase ahead of the November 2024 presidential election, the same
year as the next European Parliament elections will be held – are interlinked with the ongoing pressure on the global
information sphere. At the same time, developments in recent years have confirmed that the lines between domestic
and foreign attempts to undermine democracy – including, but not exclusively through information manipulation – are
increasingly blurred, and connections between foreign interference and domestic terrorism are under growing scrutiny.
Ahead of the second Summit for Democracy, any real or perceived weaknesses in democratic systems, as well as any
real or perceived transatlantic rifts risk benefiting authoritarian state actors. Potential repercussions of the challenges
to US democracy will inevitably affect Europe and the rest of the world directly at a time of polycrisis.

Briefing EN

Digital operational resilience act (DORA)
Vrsta publikacije Na kratko

Datum 07-11-2022
Avtor HALLAK ISSAM

Politično področje Ekonomske in monetarne zadeve
Ključna beseda digitalizacija | dokumentacija | enotni digitalni trg | EVROPSKA UNIJA | FINANCE | finančna tehnologija | finančne

storitve | graditev Evrope | informacijska tehnologija | informacijska tehnologija in obdelava podatkov |
IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | kreditne in finančne institucije | obvladovanje tveganja |
POSLOVANJE IN KONKURENCA | poslovodenje | pravo Evropske unije | predlog (EU) | PROIZVODNJA,
TEHNOLOGIJA IN RAZISKOVANJE | tehnologija in tehnični predpisi | varovanje tajnosti podatkov

Povzetek The Single Rulebook – encompassing all EU legislation governing financial institutions – barely touches on operational
risks relating to information and communications technologies (ICT). In September 2020, the Commission tabled a
proposal for a regulation on the digital operational resilience of the financial sector (DORA), to introduce and
harmonise key digital operational requirements across the EU, so as to make ICT operations resilient in the face of
severe operational disruption and cyber-attacks.

Na kratko DE, EN, ES, FR, IT, PL

A high common level of cybersecurity – NIS2
Vrsta publikacije Na kratko

Datum 07-11-2022
Avtor NEGREIRO ACHIAGA Maria Del Mar

Politično področje Območje svobode, varnosti in pravice
Ključna beseda EVROPSKA UNIJA | evropska varnost | informacije in obdelava informacij | informacijska tehnologija in obdelava

podatkov | informacijsko vojskovanje | IZOBRAŽEVANJE IN KOMUNIKACIJE | mednarodna varnost | MEDNARODNI
ODNOSI | opravljanje storitev | POLITIKA | politika in javna varnost | pravo Evropske unije | predlog (EU) |
računalniška kriminaliteta | TRGOVINA | trženje | varnost kritične infrastrukture | varovanje tajnosti podatkov | varstvo
podatkov

Povzetek Cyber-attacks and cybercrime continue to rise worldwide. The EU is planning to increase its cyber-resilience by
updating the Network and Information Security (NIS) Directive. The expansion of the scope to be covered by the
proposed NIS2 directive, obliging more entities and sectors to take consistent measures, would help increase the level
of cybersecurity in Europe in the longer term. The European Parliament is due to vote in plenary in November on the
agreement reached in interinstitutional negotiations.

Na kratko DE, EN, ES, FR, IT, PL
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Banking and financial markets – Some topical issues
Vrsta publikacije Briefing

Datum 20-10-2022
Avtor GRIGAITE KRISTINA | MAGNUS Marcel | PACHECO DIAS CRISTINA SOFIA | SPITZER Kai Gereon

Politično področje Ekonomske in monetarne zadeve
Ključna beseda bančništvo | ekonomska geografija | ENERGETIKA | energetska politika | Evropa | FINANCE | finančna stabilnost |

finančno tveganje | G-20 | GEOGRAFIJA | informacijska tehnologija in obdelava podatkov | informacijsko vojskovanje |
IZOBRAŽEVANJE IN KOMUNIKACIJE | izvedeni finančni instrument | kreditne in finančne institucije | kreditno
zavarovanje | mednarodna varnost | MEDNARODNE ORGANIZACIJE | MEDNARODNI ODNOSI | pokojninski sklad |
politična geografija | proizvodnja energije | prost pretok kapitala | svetovne organizacije | trg blaga | TRGOVINA |
trgovinska politika | varovanje tajnosti podatkov | zavarovanje | Združeno kraljestvo

Povzetek This papers reflects on recent turmoil created by derivatives used by energy companies and by UK pension funds,
assessing some recent work of the European Supervisory Authorities, reports on EIOPA’s review of Credit Protection
Insurance that unveiled poor underwriting and sales practices, as well as poor value for money from a consumer
perspective, and contains a section on cyber risk, subject to increased warnings by supervisory authorities.

Briefing EN

Computerised system for communication in cross-border judicial proceedings (e-CODEX)
Vrsta publikacije Briefing

Datum 20-09-2022
Avtor MAŃKO Rafał

Politično področje Demokracija EU, institucionalno in parlamentarno pravo
Ključna beseda civilna tožba | dokumentacija | elektronsko upravljanje podatkov | Evropska agencija za operativno upravljanje

obsežnih informacijskih sistemov s področja svobode, varnosti in pravice | EVROPSKA UNIJA | graditev Evrope |
informacije in obdelava informacij | informacijska tehnologija in obdelava podatkov | informacijski sistem | institucije EU
in evropska javna uprava | izmenjava informacij | IZOBRAŽEVANJE IN KOMUNIKACIJE | kazenska tožba |
MEDNARODNI ODNOSI | politika sodelovanja | poročilo | PRAVO | pravo Evropske unije | pravosodno sodelovanje v
civilnih zadevah (EU) | pravosodno sodelovanje v kazenskih zadevah (EU) | predlog (EU) | sodstvo | varovanje tajnosti
podatkov | čezmejno sodelovanje

Povzetek The e-CODEX system is the technological backbone of the digitalisation of EU judicial cooperation in both civil and
criminal matters. It comprises a package of software products that allow for secure digital communication between
courts, and between citizens and the courts, in particular enabling the secure exchange of judicial documents. The
project, launched in 2010 with EU funding, has until now been managed by a consortium of Member States and other
organisations, and coordinated by the Ministry of Justice of the German Land of North Rhine-Westphalia. However, it
has so far lacked an explicit legal basis in EU law. To remedy this situation, in 2020 the Commission put forward a
proposal for a regulation laying down the legal framework for e-CODEX and entrusting its management to eu-LISA (the
EU Agency for the Operational Management of Large-Scale IT Systems in the Area of Freedom, Security and Justice)
seated in Tallinn, Estonia. The final text of the regulation, agreed by the co-legislators in April 2022, introduces new
provisions safeguarding the rule of law, in particular judicial independence and separation of powers, and fundamental
rights, in particular the right to a fair trial, the right to data protection, and the right to privacy. Second edition. The 'EU
Legislation in Progress' briefings are updated at key stages throughout the legislative procedure.

Briefing EN

Tracking the EU Commissioners’ commitments - Von der Leyen Commission, 2019 - 2024: Josep Borrell
Fontelles

Vrsta publikacije Briefing
Datum 20-09-2022

Ključna beseda enakost spolov | EVROPSKA UNIJA | Evropski parlament | graditev Evrope | informacijska tehnologija in obdelava
podatkov | institucije EU in evropska javna uprava | IZOBRAŽEVANJE IN KOMUNIKACIJE | kvalificirana večina |
medinstitucionalno sodelovanje (EU) | mednarodna varnost | MEDNARODNI ODNOSI | omejevalni ukrep EU |
POLITIKA | pravice in svoboščine | PRAVO | rusko-ukrajinsko vprašanje | varovanje tajnosti podatkov | visoki
predstavnik Unije za zunanje zadeve in varnostno politiko | volilni postopek in glasovanje | človekove pravice

Povzetek This briefing follows up the commitments made by the High Representative / Vice President since 2019.
Briefing EN

Tracking the EU Commissioners’ commitments - Von der Leyen Commission, 2019 - 2024: Thierry Breton
Vrsta publikacije Briefing

Datum 20-09-2022
Ključna beseda enotni trg | EVROPSKA UNIJA | evropski komisar | finance EU | gospodarska politika | GOSPODARSTVO | graditev

Evrope | INDUSTRIJA | informacije in obdelava informacij | informacijska tehnologija in obdelava podatkov | institucije
EU in evropska javna uprava | IZOBRAŽEVANJE IN KOMUNIKACIJE | klasifikacija podjetij | krožno gospodarstvo |
mala in srednje velika podjetja | POSLOVANJE IN KONKURENCA | sklad (EU) | strojegradnja | umetna inteligenca |
varovanje tajnosti podatkov | vesoljska industrija

Povzetek This briefing follows up the commitments made by the commissioner since 2019.
Briefing EN
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Outcome of the Madrid NATO Summit, June 2022
Vrsta publikacije Na kratko

Datum 14-07-2022
Avtor CLAPP SEBASTIAN

Politično področje Varnost in obramba
Ključna beseda ekonomska geografija | Evropa | EVROPSKA UNIJA | evropska varnost | GEOGRAFIJA | graditev Evrope |

informacijska tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | krizno upravljanje |
mednarodna varnost | MEDNARODNE ORGANIZACIJE | mednarodne zadeve | MEDNARODNI ODNOSI | NATO |
politika sodelovanja | politična geografija | POSLOVANJE IN KONKURENCA | poslovodenje | Rusija | rusko-ukrajinsko
vprašanje | sodelovanje EU-NATO | srečanje na vrhu | svetovne organizacije | Ukrajina | varovanje tajnosti podatkov |
vojaško sodelovanje

Povzetek On 28-30 June 2022, NATO leaders met in Madrid and adopted a new strategic concept, rewriting their assessment of
the threat environment in the light of Russia's war on Ukraine. NATO also overhauled its defence and deterrence
posture, and officially invited Finland and Sweden to join the Alliance.

Na kratko EN

Establishing the Union secure connectivity programme for the period 2023-2027
Vrsta publikacije Briefing

Datum 06-07-2022
Avtor VETTORAZZI STEFANO

Politično področje Raziskovalna politika
Ključna beseda ekonomske analize | EVROPSKA UNIJA | evropska varnost | GOSPODARSTVO | graditev Evrope | informacijska

tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | mednarodna varnost |
MEDNARODNI ODNOSI | mednarodno pravo | opravljanje storitev | POLITIKA | politika in javna varnost | PRAVO |
pravo Evropske unije | predlog (EU) | program EU | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | PROMET |
raziskave in intelektualna lastnina | satelitske komunikacije | TRGOVINA | trženje | uporaba vesolja | varnost kritične
infrastrukture | varovanje tajnosti podatkov | vesoljska politika | vesoljska tehnologija | zračni in vesoljski promet |
študija učinkov

Povzetek This briefing provides an initial analysis of the strengths and weaknesses of the European Commission's impact
assessment (IA) accompanying the above-mentioned proposal, adopted on 15 February 2022 and referred to the
European Parliament's Committee on Industry, Research and Energy (ITRE). The proposal, which is included in the
2022 Commission work programme (see Annex I – New initiatives) and in the EU Legislative Priorities for 2022 (see
the Commission's working document), seeks to establish a Union secure satellite communication system. This system
would ensure highly secured connectivity and communication to the Union and Member States' governmental entities,
also with a view to making sure that the EU remains connected in case of cyber-attacks, or in case of natural disasters
leading to the breakdown of terrestrial communication networks (IA, pp. 10-11). In addition, the system would allow for
connecting key infrastructure better, supporting crisis management, surveillance and potential mass-market broadband
applications, and ensuring the provision of high-speed, flexible and resilient satellite communication services. The
proposed regulation sets out the objectives of the programme, the rules governing the envisaged activities and its
implementation, its infrastructure and services, the participants, the EU budget for the 2023-2027 period, the forms of
Union funding and the rules for providing such funding.

Briefing EN

Europe's PegasusGate: Countering spyware abuse
Vrsta publikacije Študija

Datum 06-07-2022
Avtor MILDEBRATH Hendrik Alexander

Politično področje Območje svobode, varnosti in pravice
Ključna beseda EVROPSKA UNIJA | graditev Evrope | informacije in obdelava informacij | informacijska tehnologija in obdelava

podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | kibernetika | komunikacije | mediji | MEDNARODNI ODNOSI |
naravoslovne in uporabne vede | območje svobode, varnosti in pravice | obramba | pravice in svoboščine | PRAVO |
varovanje tajnosti podatkov | varstvo podatkov | vohunjenje | zaščita komunikacij | ZNANOST

Povzetek As civil society and media organisations expose EU Member States for using the Pegasus commercial spyware, one of
the most high-profile spying scandals of recent years is coming to light in Europe. Member States' intelligence
agencies have been accused of abusing highly sophisticated spyware to surveil opposition figures, journalists, lawyers,
and high-ranking state officials. 'Having regard to the European Union's attachment to the values and principles of
liberty, democracy and respect for human rights and fundamental freedoms and of the rule of law', the European
Parliament has set up a committee of inquiry. This study (i) introduces the Pegasus product's features and trading
practices, (ii) surveys Pegasus operations and reactions, (iii) identifies transversal and country-specific legal concerns,
and (iv) sketches possible ways forward in the public and private sectors.
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Metaverse: Opportunities, risks and policy implications
Vrsta publikacije Briefing

Datum 24-06-2022
Avtor CAR POLONA | MADIEGA Tambiama André | Niestadt Maria

Politično področje Raziskovalna politika
Ključna beseda denarno poslovanje | digitalna tehnologija | FINANCE | informacije in obdelava informacij | informacijska tehnologija in

obdelava podatkov | intelektualna lastnina | internet stvari | IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije |
konkurenca | nadzor nad združevanjem (podjetij) | nova tehnologija | POSLOVANJE IN KONKURENCA |
PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | protitrustovska zakonodaja | raziskave in intelektualna lastnina
| tehnologija in tehnični predpisi | varovanje tajnosti podatkov | varstvo podatkov | virtualna resničnost | virtualna valuta

Povzetek One of the most talked about concepts in modern technology, the metaverse can be described as an immersive and
constant virtual 3D world where people interact by means of an avatar to carry out a wide range of activities. Such
activities can range from leisure and gaming to professional and commercial interactions, financial transactions or even
health interventions such as surgery. While the exact scope and impact of the metaverse on society and on the
economy is still unknown, it can already be seen that the metaverse will open up a range of opportunities but also a
number of risks in a variety of policy areas. Major tech companies are scaling up their metaverse activities, including
through mergers and acquisitions. This has given impetus to a debate on how merger regulations and antitrust law
should apply. Business in the metaverse is expected to be underpinned largely by cryptocurrencies and non-fungible
tokens, raising issues of ownership, misuse, interoperability and portability. Furthermore, the huge volume of data used
in the metaverse raises a number of data protection and cybersecurity issues (e.g. how to collect user consent or
protect avatars against identity theft). There is considerable scope for a wide range of illegal and harmful behaviours
and practices in the metaverse environment. This makes it essential to consider how to attribute responsibility, inter
alia, for fighting illegal and harmful practices and misleading advertising practices, and for protecting intellectual
property rights. Moreover, digital immersion in the metaverse can have severe negative impacts on health, especially
for vulnerable groups, such as minors, who may require special protection. Finally, the accessibility and inclusiveness
of the metaverse remain areas where progress has still to be made in order to create an environment of equal
opportunities.

Briefing EN

Russia's war on Ukraine: Timeline of cyber-attacks
Vrsta publikacije Briefing

Datum 21-06-2022
Avtor PRZETACZNIK Jakub

Politično področje Zunanje zadeve
Ključna beseda ekonomska geografija | Evropa | EVROPSKA UNIJA | GEOGRAFIJA | graditev Evrope | informacije in obdelava

informacij | informacijska tehnologija in obdelava podatkov | informacijsko omrežje | informacijsko vojskovanje |
IZOBRAŽEVANJE IN KOMUNIKACIJE | mednarodna varnost | MEDNARODNI ODNOSI | omejevalni ukrep EU |
POLITIKA | politika in javna varnost | politična geografija | računalniška kriminaliteta | Rusija | skupna varnostna in
obrambna politika | Ukrajina | varnost kritične infrastrukture | varovanje tajnosti podatkov

Povzetek Russia launched its war on Ukraine on 24 February 2022, but Russian cyber-attacks against Ukraine have persisted
ever since Russia's illegal annexation of Crimea in 2014, intensifying just before the 2022 invasion. Over this period,
Ukraine's public, energy, media, financial, business and non-profit sectors have suffered the most. Since 24 February,
limited Russian cyber-attacks have undermined the distribution of medicines, food and relief supplies. Their impact has
ranged from preventing access to basic services to data theft and disinformation, including through deep fake
technology. Other malicious cyber-activity involves sending of phishing emails, distributed denial-of-service attacks,
and use of data-wiper malware, backdoors, surveillance software and information stealers. Organisations and
governments around the world have not been indifferent to the hybrid risks thus posed. EU-, US- and NATO-led
initiatives have been carried out with the aim of neutralising cyber-threats and protecting essential infrastructure. As
part of these initiatives, the EU has activated its Cyber Rapid Response Teams (a project under Permanent Structured
Cooperation (PESCO) in the area of security and defence policy), to support Ukraine's cyber-defence. Non-
government and private players have supported Ukraine through various cyber-resilience activities. Since the
beginning of the invasion, a significant number of counter-attacks have been launched by independent hackers,
affecting the Russian state, security, banking and media systems. The European Parliament has called for stepping up
cybersecurity assistance to Ukraine and for making full use of the EU's cyber-sanctions regimes against individuals,
entities and bodies responsible for or involved in the various cyber-attacks targeting Ukraine.

Briefing EN, XL

20-04-2024 Vir : © Evropska unija, 2024 - EP 10

https://www.europarl.europa.eu/thinktank/sl/document/EPRS_BRI(2022)733557
http://www.europarl.europa.eu/RegData/etudes/BRIE/2022/733557/EPRS_BRI(2022)733557_EN.pdf
https://www.europarl.europa.eu/thinktank/sl/document/EPRS_BRI(2022)733549
http://www.europarl.europa.eu/RegData/etudes/BRIE/2022/733549/EPRS_BRI(2022)733549_EN.pdf
http://www.europarl.europa.eu/RegData/etudes/BRIE/2022/733549/EPRS_BRI(2022)733549_XL.pdf
https://www.europarl.europa.eu/portal/sl/legal-notice


European declaration on digital rights and principles
Vrsta publikacije Briefing

Datum 07-06-2022
Avtor CAR POLONA

Politično področje Pravo EU: pravni sistem in akti
Ključna beseda digitalna preobrazba | EVROPSKA UNIJA | informacije in obdelava informacij | informacijska tehnologija in obdelava

podatkov | internet | IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | potrošnja | pravice in svoboščine | PRAVO
| pravo Evropske unije | predlog (EU) | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | tehnologija in tehnični
predpisi | temeljne pravice | TRGOVINA | varovanje tajnosti podatkov | varstvo podatkov | varstvo potrošnikov

Povzetek Digital transformation concerns us all, in every aspect of our lives, from learning, working, communicating, doing
business, to interacting with administrations, shopping and enjoying culture. The online environment has become very
often our first and sometimes our only space for interaction. To steer this process so that no one is left behind, the
European Commission tabled a draft declaration on digital rights and principles for a human-centred digital
transformation. The declaration would serve as an overarching reference framework for the digital transformation,
based on the principle that European Union rights and freedoms, as well as European values, should be respected
online in exactly the same way as they are offline. The declaration is built around six themes: 1. people at the centre of
digital transformation; 2. solidarity and inclusion; 3. freedom of choice; 4. participation; 5. safety and security; and 6.
sustainability), and derives from primary and secondary EU law and EU case law. It does not confer new rights, as
fundamental rights already apply online, nor does it replace existing proposals, but rather complements them instead.
As such, it is not legally binding; it has primarily an advocacy role aimed at raising public awareness as well as
promoting digital rights worldwide. The three EU institutions, Commission, Council and Parliament, must now agree on
a common text and sign it in the form of a solemn declaration.

Briefing EN

Pegasus and surveillance spyware
Vrsta publikacije Poglobljena analiza

Datum 06-05-2022
Avtor MARZOCCHI Ottavio | MAZZINI MARTINA

Politično področje Demokracija EU, institucionalno in parlamentarno pravo | Območje svobode, varnosti in pravice
Ključna beseda informacijska tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | kibernetika | komunikacije |

naravoslovne in uporabne vede | obdelava podatkov | prenos podatkov | programska oprema | računalniško piratstvo |
varovanje tajnosti podatkov | ZNANOST

Povzetek This In-Depth Analysis, drafted by the European Parliament’s Policy Department for Citizens’ Rights and Constitutional
Affairs for the Committee of Inquiry to investigate the use of Pegasus and equivalent surveillance spyware, looks into
the confirmed or suspected use of the Pegasus spyware and other similar cyber-surveillance instruments in the EU
and its Member States or targeting EU citizens or residents, EU reactions and previous activities on issues related to
surveillance.

Poglobljena analiza EN

Organised crime in Europe: Emerging trends and policy challenges
Vrsta publikacije Na kratko

Datum 25-03-2022
Avtor NOONAN EAMONN

Politično področje Območje svobode, varnosti in pravice
Ključna beseda boj proti kriminalu | DRUŽBENA IN SOCIALNA VPRAŠANJA | družbene in socialne zadeve | Europol | EVROPSKA

UNIJA | graditev Evrope | informacijska tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE |
kazensko pravo | korupcija | MEDNARODNI ODNOSI | organizirani kriminal | policijsko sodelovanje | politika
sodelovanja | PRAVO | računalniška kriminaliteta | strategija EU | varovanje tajnosti podatkov | čezmejno sodelovanje

Povzetek Serious and organised crime inflict huge costs on both the EU economy and society. Organised crime is an
increasingly dynamic and complex phenomenon, as it has become more interconnected, transnational and digital. The
Covid-19 pandemic has led to an increase in cybercrime, fraud and counterfeiting. Police and judicial actions and the
effective implementation of existing EU instruments are critical in tackling this challenge. New strategies to disrupt the
business models and structures of criminal organisations will also benefit from an integrated approach, recognising the
socio-economic, technological and geopolitical dimensions of the problem.
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What if machines made fairer decisions than humans?
Vrsta publikacije Na kratko

Datum 23-03-2022
Avtor GARCIA HIGUERA ANDRES

Politično področje Demokracija | Industrija | Raziskovalna politika | Varstvo potrošnikov | Človekove pravice
Ključna beseda avtomatizacija pisarniškega poslovanja | družboslovne vede | etika | informacije in obdelava informacij | informacijska

tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | nova tehnologija | odločanje |
POSLOVANJE IN KONKURENCA | poslovodenje | pravice in svoboščine | PRAVO | PROIZVODNJA, TEHNOLOGIJA
IN RAZISKOVANJE | strojno učenje | tehnični standard | tehnologija in tehnični predpisi | varovanje tajnosti podatkov |
varstvo podatkov | varstvo zasebnosti | ZNANOST

Povzetek Automated decision-making by systems that use machine learning to dynamically improve performance are still seen
as lacking the 'human perspective' and flexibility to adapt to the particular nuances of specific cases. But perhaps, as
they lack the 'cunning' to hide their biases, automated systems actually make fairer decisions than do humans, when
these decisions are based on data that have been properly curated.

Na kratko EN

Multimedijske vsebine What if machines made fairer decisions than humans?

Privacy and security aspects of 5G technology
Vrsta publikacije Študija

Datum 17-03-2022
Zunanji avtor DG, EPRS

Politično področje Javno zdravje | Okolje | Varstvo potrošnikov
Ključna beseda 5G | dokumentacija | družboslovne vede | ekonomske analize | etika | GOSPODARSTVO | informacije in obdelava

informacij | informacijska tehnologija in obdelava podatkov | inovacija | IZOBRAŽEVANJE IN KOMUNIKACIJE |
komunikacije | nova tehnologija | osebni podatki | pravice in svoboščine | PRAVO | PROIZVODNJA, TEHNOLOGIJA
IN RAZISKOVANJE | raziskave in intelektualna lastnina | tehnologija in tehnični predpisi | varovanje tajnosti podatkov |
varstvo podatkov | varstvo zasebnosti | ZNANOST | študija primera | študija učinkov

Povzetek This study describes two main dimensions of 5G technology, i.e. privacy and security. This research paper focuses on
the analysis of cybersecurity risks and threats, privacy challenges and 5G technology opportunities at EU level and
worldwide, as well as the relationship between cybersecurity risks and privacy issues. The methodological framework
for this assessment of the impact of 5G technology is built on three pillars: (i) a document-based analysis; (ii) a parallel
analysis with stakeholder involvement; and (iii) a selection of relevant case studies. The complexity of the 5G
ecosystem, where new use cases are constantly emerging, also led the authors to assess the prospects of using new
5G-enabled technologies, such as the internet-of-things, robotics and AI. Moreover, policy options are defined and put
forward for consideration by the European Parliament's Committees on Legal Affairs, Internal Market and Consumer
Protection, Civil Liberties, Justice and Home Affairs, and the Subcommittee on Security and Defence, as well as by
other EU institutions and the Member States.

Študija EN, FR

Priloga 1 EN

Russia's war on Ukraine: The digital dimension
Vrsta publikacije Na kratko

Datum 16-03-2022
Avtor MADIEGA Tambiama André

Politično področje Zunanje zadeve
Ključna beseda dezinformacija | digitalna preobrazba | ekonomska geografija | Evropa | GEOGRAFIJA | gospodarska politika |

GOSPODARSTVO | informacije in obdelava informacij | informacijska tehnologija in obdelava podatkov | informacijsko
omrežje | informacijsko vojskovanje | IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | mednarodna varnost |
MEDNARODNE ORGANIZACIJE | MEDNARODNI ODNOSI | NATO | politična geografija | pomoč EU |
PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | Rusija | svetovne organizacije | tehnologija in tehnični predpisi
| Ukrajina | varovanje tajnosti podatkov | vojaški poseg

Povzetek While Russia deploys cyber warfare and disinformation strategies in its war on Ukraine, social platforms, and
telecommunication, media and internet operators are playing an important role in relaying information on the war and
shaping public opinion. The EU has taken a number of immediate, practical, measures to support Ukraine, and is
contemplating further action to build the resilience of its communications infrastructures, strengthen cybersecurity and
counter disinformation.
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Foreign interference in EU democratic processes
Vrsta publikacije Na kratko

Datum 02-03-2022
Avtor RUSSELL Martin

Politično področje Zunanje zadeve
Ključna beseda demokracija | dezinformacija | država članica EU | ekonomska geografija | Evropa | evropske volitve | financiranje

strank | GEOGRAFIJA | informacije in obdelava informacij | informacijska tehnologija in obdelava podatkov |
IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | mednarodna varnost | MEDNARODNI ODNOSI | POLITIKA |
politična geografija | politična stranka | politični okvir | predsedniške volitve | računalniška pismenost | Rusija |
varovanje tajnosti podatkov | vmešavanje | volilni postopek in glasovanje

Povzetek The European Parliament is expected to vote in March on a report on external attempts to influence elections and
other democratic processes in EU countries. The report, prepared by the Special Committee on Foreign Interference
(INGE), summarises the EU's main vulnerabilities and recommends steps to address them.

Na kratko DE, EN, ES, FR, IT, PL

Implementation of the common foreign and security policy (CFSP)
Vrsta publikacije Na kratko

Datum 10-02-2022
Avtor LAZAROU Eleni

Politično področje Zunanje zadeve
Ključna beseda Amerika | demokracija | dokumentacija | ekonomska geografija | EVROPSKA UNIJA | GEOGRAFIJA | graditev Evrope

| informacijska tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | mednarodna varnost |
mednarodna varnost | mednarodne zadeve | MEDNARODNI ODNOSI | mednarodno sodelovanje | POLITIKA | politika
sodelovanja | politična geografija | politični okvir | poročilo o dejavnosti | pravice in svoboščine | PRAVO | skupna
zunanja in varnostna politika | varovanje tajnosti podatkov | Združene države | čezatlantski odnosi | človekove pravice

Povzetek The EU's common foreign and security policy (CFSP) is the basis for the Union's external action, including the
promotion of EU values internationally. The 2021 annual report of the Committee for Foreign Affairs on the
implementation of the CFSP names five areas that play a central role in the EU's external action: strengthening
multilateral partnerships; improving decision-making and making use of the EU's soft and hard powers alike;
interlinking the EU's external and internal actions; developing regional strategies; and fostering the parliamentary
dimension of CFSP. Parliament will vote on the report during its February 2022 plenary session.

Na kratko DE, EN, ES, FR, IT, PL

Combating gender-based cyber-violence
Vrsta publikacije Na kratko

Datum 08-12-2021
Avtor SHREEVES Rosamund

Politično področje Vprašanje spola, enakost in različnost
Ključna beseda boj proti kriminalu | DRUŽBENA IN SOCIALNA VPRAŠANJA | družbene in socialne zadeve | enakost spolov |

EVROPSKA UNIJA | informacijska tehnologija in obdelava podatkov | internet | IZOBRAŽEVANJE IN KOMUNIKACIJE
| kazensko pravo | komunikacije | pravice in svoboščine | PRAVO | pravo Evropske unije | predlog (EU) | računalniška
kriminaliteta | spolna diskriminacija | spolno nasilje | varovanje tajnosti podatkov

Povzetek As the world moves online, forms of violence that already affect women and girls disproportionately are following suit,
and digital technologies are enabling them to take on new guises. The EU does not have a legislative framework to
address this gender-based violence, despite its harmful impacts on individuals, society and democracy. A legislative-
initiative report calling for EU legislation to fight gender-based cyber-violence, and provide its victims across the Union
with equal protection is expected to be put to the vote during Parliament's December 2021 plenary session.
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Plenary round-up – October I 2021
Vrsta publikacije Na kratko

Datum 08-10-2021
Avtor FERGUSON CLARE | SOCHACKA KATARZYNA

Politično področje Demokracija EU, institucionalno in parlamentarno pravo
Ključna beseda Agencija Evropske unije za azil | Amerika | Arktika | cena energije | cene | davčno kaznivo dejanje | delo parlamenta |

ekonomska geografija | ENERGETIKA | energetska politika | EVROPSKA UNIJA | Evropski parlament | FINANCE |
GEOGRAFIJA | graditev Evrope | informacijska tehnologija in obdelava podatkov | institucije EU in evropska javna
uprava | IZOBRAŽEVANJE IN KOMUNIKACIJE | kazensko pravo | naravno okolje | odnosi EU | OKOLJE | POLITIKA |
politična geografija | PRAVO | varovanje tajnosti podatkov | zasedanje parlamenta | Združene države | zvišanje cen

Povzetek During the first plenary session of October 2021 in Strasbourg, Parliament held a number of debates, in particular on
the proposed EU Health Emergency Preparedness and Response Authority, which should ensure a coordinated EU
approach for future health crises. Debate also took place on possible European solutions to the rise in energy prices
for businesses and consumers and the role of energy efficiency and renewable energy, highlighting the need to tackle
energy poverty. Members discussed the release of the Pandora Papers and the implications for efforts to combat
money laundering, tax evasion and avoidance. Debates were held on several human rights issues, including the
humanitarian situation in Tigray. Members heard a statement from the High Representative of the Union for Foreign
Affairs and Security Policy/Vice-President of the Commission, Josep Borrell, on the situation in Belarus following the
violent repression of protest in the country. A number of resolutions and legislative acts were adopted, inter alia on
artificial intelligence in criminal law, the EU road safety policy framework 2021 2030, the Aarhus Regulation on access
to information and public participation in environmental matters, on the state of EU cyber-defence capabilities, and on
the Banking Union annual report 2020.

Na kratko EN

EU cyber-defence capabilities
Vrsta publikacije Na kratko

Datum 30-09-2021
Avtor LATICI Tania

Politično področje Varnost in obramba | Zunanje zadeve
Ključna beseda Agencija Evropske unije za kibernetsko varnost | boj proti kriminalu | dezinformacija | DRUŽBENA IN SOCIALNA

VPRAŠANJA | družbene in socialne zadeve | EVROPSKA UNIJA | evropska varnost | graditev Evrope | informacije in
obdelava informacij | informacijska tehnologija in obdelava podatkov | informacijsko vojskovanje | institucije EU in
evropska javna uprava | IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | mednarodna varnost | MEDNARODNI
ODNOSI | POLITIKA | politika in javna varnost | računalniška kriminaliteta | strategija EU | varnost kritične
infrastrukture | varovanje tajnosti podatkov | varstvo podatkov

Povzetek Cyberspace has become the fifth domain of warfare alongside the traditional sea, land, air and space. As societies
digitalise and become more technologically connected, cyber risks and vulnerabilities increase. The European Union
(EU) has been highly active in strengthening cyber capabilities and coordination frameworks through a collection of
initiatives and proposals, notably since 2017. The European Parliament will debate recent as well as future measures
during the October I 2021 plenary session, with a focus on cyber-defence capabilities, the subject of a report discussed
and voted in the Foreign Affairs (AFET) Committee in July 2021.

Na kratko DE, EN, ES, FR, IT, PL

What if the internet failed?
Vrsta publikacije Na kratko

Datum 27-09-2021
Avtor VAN WOENSEL Lieve

Politično področje Dolgoročno načrtovanje | Energija | Finančna in bančna vprašanja | Industrija | Izobraževanje | Javno zdravje |
Kmetijstvo in razvoj podeželja | Kultura | Promet | Turizem | Varstvo potrošnikov | Zaposlovanje

Ključna beseda elektronska uprava | elektronsko bančništvo | elektronsko poslovanje | evropska varnost | FINANCE | informacije in
obdelava informacij | informacijska tehnologija in obdelava podatkov | informacijsko vojskovanje | internet |
IZOBRAŽEVANJE IN KOMUNIKACIJE | izvršilna oblast in javna uprava | komunikacije | kreditne in finančne institucije
| mednarodna varnost | MEDNARODNI ODNOSI | osebni podatki | POLITIKA | politika in javna varnost | TRGOVINA |
trženje | varnost kritične infrastrukture | varovanje tajnosti podatkov | varstvo podatkov

Povzetek What if the internet failed? Since the 1960s, when work on its development began, internet infrastructure has become
almost as important as the electricity and transport infrastructure in modern societies. More and more key services,
such as banking, food retail and health care, rely on internet connections. Despite the internet's original resilient
decentralised design, the increasing importance of a few central players and the shift towards greater centralisation
have made the internet more susceptible to failure. This would have severe repercussions: people would not be able to
withdraw cash or pay by card, supermarkets and large retailers would not be able to bill and sell products, and
managing digital certificates (such as the Covid-19 vaccination certificate) would no longer be possible.

Na kratko EN

Multimedijske vsebine What if the Internet failed?

20-04-2024 Vir : © Evropska unija, 2024 - EP 14

https://www.europarl.europa.eu/thinktank/sl/document/EPRS_ATA(2021)698059
http://www.europarl.europa.eu/RegData/etudes/ATAG/2021/698059/EPRS_ATA(2021)698059_EN.pdf
https://www.europarl.europa.eu/thinktank/sl/document/EPRS_ATA(2021)698032
http://www.europarl.europa.eu/RegData/etudes/ATAG/2021/698032/EPRS_ATA(2021)698032_DE.pdf
http://www.europarl.europa.eu/RegData/etudes/ATAG/2021/698032/EPRS_ATA(2021)698032_EN.pdf
http://www.europarl.europa.eu/RegData/etudes/ATAG/2021/698032/EPRS_ATA(2021)698032_ES.pdf
http://www.europarl.europa.eu/RegData/etudes/ATAG/2021/698032/EPRS_ATA(2021)698032_FR.pdf
http://www.europarl.europa.eu/RegData/etudes/ATAG/2021/698032/EPRS_ATA(2021)698032_IT.pdf
http://www.europarl.europa.eu/RegData/etudes/ATAG/2021/698032/EPRS_ATA(2021)698032_PL.pdf
https://www.europarl.europa.eu/thinktank/sl/document/EPRS_ATA(2021)690044
http://www.europarl.europa.eu/RegData/etudes/ATAG/2021/690044/EPRS_ATA(2021)690044_EN.pdf
https://www.europarl.europa.eu/rss/podcast/eprs-stoa-podcast/mp3/2021/20211001-internet-failure.mp3
https://www.europarl.europa.eu/portal/sl/legal-notice


Digital transformation - why do some significant banks fall behind?
Vrsta publikacije Poglobljena analiza

Datum 25-06-2021
Zunanji avtor A.C. Bertay, H. Huizinga

Politično področje Ekonomske in monetarne zadeve | Finančna in bančna vprašanja
Ključna beseda banka | dokumentacija | Evropska centralna banka | EVROPSKA UNIJA | FINANCE | finančni nadzor | finančno

tveganje | informacijska tehnologija in obdelava podatkov | informacijsko vojskovanje | institucije EU in evropska javna
uprava | IZOBRAŽEVANJE IN KOMUNIKACIJE | kreditne in finančne institucije | mednarodna varnost |
MEDNARODNI ODNOSI | programska oprema | prost pretok kapitala | raziskovalno poročilo | računalniška
kriminaliteta | uporaba informacijske tehnologije | varovanje tajnosti podatkov

Povzetek This paper shows that larger banks and better capitalised banks invest more in computer software. These findings
could reflect that larger banks can attain greater benefits from computer software and that better capitalised banks
have more resources to make larger software investments. All the same, smaller and less capitalised banks will also
have to make substantial software investments to maintain sustainable businesses, something that supervisors will
need to point that out to these banks.

Poglobljena analiza EN

Priority dossiers under the Slovenian EU Council Presidency
Vrsta publikacije Briefing

Datum 21-06-2021
Avtor ATTARD LUCIENNE

Politično področje Demokracija EU, institucionalno in parlamentarno pravo
Ključna beseda digitalna tehnologija | DRUŽBENA IN SOCIALNA VPRAŠANJA | ekonomska geografija | Evropa | evropska politika

sosedstva | EVROPSKA UNIJA | GEOGRAFIJA | gospodarske razmere | GOSPODARSTVO | graditev Evrope |
informacijska tehnologija in obdelava podatkov | institucije EU in evropska javna uprava | IZOBRAŽEVANJE IN
KOMUNIKACIJE | javno zdravje | migracije | migracijska politika EU | OKOLJE | okoljska politika | okrevanje
gospodarstva | POLITIKA | politika o podnebnih spremembah | politična geografija | politični okvir | pravna država |
predsedstvo Sveta EU | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | Slovenija | tehnologija in tehnični
predpisi | varovanje tajnosti podatkov | zdravstvo

Povzetek Slovenia will, in the second half of 2021, hold its second Presidency of the Council of the EU since joining the EU in
2004. It will conclude the work of the Trio Presidency composed of Germany, Portugal and Slovenia. Slovenia is a
democratic parliamentary republic with a proportional electoral system. The Slovenian parliament is bicameral, made
up of the National Assembly (composed of 90 members) and the National Council (composed of 40 members). In the
National Assembly, there are 88 representatives of political parties and two representatives of the Italian and
Hungarian national communities, the latter two elected to represent their interests. The National Assembly elects the
Prime Minister and the government. The current government is a four-party coalition, made up of the Slovenian
Democratic Party (SDS); the Modern Centre Party (SMC), the Democratic Party of Slovenian Pensioners (DeSUS) and
New Slovenia—Christian Democrats (NSi). The Prime Minister, Mr Janez Janša from the Slovenian Democratic Party
(SDS), was elected to office on 3 March 2020. The next general elections in Slovenia will take place no later than 5
June 2022. Other political parties represented in parliament are the List of Marjan Šarec (LMS), Social Democrats
(SD), Party of Alenka Bratušek (SAB), The Left, and the Slovenian National Party (SNS).

Briefing EN

Recent cyber-attacks and the EU's cybersecurity strategy for the digital decade
Vrsta publikacije Na kratko

Datum 02-06-2021
Avtor NEVILLE ANN

Politično področje Območje svobode, varnosti in pravice
Ključna beseda delo parlamenta | dnevni red | dokumentacija | EVROPSKA UNIJA | Evropski parlament | graditev Evrope |

informacijska tehnologija in obdelava podatkov | informacijsko vojskovanje | institucije EU in evropska javna uprava |
IZOBRAŽEVANJE IN KOMUNIKACIJE | mednarodna varnost | MEDNARODNI ODNOSI | parlamentarna razprava |
POLITIKA | poročilo | računalniška kriminaliteta | strategija EU | uporaba informacijske tehnologije | učinek
informacijske tehnologije | varovanje tajnosti podatkov

Povzetek Increasing digitalisation means that public administration at EU and national levels has come to rely on digital
technologies as a means of carrying out their core functions, a process that has been intensified by the pandemic. This
growing reliance on digital technologies, while beneficial, has also increased the risk of cyber-attacks, and key
institutions at EU and national level have recently been targeted by cyber-attacks. During the June I plenary session,
Members of the European Parliament will debate with the Council and the Commission on recent cyber-attacks in the
EU, and discuss the European Union's cybersecurity strategy for the digital decade.

Na kratko DE, EN, ES, FR, IT, PL
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Establishing the instrument for financial support for customs control equipment
Vrsta publikacije Na kratko

Datum 02-06-2021
Avtor ATANASSOV Nikolai

Politično področje Varstvo potrošnikov
Ključna beseda carinska kontrola | carinska politika | EVROPSKA UNIJA | finance EU | informacijska tehnologija in obdelava podatkov

| IZOBRAŽEVANJE IN KOMUNIKACIJE | mednarodno pravo | PRAVO | pravo Evropske unije | predlog (EU) |
PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | sklad (EU) | tehnologija in tehnični predpisi | TRGOVINA |
varnostni standard | varovanje tajnosti podatkov | zunanja meja Evropske unije

Povzetek During the June I 2021 plenary session, the European Parliament is scheduled to debate and vote at second reading
the provisional agreement reached in interinstitutional negotiations on the proposal for a regulation of the European
Parliament and of the Council establishing the instrument for financial support for customs control equipment, as part
of the Integrated Border Management Fund.

Na kratko DE, EN, ES, FR, IT, PL

What if objects around us flocked together and became intelligent?
Vrsta publikacije Na kratko

Datum 01-06-2021
Avtor GARCIA HIGUERA ANDRES

Politično področje Demokracija | Industrija | Raziskovalna politika | Varstvo potrošnikov | Človekove pravice
Ključna beseda 5G | dokumentacija | DRUŽBENA IN SOCIALNA VPRAŠANJA | gradnja in urbanizem | informacije in obdelava

informacij | informacijska tehnologija in obdelava podatkov | internet stvari | IZOBRAŽEVANJE IN KOMUNIKACIJE |
komunikacije | pametna tehnologija | pametno mesto | poročilo | pravice in svoboščine | PRAVO | PROIZVODNJA,
TEHNOLOGIJA IN RAZISKOVANJE | radiofrekvenčna identifikacija | računalništvo v oblaku | tehnologija in tehnični
predpisi | umetna inteligenca | uporaba informacijske tehnologije | varovanje tajnosti podatkov | varstvo zasebnosti |
velepodatki

Povzetek - Artificial Intelligence: the real driving force of IoT. - Artificial Intelligence of Things (AIoT) incorporates all the
possibilities of AI and IoT, but also all ethical and legal concerns. - Potential advantages and possibilities for EU of
Artificial Intelligence of Things.

Na kratko EN

Multimedijske vsebine What if objects around us flocked together to become intelligent?

What if objects around us flocked together to become intelligent?

Artificial Inteligence market and capital flows - AI and the financial sector at crossroads
Vrsta publikacije Študija

Datum 28-05-2021
Zunanji avtor Giacomo CALZOLARI

Politično področje Dolgoročno načrtovanje | Ekonomske in monetarne zadeve | Finančna in bančna vprašanja | Notranji trg in carinska
unija | Raziskovalna politika

Ključna beseda dokumentacija | FINANCE | finančna tehnologija | finančne storitve | finančni trg | informacije in obdelava informacij |
informacijska tehnologija in obdelava podatkov | inovacija | IZOBRAŽEVANJE IN KOMUNIKACIJE | izvršilna oblast in
javna uprava | kreditne in finančne institucije | POLITIKA | pravice in svoboščine | PRAVO | PROIZVODNJA,
TEHNOLOGIJA IN RAZISKOVANJE | prost pretok kapitala | raziskave in intelektualna lastnina | raziskovalno poročilo |
regulativna politika | tehnologija in tehnični predpisi | umetna inteligenca | uporaba informacijske tehnologije | učinek
informacijske tehnologije | varovanje tajnosti podatkov | varstvo zasebnosti

Povzetek This paper studies the transformation that Artificial Intelligence (AI) is bringing to the financial sector and how this
sector can contribute to developments of AI applications. The study addresses the contribution of AI to a more efficient,
open, and inclusive financial sector and the challenges of the AI transformation, and it provides recommendations for
policies and regulations of AI and financial services.
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20-04-2024 Vir : © Evropska unija, 2024 - EP 16

https://www.europarl.europa.eu/thinktank/sl/document/EPRS_ATA(2021)690640
http://www.europarl.europa.eu/RegData/etudes/ATAG/2021/690640/EPRS_ATA(2021)690640_DE.pdf
http://www.europarl.europa.eu/RegData/etudes/ATAG/2021/690640/EPRS_ATA(2021)690640_EN.pdf
http://www.europarl.europa.eu/RegData/etudes/ATAG/2021/690640/EPRS_ATA(2021)690640_ES.pdf
http://www.europarl.europa.eu/RegData/etudes/ATAG/2021/690640/EPRS_ATA(2021)690640_FR.pdf
http://www.europarl.europa.eu/RegData/etudes/ATAG/2021/690640/EPRS_ATA(2021)690640_IT.pdf
http://www.europarl.europa.eu/RegData/etudes/ATAG/2021/690640/EPRS_ATA(2021)690640_PL.pdf
https://www.europarl.europa.eu/thinktank/sl/document/EPRS_ATA(2021)656344
http://www.europarl.europa.eu/RegData/etudes/ATAG/2021/656344/EPRS_ATA(2021)656344_EN.pdf
https://www.europarl.europa.eu/rss/podcast/eprs-stoa-podcast/mp3/2021/20210604-objects-around-us-flocked-together-to-become-intelligent.mp3
https://youtu.be/Xbmpb_PcUK4
https://www.europarl.europa.eu/thinktank/sl/document/IPOL_STU(2021)662912
http://www.europarl.europa.eu/RegData/etudes/STUD/2021/662912/IPOL_STU(2021)662912_EN.pdf
https://www.europarl.europa.eu/portal/sl/legal-notice


Digital Europe programme: Funding digital transformation beyond 2020
Vrsta publikacije Briefing

Datum 26-05-2021
Avtor SZCZEPANSKI Marcin

Politično področje Notranji trg in carinska unija
Ključna beseda digitalizacija | digitalna tehnologija | dokumentacija | ekonomske analize | enotni digitalni trg | EVROPSKA UNIJA |

finance EU | GOSPODARSTVO | graditev Evrope | informacije in obdelava informacij | informacijska tehnologija in
obdelava podatkov | inovacija | IZOBRAŽEVANJE IN KOMUNIKACIJE | obdelava podatkov | porazdelitev sredstev EU
| pravo Evropske unije | predlog (EU) | program EU | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | raziskave
in intelektualna lastnina | računalniška kriminaliteta | računalniška pismenost | tehnologija in tehnični predpisi | umetna
inteligenca | uporaba informacijske tehnologije | varovanje tajnosti podatkov | študija učinkov

Povzetek The Digital Europe Programme is a new financial support tool for the 2021-2027 period, aimed at bolstering the digital
transformation of society, the economy and public administrations in the EU. With a financial envelope of €7.6 billion
(in current prices), a figure 17.5 % lower than the initial Commission proposal, it will build up digital capacity and
infrastructure and support a digital single market. The programme will operate mainly through coordinated and
strategic co-investments with the Member States in the areas of high-performance computing and data processing,
artificial intelligence in the public and private sectors, cybersecurity and trust, advanced digital skills and deployment,
best use of digital capacities and interoperability. On 11 May 2021, the regulation establishing the programme entered
into force, with retroactive application from 1 January 2021. The programme, dedicated to supporting the digitalisation
of Europe and achieving digital sovereignty, is the first-ever such financial instrument at the EU level. Furthermore, in
the context of recovery from the pandemic, Member States must allocate at least 20 % of the recovery funds to
projects that digitalise their economies and societies. Third edition. The 'EU Legislation in Progress' briefings are
updated at key stages throughout the legislative procedure.

Briefing EN

Multimedijske vsebine Digital Europe programme

The new European cybersecurity competence centre and network
Vrsta publikacije Briefing

Datum 19-05-2021
Avtor NEGREIRO ACHIAGA Maria Del Mar

Politično področje Industrija | Notranji trg in carinska unija | Sprejemanje zakonodaje s strani Evropskega parlamenta in Sveta
Ključna beseda Agencija Evropske unije za kibernetsko varnost | dokumentacija | EVROPSKA UNIJA | graditev Evrope | informacijska

tehnologija in obdelava podatkov | institucije EU in evropska javna uprava | IZOBRAŽEVANJE IN KOMUNIKACIJE |
okvirni program za raziskave in razvoj | pravo Evropske unije | predlog (EU) | priprava povzetka | program EU |
PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | raziskave in intelektualna lastnina | raziskave in razvoj |
razširjanje informacij EU | strategija EU | varovanje tajnosti podatkov

Povzetek On 13 September 2017, the Commission adopted a cybersecurity package with a series of initiatives to further improve
EU cyber-resilience, deterrence and defence. A year later, the Commission presented a proposal for the creation of a
European cybersecurity competence centre with a related network of national coordination centres. The initiative aims
to improve and strengthen the EU's cybersecurity capacity, by stimulating the European technological and industrial
cybersecurity ecosystem as well as coordinating and pooling necessary resources in Europe. The competence centre
is supposed to become the main body that would manage EU financial resources dedicated to cybersecurity research
under the two proposed programmes – Digital Europe and Horizon Europe – within the next multiannual financial
framework, for 2021-2027. Within the European Parliament, the file was assigned to the Committee on Industry,
Research and Energy (ITRE). The report was adopted on 19 February 2019 in the ITRE committee. On 17 April 2019
the Parliament adopted its position at first reading, after two trilogue meetings, before the European elections. A new
trilogue meeting took place more than a year later, on 25 June 2020, and further negotiations followed. During the fifth
trilogue meeting on 11 December 2020, the negotiators of the Council and the European Parliament reached a
provisional agreement. The Council adopted the legislation on 20 April 2021 at first reading. The ITRE committee
adopted the draft recommendation for second reading on 26 April 2021, and it is expected that the European
Parliament will adopt the text during the May 2021 plenary session.

Briefing EN

Strategic or critical infrastructures, a way to interfere in Europe: state of play and recommendations
Vrsta publikacije Študija

Datum 03-05-2021
Zunanji avtor Paola TESSARI, Karolina MUTI

Politično področje Območje svobode, varnosti in pravice | Varnost in obramba | Zunanje zadeve
Ključna beseda Azija in Oceanija | direktiva ES | dokumentacija | DRUŽBENA IN SOCIALNA VPRAŠANJA | ekonomska geografija |

epidemija | Evropa | EVROPSKA UNIJA | FINANCE | financiranje in naložbe | GEOGRAFIJA | graditev Evrope |
informacijska tehnologija in obdelava podatkov | informacijsko vojskovanje | IZOBRAŽEVANJE IN KOMUNIKACIJE |
Kitajska | koronavirusna bolezen | mednarodna varnost | MEDNARODNI ODNOSI | POLITIKA | politika in javna
varnost | politična geografija | pravo Evropske unije | raziskovalno poročilo | Rusija | skupna zunanja in varnostna
politika | terorizem | tuja naložba | varnost kritične infrastrukture | varovanje tajnosti podatkov | zdravstvo

Povzetek Critical Infrastructures (CIs) provide vital economic and social functions to European Union (EU) citizens. However,
they are challenged by a diverse range of threats, not only natural and accidental but also intentional. CIs’ increasing
reliance on technological advancements adds another element of complexity and vulnerability. Whilst their protection
to date has been regulated by Directive 2008/114/EC, its scope of application has proved to be inadequate against an
evolving landscape of security threats. Consequently, it is currently under revision. A careful analysis of CIs’ status in
the EU, covering the challenges to their functioning and measures in place for their safeguard, is therefore necessary
to provide recommendations for the adoption of further instruments so as to equip CIs with increased protection and
resilience.
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Addressing the dissemination of terrorist content online
Vrsta publikacije Na kratko

Datum 21-04-2021
Avtor LUYTEN KATRIEN

Politično področje Območje svobode, varnosti in pravice
Ključna beseda boj proti kriminalu | dokumentacija | DRUŽBENA IN SOCIALNA VPRAŠANJA | družbene in socialne zadeve |

EVROPSKA UNIJA | evropska varnost | informacija | informacije in obdelava informacij | informacijska tehnologija in
obdelava podatkov | internet | IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | mednarodna varnost |
MEDNARODNI ODNOSI | opravljanje storitev | POLITIKA | politika in javna varnost | pravo Evropske unije | predlog
(EU) | radikalizacija | razširjanje informacij | terorizem | TRGOVINA | trženje | varovanje tajnosti podatkov

Povzetek The European Commission proposed, in 2018, a new regulation aimed at countering the security threat represented by
the spread of terrorist content online. The regulation would require service providers to remove online content posted
with the objective to radicalise, recruit or incite to violence, within one hour of receiving a removal order from the
competent authorities. The European Parliament is due to vote at second reading during its April plenary session on
the agreed text reached in trilogue negotiations.

Na kratko DE, EN, ES, FR, IT, PL

Improving the common level of cybersecurity across the EU
Vrsta publikacije Briefing

Datum 11-02-2021
Avtor KONONENKO Vadim

Politično področje Varnost in obramba
Ključna beseda ekonomske analize | EVROPSKA UNIJA | evropska varnost | GOSPODARSTVO | informacije in obdelava informacij |

informacijska tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | mednarodna varnost |
MEDNARODNI ODNOSI | obvladovanje tveganja | POLITIKA | politika in javna varnost | POSLOVANJE IN
KONKURENCA | poslovodenje | pravo Evropske unije | predlog (EU) | računalniška kriminaliteta | umetna inteligenca |
varnost kritične infrastrukture | varovanje tajnosti podatkov | varstvo podatkov | študija učinkov

Povzetek Drawing on the findings of an evaluation of the NIS directive, the IA generally seems to provide a clear and relevant
analysis of the shortcomings of the existing NIS Directive and the available policy options for their improvement by a
new legal act. It appears that the IA's assumptions are based on a thorough stocktaking exercise involving the
consultation of a big number of stakeholders. The IA could however have explained in closer detail practical
implications of the proposed initiative. It would have been useful if the IA had provided a fuller impact analysis
particularly of potential economic costs and fundamental rights implications, as noted in the RSB opinion. Finally, the
range of options assessed is limited to two in addition to the baseline. Given that the final outcome of the assessment
is a significant revision of the existing legal framework, one might have expected a more granular formulation of policy
options in the IA.

Briefing EN

Priority dossiers under the Portuguese EU Council Presidency
Vrsta publikacije Briefing

Datum 04-01-2021
Avtor ATTARD LUCIENNE

Politično področje Demokracija EU, institucionalno in parlamentarno pravo
Ključna beseda bančna unija EU | denarno poslovanje | DRUŽBENA IN SOCIALNA VPRAŠANJA | družbene in socialne zadeve |

ekonomska geografija | enotni digitalni trg | Evropa | evropska socialna politika | EVROPSKA UNIJA | FINANCE |
finance EU | GEOGRAFIJA | gospodarska politika | gospodarske razmere | GOSPODARSTVO | graditev Evrope |
informacijska tehnologija in obdelava podatkov | institucije EU in evropska javna uprava | IZOBRAŽEVANJE IN
KOMUNIKACIJE | OKOLJE | okoljska politika | okrevanje gospodarstva | politika o podnebnih spremembah | politična
geografija | pomoč EU | Portugalska | predsedstvo Sveta EU | varovanje tajnosti podatkov | večletni finančni okvir

Povzetek Portugal is a democratic republic with a unitary semi-presidential system of government, whereby the Prime Minister of
Portugal is the head of government. The current Prime Minister is António Luís Santos da Costa, from the Socialist
Party, and a former MEP who was a Vice-President of the European Parliament between July 2004 and March 2005.
The President of Portugal, Marcelo de Sousa, from the Social Democrat Party, is the executive head of state and has
several significant political powers. Executive power is exercised by the President and the Council of Ministers.
Legislative power is vested in both the government and the Assembly of the Republic. The Judiciary of Portugal is
independent of the executive and the legislature. The political landscape is composed of several political parties,
primarily the Socialist Party (PS) and the Social Democratic Party (PSD). Other parties are the Popular Party (PP), the
Portuguese Communist Party (PCP), the Left Bloc (BE) and the Green Ecologist Party (PEV). The Communists and
the Greens are in coalition as the Unitary Democratic Coalition (UDC). Portugal will hold the Presidency of the
European Council for the fourth time from 1 January 2021. The last time it held the Presidency was in 2007, when the
Treaty of Lisbon was signed on 13 December 2007. Portugal is part of the Trio also composed of Germany and
Slovenia. The Trio adopted a Declaration outlining the main areas of focus for their Trio, including democracy, human
rights and the rule of law, as well as an economically strong EU based on growth and jobs and the social dimension.
Likewise the three Member States pledged to work on the challenges of digitalisation, climate change and energy
transition. The Strategic Agenda 2019-2024 endorsed by the Member States at the European Council on 20 June 2019
will remain, however, a guiding instrument. The Agenda covers the protection of citizens' freedoms; developing a
strong and vibrant economic base; building a climate-neutral, green, fair and social Europe; and promoting European
interests and values on the global stage.
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What if artificial intelligence in medical imaging could accelerate Covid-19 treatment?
Vrsta publikacije Na kratko

Datum 21-12-2020
Avtor KRITIKOS Michail

Politično področje Dolgoročno načrtovanje | Javno zdravje | Notranji trg in carinska unija | Ocena zakonodaje in politik v praksi | Pravo
EU: pravni sistem in akti | Promet | Raziskovalna politika | Varstvo potrošnikov | Zaposlovanje

Ključna beseda DRUŽBENA IN SOCIALNA VPRAŠANJA | epidemija | informacije in obdelava informacij | informacijska tehnologija in
obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | javno zdravje | kibernetika | koronavirusna bolezen |
medicinski in kirurški instrumenti | naravoslovne in uporabne vede | nova tehnologija | PROIZVODNJA,
TEHNOLOGIJA IN RAZISKOVANJE | tehnologija in tehnični predpisi | umetna inteligenca | varovanje tajnosti podatkov
| varstvo podatkov | zdravniška diagnoza | zdravstvo | ZNANOST

Povzetek Thermal imaging cameras are currently being installed in office buildings, hospitals, shopping malls, schools and
airports as a means of detecting people with fever-like symptoms. Given that these cameras are not necessarily
designed to operate as medical devices, there are questions about their suitability in the context of the current
pandemic. This note provides an overview of the use of thermal imaging empowered with artificial intelligence (AI)
capabilities, its suitability in the context of the current pandemic and the core technical limitations of this technology.
The main legal responses and ethical concerns related to the use of AI in the context of thermal imaging at entry points
to identify and triage people who may have elevated temperatures are also examined.

Na kratko EN

What if blockchain could guarantee ethical AI?
Vrsta publikacije Na kratko

Datum 21-12-2020
Avtor KRITIKOS Michail

Politično področje Dolgoročno načrtovanje | Finančna in bančna vprašanja | Javno zdravje | Okolje | Pravo EU: pravni sistem in akti |
Varnost hrane | Varstvo potrošnikov

Ključna beseda blokovna veriga | denarno poslovanje | družboslovne vede | elektronsko bančništvo | etika | FINANCE | finančni trg |
informacije in obdelava informacij | informacijska tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN
KOMUNIKACIJE | kibernetika | kreditne in finančne institucije | naravoslovne in uporabne vede | nova tehnologija |
PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | prost pretok kapitala | tehnologija in tehnični predpisi | umetna
inteligenca | varovanje tajnosti podatkov | varstvo podatkov | virtualna valuta | ZNANOST

Povzetek As artificial intelligence (AI) companies and other organisations are seeking ways to comply with ethical principles and
requirements, blockchain, under specific circumstances, could be seen as a means to safeguard that AI is deployed in
an ethically sound manner.

Na kratko EN

Multimedijske vsebine What if blockchain could guarantee ethical AI?

What if AI could improve thermal imaging, to help fight coronavirus?
Vrsta publikacije Na kratko

Datum 21-12-2020
Avtor KRITIKOS Michail

Politično področje Dolgoročno načrtovanje | Javno zdravje | koronavirus | Pravo EU: pravni sistem in akti | Raziskovalna politika | Varstvo
potrošnikov | Zaposlovanje

Ključna beseda DRUŽBENA IN SOCIALNA VPRAŠANJA | epidemija | informacije in obdelava informacij | informacijska tehnologija in
obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | javno zdravje | koronavirusna bolezen | medicinski in
kirurški instrumenti | neionizirajoče sevanje | nova tehnologija | obremenitve okolja | OKOLJE | preprečevanje bolezni |
PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | tehnologija in tehnični predpisi | umetna inteligenca | varovanje
tajnosti podatkov | varstvo podatkov | zdravstvo

Povzetek Thermal imaging cameras are currently being installed in office buildings, hospitals, shopping malls, schools and
airports as a means of detecting people with fever-like symptoms. Given that these cameras are not necessarily
designed to operate as medical devices, there are questions about their suitability in the context of the current
pandemic. This note provides an overview of the use of thermal imaging empowered with artificial intelligence (AI)
capabilities, its suitability in the context of the current pandemic and the core technical limitations of this technology.
The main legal responses and ethical concerns related to the use of AI in the context of thermal imaging at entry points
to identify and triage people who may have elevated temperatures are also examined.

Na kratko EN

Multimedijske vsebine What if AI could assist thermal imaging in fighting coronavirus?
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Strengthening digital operational resilience in the financial sector
Vrsta publikacije Briefing

Datum 11-12-2020
Avtor TUOMINEN ULLA-MARI

Politično področje Finančna in bančna vprašanja
Ključna beseda ekonomske analize | enotni digitalni trg | EVROPSKA UNIJA | FINANCE | finančna institucija | finančna tehnologija |

finančne storitve | GOSPODARSTVO | graditev Evrope | informacije in obdelava informacij | informacijska tehnologija |
informacijska tehnologija in obdelava podatkov | izmenjava informacij | IZOBRAŽEVANJE IN KOMUNIKACIJE |
komunikacije | kreditne in finančne institucije | oddajanje del zunanjim izvajalcem | pravo Evropske unije | predlog (EU)
| proizvodnja | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | tehnologija in tehnični predpisi | varovanje
tajnosti podatkov | študija učinkov

Povzetek This briefing provides an analysis of the strengths and weaknesses of the European Commission's impact assessment
(IA) accompanying Commission proposals to strengthen digital operational resilience in the EU, which are part of the
digital finance package. The IA would have benefited from a more balanced set of options, and it would have been
useful to further clarify the arguments supporting the choice between options 2 and 3. The assessment of social
impacts is very limited, and the competitiveness aspect raised could also have been discussed at greater length. The
IA estimates that the initiative would benefit SMEs in terms of reduced administrative burden and improved capacity to
operate in a cross-border context. In addition to the qualitative assessment, the IA provides quantified estimates,
openly recognising some data limitations.

Briefing EN

Legal Analysis of International Trade Law and Digital Trade
Vrsta publikacije Briefing

Datum 11-11-2020
Zunanji avtor Georgios PETROPOULOS, André SAPIR, Michele FINK, Niclas Frederic POITIERS, Dennis GÖRLICH

Politično področje Ekonomske in monetarne zadeve
Ključna beseda digitalna tehnologija | digitalno gospodarstvo | elektronsko poslovanje | enotni digitalni trg | EVROPSKA UNIJA |

gospodarska struktura | GOSPODARSTVO | graditev Evrope | informacije in obdelava informacij | informacijska
tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | mednarodna trgovina | mednarodna
trgovina | mednarodno pravo | mednarodno trgovinsko pravo | PRAVO | PROIZVODNJA, TEHNOLOGIJA IN
RAZISKOVANJE | tehnologija in tehnični predpisi | TRGOVINA | trgovinski sporazum | trženje | umetna inteligenca |
varovanje tajnosti podatkov | varstvo podatkov

Povzetek This brief provides a legal analysis of existing rules in digital trade regarding the
various components of artificial intelligence (‘AI’), in particular (personal and nonpersonal)
data, computer code in the form of algorithms, and computing power
(including cloud computing). To do so, the first part of this analysis will map various
international trade rules that affect cross-border flows of data, computer code and
computing power to determine their respective advantages and disadvantages.
This will form the basis for the second part of the analysis, which will address the
desirability and necessity of global rulemaking in this area.

Briefing EN

Geopolitical Aspects of Digital Trade
Vrsta publikacije Poglobljena analiza

Datum 11-11-2020
Zunanji avtor Georgios PETROPOULOS, André SAPIR, Michele FINK, Niclas Frederic POITIERS, Dennis GÖRLICH

Politično področje Ekonomske in monetarne zadeve
Ključna beseda civilno pravo | digitalna pogodba | digitalna tehnologija | digitalno gospodarstvo | elektronsko poslovanje | enotni

digitalni trg | EVROPSKA UNIJA | gospodarska struktura | GOSPODARSTVO | graditev Evrope | informacije in
obdelava informacij | informacijska tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE |
opravljanje storitev | osebni podatki | PRAVO | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | skupna
trgovinska politika | tehnologija in tehnični predpisi | TRGOVINA | trgovinska politika | trženje | varovanje tajnosti
podatkov | varstvo podatkov

Povzetek This in-depth analysis discusses issues in trade in digitally deliverable services and the geopolitics of digital trade
policy. Digitally deliverable services are becoming increasingly important for global value chains, both in terms of final
products exported to other countries, and in terms of inputs embedded in manufactured goods. To harness the
potential of digital trade in services, both the regulation of the digital means by which a service is traded and the
regulation of the services themselves have to be accommodative. Digital trade policy is still in its infancy, and many
challenges in terms of policy and measurement remain. Looking at regulation of data flows, the EU’s focus on privacy
policy is incompatible with the laissez-faire approach pursued by the US administration and the political control of the
internet by the Chinese government, limiting the potential for trade in digitally deliverable services and plurilateral
agreements on digital trade. However, a number of other major economies are following similar approaches to the EU,
which creates the potential for cooperation and intensifying trade in digital services. The EU should also increase its
competitiveness in this strategically important services sector by completing the single market with respect to services
and capital, and by strengthening research and development in digital technologies.
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Directive on security of network and information systems (NIS Directive)
Vrsta publikacije Briefing

Datum 10-11-2020
Avtor ZYGIEREWICZ Anna

Politično področje Notranji trg in carinska unija | Prenos in izvajanje zakonodaje
Ključna beseda direktiva (EU) | EVROPSKA UNIJA | informacije in obdelava informacij | informacijska tehnologija in obdelava

podatkov | informacijski sistem | IZOBRAŽEVANJE IN KOMUNIKACIJE | izvajanje prava EU | osebni podatki | pravo
Evropske unije | računalniška kriminaliteta | varovanje tajnosti podatkov | varstvo podatkov

Povzetek Directive on security of network and information systems across the Union (Directive (EU) 2016/1148, NIS Directive) is
the first horizontal EU cybersecurity legal act, which will be reviewed in 2020 with the aim to increase cybersecurity in
the EU. The NIS Directive entered into force in August 2016 and Members States transposed it into national laws by 9
May 2018. The NIS Directive was designed to improve Member States' cybersecurity capabilities; the cooperation
between Member States; and Member States' supervision of critical sectors. The Directive established a culture of risk
management and incident reporting among key economic actors - operators providing essential services (OES) and
Digital Service Providers (DSPs). The Directive also set out cooperation mechanisms, such as the NIS Cooperation
Group and the network of national computer security incident response teams (CSIRTs).

Briefing EN

Public hearing with Andrea Enria, Chair of the ECB Supervisory Board
Vrsta publikacije Briefing

Datum 26-10-2020
Avtor GRIGAITE KRISTINA | MAGNUS Marcel | PACHECO DIAS CRISTINA SOFIA | SEGALL REBECCA SARAH FANNY

Politično področje Ekonomske in monetarne zadeve | Finančna in bančna vprašanja | koronavirus
Ključna beseda Azija in Oceanija | bančna unija EU | delo parlamenta | denarno poslovanje | DRUŽBENA IN SOCIALNA VPRAŠANJA

| ekonomska geografija | epidemija | Evropa | EVROPSKA UNIJA | FINANCE | GEOGRAFIJA | graditev Evrope |
informacijska tehnologija in obdelava podatkov | institucije EU in evropska javna uprava | IZOBRAŽEVANJE IN
KOMUNIKACIJE | izstop iz EU | javno zaslišanje | Kitajska | koronavirusna bolezen | kreditne in finančne institucije |
nadzor bančnega poslovanja | odbor EP | POLITIKA | politična geografija | pranje denarja | prost pretok kapitala |
varovanje tajnosti podatkov | zdravstvo | Združeno kraljestvo | član Evropske centralne banke

Povzetek This note is prepared in view of a regular public hearing with the Chair of the Supervisory Board of the European
Central Bank (ECB), Andrea Enria, which will take place on 27 October 2020.
 The briefing addresses (i) recent supervisory measures in response to the COVID-19 crisis, including an overview of
the ECB’s COVID-19 vulnerability analysis and a discussion on the effectiveness of certain capital relief measures; (ii)
the SSM’s response to the European Parliament’s 2019 Banking Union Report; (iii) short-term risks for the banking
sector (low profitability, NPLs and Brexit); (iv) longer-term challenges, including consolidation in the banking sector and
completing the Banking Union; and (v) supervisory issues, namely anti-money laundering and addressing cyber and IT
risks.
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Online Platforms’ Moderation of Illegal Content Online
Vrsta publikacije Na kratko

Datum 15-10-2020
Zunanji avtor Alexandre DE STREEL et al.

Politično področje Notranji trg in carinska unija | Ocena zakonodaje in politik v praksi | Varstvo potrošnikov
Ključna beseda digitalna tehnologija | enotni digitalni trg | EVROPSKA UNIJA | graditev Evrope | informacije in obdelava informacij |

informacijska tehnologija | informacijska tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE |
komunikacije | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | računalniška kriminaliteta | računalniška
pismenost | tehnologija in tehnični predpisi | učinek informacijske tehnologije | varovanje tajnosti podatkov | varstvo
podatkov

Povzetek The original full study  reviews and assesses the EU regulatory framework on content moderation and current
practices by key online platforms. It assesses the regulation in six countries/regions and makes recommendations to
improve the EU legal framework on content moderation in the context of the forthcoming Digital Services Act.
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Study in focus: Regulatory Sandboxes and Innovation Hubs for FinTech
Vrsta publikacije Na kratko

Datum 15-10-2020
Avtor PARENTI RADOSTINA

Politično področje Dolgoročno načrtovanje | Ekonomske in monetarne zadeve | Ocena zakonodaje in politik v praksi
Ključna beseda enotni digitalni trg | EVROPSKA UNIJA | FINANCE | finančna stabilnost | finančna tehnologija | finančne storitve |

finančni nadzor | graditev Evrope | informacije in obdelava informacij | informacijska tehnologija | informacijska
tehnologija in obdelava podatkov | inovacija | IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | kreditne in
finančne institucije | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | prost pretok kapitala | raziskave in
intelektualna lastnina | tehnologija in tehnični predpisi | tehnološka sprememba | varovanje tajnosti podatkov | varstvo
podatkov

Povzetek The original full study analyses the design and operation of regulatory sandboxes and innovation hubs as part of
jurisdictions’ regulatory response to financial innovation, focusing on the models adopted in the EU and the EFTA
countries.
This document was prepared by the Policy Department for Economic, Scientific and Quality of Life Policies at the
request of the Committee on Economic and Monetary Affairs (ECON).

Na kratko EN

An EU framework for artificial intelligence
Vrsta publikacije Na kratko

Datum 14-10-2020
Avtor MADIEGA Tambiama André

Politično področje Industrija | Pravo EU: pravni sistem in akti | Pravo intelektualne lastnine | Varstvo potrošnikov
Ključna beseda civilno pravo | civilnopravna odgovornost | družboslovne vede | etika | informacije in obdelava informacij | informacijska

tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | kibernetika | naravoslovne in uporabne
vede | nova tehnologija | PRAVO | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | robotika | tehnologija in
tehnični predpisi | tehnološka sprememba | umetna inteligenca | učinek informacijske tehnologije | varovanje tajnosti
podatkov | ZNANOST

Povzetek European Union (EU) lawmakers are reflecting on how to best legislate for the use of artificial intelligence (AI)
technology, seeking to maximise EU citizens' opportunities to benefit from the technology, while regulating against the
risks. Parliament is due to vote in its October II plenary session on three own-initiative reports from the Legal Affairs
Committee (JURI) in the areas of ethics, civil liability, and intellectual property (IP).

Na kratko DE, EN, ES, FR, IT, PL

EU-India: Cooperation on digitalisation
Vrsta publikacije Na kratko

Datum 12-10-2020
Avtor D'AMBROGIO Enrico

Politično področje Zunanje zadeve
Ključna beseda Azija in Oceanija | ekonomska geografija | enotni digitalni trg | EVROPSKA UNIJA | GEOGRAFIJA | gospodarska rast |

gospodarske razmere | GOSPODARSTVO | graditev Evrope | Indija | informacijska tehnologija | informacijska
tehnologija in obdelava podatkov | internet | IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | nova tehnologija |
prenosno omrežje | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | sporazum o sodelovanju (EU) | tehnologija
in tehnični predpisi | tehnološka sprememba | varovanje tajnosti podatkov

Povzetek A 'human-centric digitalisation to develop inclusive economies and societies' is the main concept behind the digital
transformation of both the EU and India. During their July 2020 summit, the two agreed to promote global digitalisation
standards characterised by 'safe and ethical deployment'. Their flagship initiatives – the EU digital single market and
'Digital India' – make them natural partners in the promotion of these global standards. Yet, if their ICT cooperation is
to make sound progress, some of Delhi's protectionist policies need further consideration.
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WTO e-commerce negotiations
Vrsta publikacije Na kratko

Datum 05-10-2020
Avtor TITIEVSKAIA Jana

Politično področje Mednarodna trgovina | Zunanje zadeve
Ključna beseda civilno pravo | digitalna pogodba | digitalna tehnologija | elektronsko poslovanje | GOSPODARSTVO | informacijska

tehnologija in obdelava podatkov | internet | IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | mednarodna
pogajanja | mednarodna trgovina | mednarodna trgovina | MEDNARODNE ORGANIZACIJE | mednarodne zadeve |
MEDNARODNI ODNOSI | PRAVO | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | regije in regionalna
politika | Svetovna trgovinska organizacija | svetovne organizacije | tehnologija in tehnični predpisi | TRGOVINA |
trgovinski sporazum | trženje | varovanje tajnosti podatkov | čezmejna razsežnost

Povzetek While e-commerce represents an increasing portion of the economy, international regulation of e-commerce is lagging
behind. In 2017, the WTO Ministerial Conference issued a Joint Statement Initiative signalling the intention to launch
plurilateral e-commerce talks. In January 2019, in the margins of the World Economic Forum in Davos, 76 of 164 WTO
members, among them the EU, Australia, China, Japan, and the USA launched e commerce negotiations. Members
seek a high-standard outcome building on WTO agreements, but the legal form of the deal is not yet clear. Participants
wish to modernise trade rules to fit the digital age and show that the WTO's negotiating function can deliver. Key
issues in the negotiations include e-contracts and e-signatures, data flows, data localisation requirements, disclosure
of source code, and customs duties on electronic transmissions. While some divergences persist, in particular on data
flows and privacy, the talks are progressing with a view to deliver a consolidated draft text by the end of 2020.

Na kratko EN

Regulating digital finance
Vrsta publikacije Na kratko

Datum 30-09-2020
Avtor DELIVORIAS Angelos

Politično področje Finančna in bančna vprašanja
Ključna beseda blokovna veriga | delo parlamenta | denarno poslovanje | FINANCE | finančna tehnologija | finančne storitve |

informacije in obdelava informacij | informacijska tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN
KOMUNIKACIJE | kreditne in finančne institucije | nova tehnologija | OKOLJE | okoljska politika | POLITIKA | potrošnja
| PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | računalniška kriminaliteta | tehnologija in tehnični predpisi |
TRGOVINA | varovanje tajnosti podatkov | varstvo podatkov | varstvo potrošnikov | virtualna valuta | vpliv na okolje |
zakonodajna pobuda

Povzetek The use of new technologies to enable and enhance the activities of the financial sector has the potential to provide
significant benefits, including efficiency gains, cost reductions, improved data management and transparency. At the
same time, it entails risks in fields such as financial stability, financial crime and consumer protection. These risks may
further increase due to the fragmented regulatory landscape in the EU, and uneven global developments in regulating
the sector. There is therefore a need for the EU to create a comprehensive and stable regulatory framework in this
area. Parliament is expected to debate a legislative-initiative report with recommendations to the European
Commission to act in this area during its October I plenary session.

Na kratko DE, EN, ES, FR, IT, PL

EU cyber sanctions: Moving beyond words
Vrsta publikacije Na kratko

Datum 25-09-2020
Avtor LATICI Tania

Politično področje Globalno upravljanje | Varnost in obramba | Zunanje zadeve
Ključna beseda dezinformacija | EVROPSKA UNIJA | graditev Evrope | industrijska špijonaža | informacijska tehnologija in obdelava

podatkov | informacijsko vojskovanje | IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | mednarodna varnost |
MEDNARODNI ODNOSI | obramba | omejevalni ukrep EU | POLITIKA | politika in javna varnost | politična propaganda
| PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | tehnologija in tehnični predpisi | varovanje tajnosti podatkov |
vohunjenje | zlonamerna programska oprema

Povzetek The EU recognises that cybersecurity and cyber-defence are critical for its prosperity, security and global ambitions.
Offensive cyber-attacks by malicious actors show no sign of slowing down (not even during the coronavirus pandemic)
and thus require concrete dissuasive measures. In July 2020, the EU Member States decided for the first time to use
the 'teeth' rooted in the EU cyber-diplomacy framework and to 'bite cyber perpetrators back' by placing sanctions on
them. This precedent has helped reinforce the EU's cyber policy action.
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Foreign interference in democracies: Understanding the threat, and evolving responses
Vrsta publikacije Briefing

Datum 22-09-2020
Avtor BENTZEN Naja

Politično področje Zunanje zadeve
Ključna beseda Amerika | Avstralija | avtoritarni režim | Azija in Oceanija | demokracija | dezinformacija | ekonomska geografija |

Evropa | EVROPSKA UNIJA | GEOGRAFIJA | graditev Evrope | informacije in obdelava informacij | informacijska
tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | Kanada | Kitajska | komunikacije |
omejevalni ukrep EU | POLITIKA | politična geografija | politični okvir | Rusija | varovanje tajnosti podatkov | varstvo
podatkov | volilna propaganda | volilni postopek in glasovanje | Združene države

Povzetek Across the world, democratic societies, institutions, processes and values are under increasing external and internal
attack. The coronavirus crisis has, meanwhile, exacerbated the systemic struggle between democracy and
authoritarianism, prompting authoritarian state and non-state actors to deploy a broad range of overt and covert
instruments in their bid to destabilise their democratic counterparts. Against this backdrop, and following a string of
examples of hostile meddling by authoritarian actors to undermine democratic governing processes in countries such
as Ukraine, the United Kingdom, the United States (US), Canada and Australia, the focus on foreign interference
continues to sharpen. Among the EU's institutions, the European Parliament − arguably the flagship of European
democracy − is pushing the policy response to foreign interference to the top of the political agenda. Among other
initiatives and actions, in October 2019 it passed a resolution on countering foreign interference and has set up a
special committee on foreign interference, whose constituent meeting is scheduled to take place in September 2020.

Briefing EN

Digital sovereignty for Europe
Vrsta publikacije Briefing

Datum 02-07-2020
Avtor MADIEGA Tambiama André

Politično področje Območje svobode, varnosti in pravice | Pogodbeno pravo, gospodarsko pravo in pravo gospodarskih družb | Pravo
intelektualne lastnine

Ključna beseda digitalna tehnologija | enotni digitalni trg | EVROPSKA UNIJA | graditev Evrope | informacije in obdelava informacij |
informacijska tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | osebni podatki |
PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | tehnologija in tehnični predpisi | tehnološka sprememba |
varovanje tajnosti podatkov | varstvo podatkov

Povzetek There is growing concern that the citizens, businesses and Member States of the European Union (EU) are gradually
losing control over their data, over their capacity for innovation, and over their ability to shape and enforce legislation in
the digital environment. Against this background, support has been growing for a new policy approach designed to
enhance Europe's strategic autonomy in the digital field. This would require the Union to update and adapt a number of
its current legal, regulatory and financial instruments, and to promote more actively European values and principles in
areas such as data protection, cybersecurity and ethically designed artificial intelligence (AI). This paper explains the
context of the emerging quest for 'digital sovereignty', which the coronavirus pandemic now seems to have
accelerated, and provides an overview of the measures currently being discussed and/or proposed to enhance
European autonomy in the digital field.

Briefing EN

Outcome of EU-China video-summit of 22 June 2020
Vrsta publikacije Na kratko

Datum 30-06-2020
Avtor ANGHEL Suzana Elena

Politično področje Zunanje zadeve
Ključna beseda Azija in Oceanija | dezinformacija | DRUŽBENA IN SOCIALNA VPRAŠANJA | ekonomska geografija | epidemija |

GEOGRAFIJA | Hongkong | informacijska tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE |
Kitajska | komunikacije | koronavirusna bolezen | mednarodna trgovina | mednarodna trgovina | mednarodne zadeve |
MEDNARODNI ODNOSI | obremenitve okolja | OKOLJE | pravice in svoboščine | PRAVO | sprememba podnebja |
srečanje na vrhu | telekonferenca | TRGOVINA | varovanje tajnosti podatkov | zdravstvo | človekove pravice

Povzetek On 22 June 2020, the EU and China held their 22nd summit by videoconference. It was the occasion for the EU and
Chinese leadership to touch upon a wide range of dimensions of the both strategic and challenging bilateral
relationship. Topics included trade, climate change, international peace and security, Hong Kong and human rights as
well as the response to the coronavirus outbreak. Yet, no joint statement was adopted as further progress would
require ‘reciprocity and trust’. China is for the EU both a partner committed to multilateralism, on which it nevertheless
pursues in its own path, and a competitor, using assertively different economic and trade tools such as state subsidies
or foreign direct investments to gain market share.
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The impact of the General Data Protection Regulation (GDPR) on artificial intelligence
Vrsta publikacije Študija

Datum 25-06-2020
Zunanji avtor DG, EPRS_The study was led by Professor Giovanni Sartor, European University Institute of Florence, at the request

of the Panel for the Future of Science and Technology (STOA) and managed by the Scientific Foresight Unit, within the
Directorate-General for Parliamentary Research Services (EPRS) of the Secretariat of the European Parliament. It was
co-authored by Professor Sartor and Dr Francesca Lagioia, European University Institute of Florence, working under
his supervision.

Politično področje Dolgoročno načrtovanje | Ocena zakonodaje in politik v praksi | Pravo EU: pravni sistem in akti | Raziskovalna politika |
Sprejemanje zakonodaje s strani Evropskega parlamenta in Sveta

Ključna beseda EVROPSKA UNIJA | informacije in obdelava informacij | informacijska tehnologija in obdelava podatkov |
IZOBRAŽEVANJE IN KOMUNIKACIJE | osebni podatki | pravo Evropske unije | umetna inteligenca | uredba (EU) |
varovanje tajnosti podatkov | varstvo podatkov

Povzetek This study addresses the relation between the EU General Data Protection Regulation (GDPR) and artificial
intelligence (AI). It considers challenges and opportunities for individuals and society, and the ways in which risks can
be countered and opportunities enabled through law and technology. The study discusses the tensions and proximities
between AI and data protection principles, such as in particular purpose limitation and data minimisation. It makes a
thorough analysis of automated decision-making, considering the extent to which it is admissible, the safeguard
measures to be adopted, and whether data subjects have a right to individual explanations. The study then considers
the extent to which the GDPR provides for a preventive risk-based approach, focused on data protection by design and
by default.

Študija EN

Priloga 1 EN

Foreign policy consequences of coronavirus
Vrsta publikacije Na kratko

Datum 11-06-2020
Avtor LAZAROU Eleni

Politično področje koronavirus | Zunanje zadeve
Ključna beseda Amerika | Azija in Oceanija | demokracija | dezinformacija | DRUŽBENA IN SOCIALNA VPRAŠANJA | družboslovne

vede | ekonomska geografija | enakost spolov | epidemija | EVROPSKA UNIJA | GEOGRAFIJA | geopolitika | graditev
Evrope | informacijska tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | Kitajska |
komunikacije | koronavirusna bolezen | mednarodne zadeve | MEDNARODNI ODNOSI | POLITIKA | politična
geografija | politični okvir | pravice in svoboščine | PRAVO | skupna zunanja in varnostna politika | varovanje tajnosti
podatkov | večstranski odnosi | zdravstvo | Združene države | ZNANOST | človekove pravice

Povzetek The Covid-19 crisis has had economic, social, political and geopolitical consequences that will inevitably affect key
aspects of EU foreign policy. These include relations with major powers, as well as several aspects of humanitarian
aid, development and peacekeeping, and the fight against disinformation and cyber-attacks. It has also accentuated
the debate about the future of multilateralism, a primary concern of EU foreign policy. Parliament is due to hear a
statement on the issue from the High Representative during the June plenary session.

Na kratko DE, EN, ES, FR, IT, PL

Understanding the EU's approach to cyber diplomacy and cyber defence
Vrsta publikacije Briefing

Datum 28-05-2020
Avtor LATICI Tania

Politično področje Globalno upravljanje | Varnost in obramba | Zunanje zadeve
Ključna beseda digitalna tehnologija | EVROPSKA UNIJA | graditev Evrope | informacijska tehnologija | informacijska tehnologija in

obdelava podatkov | informacijsko vojskovanje | IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | mednarodna
varnost | MEDNARODNI ODNOSI | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | strategija EU | tehnologija
in tehnični predpisi | varovanje tajnosti podatkov

Povzetek Despite its expertise in cyber public awareness campaigns, research and development, and educational programmes,
the EU is still subject to constant cyber attacks. The EU's response to a sophisticated cyber threat spectrum is
comprehensive, but perhaps the most European aspect of its toolbox is cyber diplomacy. Cyber diplomacy aims to
secure multilateral agreements on cyber norms, responsible state and non-state behaviour in cyberspace, and
effective global digital governance. The goal is to create an open, free, stable and secure cyberspace anchored in
international law through alliances between like-minded countries, organisations, the private sector, civil society and
experts. Cyber diplomacy coexists with its sister strands of cyber defence, cyber deterrence and cybersecurity.
Offensive cyber actors are growing in diversity, sophistication and number. Disruptive technologies powered by
machine-learning and artificial intelligence pose both risks and opportunities for cyber defences: while attacks are likely
to increase in complexity and make attribution ever more problematic, responses and defences will equally become
more robust. Burning issues demanding the international community's attention include an emerging digital arms race
and the need to regulate dual-use export control regimes and clarify the rules of engagement in cyber warfare.
Multilateral cyber initiatives are abundant, but they are developing simultaneously with a growing push for sovereignty
in the digital realm. The race for cyber superiority, if left unchecked, could develop into a greater security paradox. The
EU's cyber diplomacy toolbox and its bi- and multilateral engagements are already contributing to a safer and more
principled cyberspace. Its effectiveness however hinges on genuine European and global cooperation for the common
cyber good. Ultimately, the EU's ambition to become more capable, by becoming 'strategically autonomous' or
'technologically sovereign', also rests on credible cyber defence and diplomacy.
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Potentially negative effects of internet use
Vrsta publikacije Poglobljena analiza

Datum 13-05-2020
Avtor QUAGLIO Gianluca

Politično področje Dolgoročno načrtovanje | Izobraževanje | Javno zdravje | Kultura | Socialna politika | Varstvo potrošnikov
Ključna beseda DRUŽBENA IN SOCIALNA VPRAŠANJA | družbene in socialne zadeve | ekonomske analize | enotni digitalni trg |

EVROPSKA UNIJA | GOSPODARSTVO | graditev Evrope | informacije in obdelava informacij | informacijska
tehnologija in obdelava podatkov | internet | IZOBRAŽEVANJE IN KOMUNIKACIJE | javno zdravje | komunikacije |
medčloveški odnosi | osebnostni razvoj | ozaveščanje javnosti | POLITIKA | politika in javna varnost | računalniška
pismenost | socialno vedenje | učinek informacijske tehnologije | varovanje tajnosti podatkov | zasvojenost z igrami |
zdravstvo | študija učinkov

Povzetek It is increasingly recognised that the internet, in spite of all its benefits to society, can also be correlated with significant
harms to individuals and society. Some of these harms have been studied extensively, particularly harms to privacy,
harms associated with security and cybercrime, and harms resulting from digital divides. This report covers less
studied but equally important harms: harms associated with internet use that concern the health, well-being a
functioning of individuals, and the impact on social structures and institutions. The ultimate aim of the study is to
develop concrete policy options to be considered by the EU Institutions and Member States, to mitigate negative
effects of the internet for European citizens.
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Crypto-assets - Key developments, regulatory concerns and responses
Vrsta publikacije Študija

Datum 07-04-2020
Zunanji avtor Prof. Dr. Robby HOUBEN and Alexander SNYERS

Politično področje Finančna in bančna vprašanja | Ocena zakonodaje in politik v praksi
Ključna beseda centralna banka | denarno poslovanje | dokumentacija | EVROPSKA UNIJA | FINANCE | financiranje in naložbe |

financiranje terorizma  | informacijska tehnologija in obdelava podatkov | institucije EU in evropska javna uprava |
IZOBRAŽEVANJE IN KOMUNIKACIJE | izvršilna oblast in javna uprava | naložba | odbor EP | POLITIKA | politika in
javna varnost | pranje denarja | prost pretok kapitala | raziskovalno poročilo | regulativna politika | varovanje tajnosti
podatkov | virtualna valuta

Povzetek This study, prepared by Policy Department A, sets out recent developments regarding crypto-assets. These relate
mainly to the continuing use of crypto-assets for money laundering and terrorist financing, the massive growth of
private “tokens” used to raise funds, and to the emergence of stablecoins and central bank digital currencies. The
study, furthermore, addresses key regulatory concerns, taking into account these recent developments, and suggests
regulatory responses.

Študija EN

From Climate Change to Cyber-attacks: Incipient Financial Stability Risks for the Euro Area
Vrsta publikacije Poglobljena analiza

Datum 15-01-2020
Zunanji avtor Zsolt DARVAS, Marta DOMÍNGUEZ-JIMÉNEZ and Guntram B. WOLFF

Politično področje Ekonomske in monetarne zadeve
Ključna beseda civilno pravo | denarni odnosi | DRUŽBENA IN SOCIALNA VPRAŠANJA | euroobmočje | Evropska centralna banka |

EVROPSKA UNIJA | FINANCE | finančna stabilnost | finančno tveganje | gradnja in urbanizem | hipoteka |
informacijska tehnologija in obdelava podatkov | informacijsko vojskovanje | institucije EU in evropska javna uprava |
IZOBRAŽEVANJE IN KOMUNIKACIJE | kreditne in finančne institucije | mednarodna varnost | MEDNARODNI
ODNOSI | nepremičninski trg | obremenitve okolja | obresti | OKOLJE | PRAVO | prost pretok kapitala | sprememba
podnebja | varovanje tajnosti podatkov

Povzetek The November 2019 European Central Bank Financial Stability Review is a very comprehensive report, covering the
key risks to financial stability in the euro area. We summarise the report’s main conclusions and complement them with
our analysis of housing markets, market interest rate expectations and safe assets, from a financial stability
perspective. We emphasise financial stability risks related to climate change and cybersecurity. We compare housing
market vulnerabilities and the implementation of macroprudential policies in euro area countries.
This document was provided by Policy Department A at the request of the Committee on Economic and Monetary
Affairs.
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Commitments made at the hearing of Thierry BRETON, Commissioner-designate - Internal Market
Vrsta publikacije Briefing

Datum 22-11-2019
Avtor GOUARDERES Frederic | MACIEJEWSKI Mariusz

Politično področje Industrija | Javno zdravje
Ključna beseda delo parlamenta | elektronsko poslovanje | EVROPSKA UNIJA | evropski komisar | Evropski parlament | imenovanje

članov | INDUSTRIJA | industrijska politika EU | informacije in obdelava informacij | informacijska tehnologija in
obdelava podatkov | institucije EU in evropska javna uprava | IZOBRAŽEVANJE IN KOMUNIKACIJE | javno zaslišanje
| klasifikacija podjetij | mala in srednje velika podjetja | MEDNARODNI ODNOSI | oborožitvena industrija | obramba |
organiziranost industrije in industrijska politika | parlament | POLITIKA | POSLOVANJE IN KONKURENCA |
PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | raziskave in intelektualna lastnina | TRGOVINA | trženje |
umetna inteligenca | ustno vprašanje | varovanje tajnosti podatkov | vesoljska politika

Povzetek The commissioner-designate, Thierry Breton, appeared before the European Parliament on 14 November 2019 to
answer questions put by MEPs from the Committees on Industry, research and energy and Internal market and
consumer protection. During the hearing, he made a number of commitments which are highlighted in this document.
These commitments refer to his portfolio, as described in the mission letter sent to him by Ursula von der Leyen,
President-elect of the European Commission, including:
- The digital economy and society;
- A future-ready European industry and single market; and
- Defence industry and space.

Briefing EN

Cybersecurity of critical energy infrastructure
Vrsta publikacije Briefing

Datum 25-10-2019
Avtor ERBACH Gregor

Politično področje Energija | Varnost in obramba
Ključna beseda distribucija energije | DRUŽBENA IN SOCIALNA VPRAŠANJA | ENERGETIKA | energetska politika | evropska varnost

| gradnja in urbanizem | informacijska tehnologija in obdelava podatkov | informacijsko vojskovanje | IZOBRAŽEVANJE
IN KOMUNIKACIJE | mednarodna varnost | MEDNARODNI ODNOSI | oskrba z električno energijo | oskrba z energijo |
POLITIKA | politika in javna varnost | trgovina | TRGOVINA | varnost kritične infrastrukture | varovanje tajnosti
podatkov | zanesljivost oskrbe

Povzetek The European Union (EU) has a high level of energy security, enabled by oil and gas reserve stocks, and one of the
most reliable electricity grids in the world. However, a number of established and emerging trends pose new
challenges to the security of energy supply, notably in the electricity sector. The production, distribution and use of
energy is becoming increasingly digitalised and automated, a trend which will further increase with the transformation
towards a distributed carbon-neutral energy system and the growth of the 'internet of things', which means that more
and more networked devices will be connected to the electricity grid. This provides increased opportunities for
malicious actors to carry out attacks on the energy system, notably cyber-attacks, possibly in combination with physical
damage and social engineering. It also increases the risk of inadvertent disruption. Hackers are becoming increasingly
capable, and are already probing and exploiting vulnerabilities in the energy system, as a number of incidents outside
the EU have demonstrated.

Briefing EN

Hearings of the Commissioners-designate: Sylvie Goulard - Internal Market
Vrsta publikacije Briefing

Datum 26-09-2019
Avtor KARAKAS Cemal

Politično področje Demokracija EU, institucionalno in parlamentarno pravo | Notranji trg in carinska unija | Sprejemanje zakonodaje s
strani Evropskega parlamenta in Sveta | Varstvo potrošnikov

Ključna beseda delo parlamenta | dokumentacija | enotni trg | EVROPSKA UNIJA | evropski komisar | graditev Evrope | imenovanje
članov | INDUSTRIJA | industrijska politika EU | informacijska tehnologija in obdelava podatkov | institucije EU in
evropska javna uprava | IZOBRAŽEVANJE IN KOMUNIKACIJE | kandidat | odbor EP | organiziranost industrije in
industrijska politika | parlamentarni postopek | POLITIKA | postopek odobritve | pravo Evropske unije | priprava
povzetka | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | razširjanje informacij EU | tehnologija in tehnični
predpisi | tehnološka sprememba | varovanje tajnosti podatkov | volilni postopek in glasovanje

Povzetek This briefing is one in a set looking at the Commissioners-designate and their portfolios as put forward by Commission
President-elect Ursula von der Leyen. Each candidate faces a three-hour public hearing, organised by one or more
parliamentary committees. After that process, those committees will judge the candidates' suitability for the role based
on 'their general competence, European commitment and personal independence', as well as their 'knowledge of their
prospective portfolio and their communication skills'. At the end of the hearings process, Parliament votes on the
proposed Commission as a bloc, and under the Treaties may only reject the entire College of Commissioners, rather
than individual candidates. The Briefing provides an overview of key issues in the portfolio areas, as well as
Parliament's activity in the last term in that field. It also includes a brief introduction to the candidate.
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What if Libra disrupted the financial system?
Vrsta publikacije Na kratko

Datum 13-09-2019
Avtor KRITIKOS Michail | VAN WOENSEL Lieve

Politično področje Dolgoročno načrtovanje | Ekonomske in monetarne zadeve | Finančna in bančna vprašanja | Mednarodna trgovina |
Raziskovalna politika | Varstvo potrošnikov

Ključna beseda borzni posrednik | denarno poslovanje | dokumentacija | družbeni mediji | elektronski denar | elektronsko poslovanje |
FINANCE | finančna tehnologija | finančne storitve | informacijska tehnologija in obdelava podatkov |
IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | kreditne in finančne institucije | poročilo | potrošnja | pravice in
svoboščine | PRAVO | predpisi o obdelavi podatkov | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE |
tehnologija in tehnični predpisi | TRGOVINA | trgovinsko poslovanje | trženje | varovanje tajnosti podatkov | varstvo
potrošnikov | varstvo zasebnosti | virtualna valuta

Povzetek Facebook’s envisaged cryptocurrency project Libra may enable a way of more connected, digital banking. However, it
also triggered a debate around the added value of cryptocurrencies. What would change for banks, businesses and
consumers with the new digital currency?
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Cyber: How big is the threat?
Vrsta publikacije Na kratko

Datum 09-07-2019
Avtor LATICI Tania

Politično področje Varnost in obramba | Zunanje zadeve
Ključna beseda Agencija Evropske unije za kibernetsko varnost | EVROPSKA UNIJA | informacije in obdelava informacij |

informacijska tehnologija | informacijska tehnologija in obdelava podatkov | informacijsko omrežje | informacijsko
vojskovanje | institucije EU in evropska javna uprava | IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije |
mednarodna varnost | MEDNARODNI ODNOSI | varovanje tajnosti podatkov

Povzetek The internet has transformed the world into a global village transcending physical borders and palpable distances.
Often described as 'fog' or a 'globalised network of networks', cyberspace is extremely complex, accessible to
everyone and difficult to pinpoint. While thanks to these characteristics cyberspace has opened countless social,
economic and political opportunities, it has also become a source of disruption, conflict and geopolitical rivalries. The
European Union has recognised that cyber-security and cyber-defence are critical for both its prosperity and security,
and is emerging as an increasingly capable cyber player.
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EU policies – Delivering for citizens: The fight against terrorism
Vrsta publikacije Briefing

Datum 28-06-2019
Avtor IMMENKAMP Beatrix | SGUEO Gianluca | VORONOVA Sofija

Politično področje Območje svobode, varnosti in pravice | Varnost in obramba
Ključna beseda boj proti kriminalu | dokumentacija | DRUŽBENA IN SOCIALNA VPRAŠANJA | družbene in socialne zadeve |

Evropska agencija za operativno upravljanje obsežnih informacijskih sistemov s področja svobode, varnosti in pravice |
EVROPSKA UNIJA | graditev Evrope | informacijska tehnologija in obdelava podatkov | institucije EU in evropska
javna uprava | IZOBRAŽEVANJE IN KOMUNIKACIJE | kazensko pravo | MEDNARODNI ODNOSI | obramba |
POLITIKA | politika in javna varnost | politika sodelovanja | pomoč žrtvam | pravice in svoboščine | PRAVO | pravo
Evropske unije | pristojnost držav članic | radikalizacija | razširjanje informacij | skupna zunanja in varnostna politika |
strelno orožje in strelivo | temeljne pravice | terorizem | varovanje tajnosti podatkov | čezmejno sodelovanje

Povzetek Faced with a growing international terrorist threat, the European Union (EU) is playing an ever more ambitious role in
counter-terrorism. Even though primary responsibility for combating crime and ensuring security lies with the Member
States, the EU provides cooperation, coordination and (to some extent) harmonisation tools, as well as financial
support, to address this borderless phenomenon. Moreover, the assumption that there is a connection between
development and stability, as well as between internal and external security, has come to shape EU action beyond its
own borders. EU spending in the area of counter-terrorism has increased over the years and is set to grow in the
future, to allow for better cooperation between national law enforcement authorities and enhanced support by the EU
bodies in charge of security, such as Europol and eu-LISA. Financing for cooperation with third countries has also
increased, including through the Instrument contributing to Stability and Peace. The many new rules and instruments
that have been adopted since 2014 range from harmonising definitions of terrorist offences and sanctions, and sharing
information and data, to protecting borders, countering terrorist financing, and regulating firearms. To evaluate the
efficiency of the existing tools and identify gaps and possible ways forward, the European Parliament set up a Special
Committee on Terrorism (TERR), which delivered its report in November 2018. TERR made extensive
recommendations for immediate or longer term actions aiming to prevent terrorism, combat its root causes, protect EU
citizens and assist victims in the best possible way. In line with these recommendations, future EU counterterrorism
action will most probably focus on addressing existing and new threats, countering radicalisation – including by
preventing the spread of terrorist propaganda online – and enhancing the resilience of critical infrastructure.
Foreseeable developments also include increased information sharing, with planned interoperability between EU
security- and border-related databases, as well as investigation and prosecution of terrorist crimes at EU level, through
the proposed extension of the mandate of the recently established European Public Prosecutor's Office. This is an
update of an earlier briefing issued in advance of the 2019 European elections.
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5G in the EU and Chinese telecoms suppliers
Vrsta publikacije Na kratko

Datum 08-04-2019
Avtor GRIEGER Gisela

Politično področje Industrija | Raziskovalna politika | Zunanje zadeve
Ključna beseda avtoritarni režim | Azija in Oceanija | ekonomska geografija | GEOGRAFIJA | industrijska špijonaža | informacijska

tehnologija in obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | javno naročanje | kazensko pravo |
Kitajska | komunikacije | MEDNARODNI ODNOSI | obramba | ogrožanje državne varnosti | POLITIKA | politični okvir |
pravice in svoboščine | PRAVO | prenos tehnologije | prenosno omrežje | PROIZVODNJA, TEHNOLOGIJA IN
RAZISKOVANJE | tehnologija in tehnični predpisi | TRGOVINA | trgovinska politika | varovanje tajnosti podatkov |
vohunjenje | zaščita komunikacij

Povzetek The spectrum auctions of fifth-generation (5G) mobile telecoms networks planned in 17 EU Member States for 2019 or
2020 have sparked a highly politicised debate in the EU about whether the use of Chinese 5G equipment in critical EU
infrastructure poses a threat to security. While Australia, Japan, and New Zealand have followed the United States
(US) in imposing a (partial) ban on Chinese telecom vendors, EU Member States appear to privilege EU-coordinated
national risk-mitigating measures over a ban.

Na kratko EN

Plenary round-up – Strasbourg, March I 2019
Vrsta publikacije Na kratko

Datum 15-03-2019
Avtor FERGUSON CLARE | SOCHACKA KATARZYNA

Politično področje Demokracija EU, institucionalno in parlamentarno pravo
Ključna beseda Afganistan | Azija in Oceanija | delo parlamenta | denarni odnosi | DRUŽBENA IN SOCIALNA VPRAŠANJA | družbene

in socialne zadeve | ekonomska geografija | Evropa | evropska državljanska pobuda | EVROPSKA UNIJA | Evropski
monetarni sklad | Evropski parlament | FINANCE | GEOGRAFIJA | graditev Evrope | informacijska tehnologija in
obdelava podatkov | institucije EU in evropska javna uprava | invalid | IZOBRAŽEVANJE IN KOMUNIKACIJE |
kazenska evidenca | kazensko pravo | konkurenca | kreditne in finančne institucije | mednarodno pravo | omejevanje
konkurence | POLITIKA | politična geografija | POSLOVANJE IN KONKURENCA | posojilo | PRAVO | Turčija |
varovanje tajnosti podatkov | vizumska politika EU | zasedanje parlamenta

Povzetek Highlights of the March I plenary session included debates on Brexit, preparation of the European Council meeting of
21-22 March 2019, and the latest debate on the Future of Europe, with Peter Pellegrini, Slovakia's Prime Minister.
Parliament also held debates on a proposed European human rights violations sanctions regime; the situation in
Venezuela and Nicaragua; opening EU-US trade negotiations; climate change; gender balance in nominations to EU
economic and monetary affairs bodies; and on the urgency to establish an EU blacklist of third countries with weak
regimes on anti-money-laundering and countering terrorist financing. Finally, Parliament adopted first-reading positions
on three further proposed funding programmes for the 2021-2027 period. A number of Brexit-preparedness measures
were also adopted.
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Artificial Intelligence ante portas: Legal & ethical reflections
Vrsta publikacije Briefing

Datum 14-03-2019
Avtor KRITIKOS Michail

Politično področje Demokracija | Demokracija EU, institucionalno in parlamentarno pravo | Dolgoročno načrtovanje | Ocena zakonodaje
in politik v praksi | Človekove pravice

Ključna beseda EVROPSKA UNIJA | informacije in obdelava informacij | informacijska tehnologija in obdelava podatkov | institucije EU
in evropska javna uprava | IZOBRAŽEVANJE IN KOMUNIKACIJE | obdelava podatkov | pravice in svoboščine |
pravna informatika | PRAVO | pravo Evropske unije | predpisi o obdelavi podatkov | preglednost odločanja | robotika |
umetna inteligenca | uredba (EU) | učinek informacijske tehnologije | varovanje tajnosti podatkov | varstvo zasebnosti |
velepodatki

Povzetek This briefing provides accessible introductions to some of the major legal, regulatory and ethical debates surrounding
the deployment and use of AI systems. It focuses on the challenges that the sui generis features of AI may pose on the
current legal framework and argues that as AI systems become more autonomous, a doctrinal paradigm swift may be
needed. Given the foreseeable pervasiveness of AI, the briefing poses the question about how this new technology
should be defined and classified in legal and ethical terms. By providing an analysis of the key legal initiatives in this
field in Europe, the briefing aims to equip the reader with the understanding they need to engage in clear-headed
reflection about AI’s legal and socio-ethical challenges, and meaningful debates about how the current EU acquis may
need to be adjusted to the new technological realities.
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ENISA and new EU Cybersecurity Act
Vrsta publikacije Na kratko

Datum 06-03-2019
Avtor NEGREIRO ACHIAGA Maria Del Mar

Politično področje Industrija | Notranji trg in carinska unija | Sprejemanje zakonodaje s strani Evropskega parlamenta in Sveta
Ključna beseda Agencija Evropske unije za kibernetsko varnost | EVROPSKA UNIJA | informacije in obdelava informacij |

informacijska tehnologija in obdelava podatkov | institucije EU in evropska javna uprava | IZOBRAŽEVANJE IN
KOMUNIKACIJE | varovanje tajnosti podatkov | varstvo podatkov

Povzetek The European Commission proposed to increase EU resilience and response to cyber-attacks via a permanent
mandate and an enhanced role for the EU Agency for Network Information Security (ENISA), the EU cybersecurity
agency. It also envisages creating the first EU cybersecurity certification framework for ICT products and services,
where ENISA will play an important role. The European Parliament's Industry, Research and Energy Committee (ITRE)
adopted its report on 10 July 2018, as well as a mandate to enter into interinstitutional negotiations. The Council
adopted its mandate on 8 June 2018. During the fifth trilogue meeting on 10 December 2018 an agreement was
reached. It is due to be voted by Parliament in plenary during March.
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Establishing a cybersecurity competence centre and a network of national coordination centres
Vrsta publikacije Briefing

Datum 19-02-2019
Avtor KONONENKO Vadim

Politično področje Industrija | Varnost in obramba | Varstvo potrošnikov
Ključna beseda Agencija Evropske unije za kibernetsko varnost | ekonomske analize | EVROPSKA UNIJA | GOSPODARSTVO |

graditev Evrope | informacije in obdelava informacij | informacijska tehnologija in obdelava podatkov | institucije EU in
evropska javna uprava | IZOBRAŽEVANJE IN KOMUNIKACIJE | izvajalska agencija | MEDNARODNI ODNOSI |
politika sodelovanja | pravo Evropske unije | predlog (EU) | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE |
računalniška kriminaliteta | strategija EU | tehnologija | tehnologija in tehnični predpisi | varovanje tajnosti podatkov |
varstvo podatkov | čezmejno sodelovanje | študija učinkov

Povzetek The Commission describes logically the significance of cyberdefence and the potential for improvement in this field for
the EU. However, the impact assessment accompanying the proposal does not appear to have fully followed the
requirements of the better regulation guidelines particularly as no open public consultation was conducted. The impact
assessment presents a limited range of options as a result of a number of parameters that were pre-set from the outset
and which could have constrained the scope of the impact assessment.
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Fintech (financial technology) and the European Union: State of play and outlook
Vrsta publikacije Briefing

Datum 12-02-2019
Avtor KARAKAS Cemal | STAMEGNA CARLA

Politično področje Finančna in bančna vprašanja
Ključna beseda denarno poslovanje | dokumentacija | elektronsko bančništvo | EVROPSKA UNIJA | FINANCE | finančna institucija |

finančna zakonodaja | finančne storitve | informacije in obdelava informacij | informacijska tehnologija | informacijska
tehnologija in obdelava podatkov | inovacija | institucije EU in evropska javna uprava | IZOBRAŽEVANJE IN
KOMUNIKACIJE | komunikacije | kreditne in finančne institucije | potrošnja | priprava povzetka | PROIZVODNJA,
TEHNOLOGIJA IN RAZISKOVANJE | prost pretok kapitala | raziskave in intelektualna lastnina | razširjanje informacij
EU | TRGOVINA | varovanje tajnosti podatkov | varstvo podatkov | varstvo potrošnikov | virtualna valuta

Povzetek The financial technology (fintech) sector encompasses firms that use technology-based systems either to provide
financial services and products directly, or to make the financial system more efficient. Fintech is a rapidly growing
sector: in the first half of 2018, investment in fintech companies in Europe alone reached US$26 billion. The fintech
sector brings rewards including innovation and job creation, but also challenges, such as data and consumer
protection issues, and the risk of exacerbating financial volatility or cybercrime. To tackle these multi-disciplinary
challenges, policy- and lawmakers in the European Union (EU) have adopted and announced several initiatives, for
instance on intra-EU payment services, data protection, crowdfunding and regulatory sandboxes. This briefing outlines
current and upcoming fintech-related laws at EU level. It follows on from a March 2017 EPRS briefing that focused,
inter alia, on the evolution, scope and economic prospects of fintech.
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Situation of fundamental rights in the EU in 2017
Vrsta publikacije Na kratko

Datum 10-01-2019
Avtor PRPIC Martina | SHREEVES Rosamund

Politično področje Človekove pravice
Ključna beseda boj proti diskriminaciji | civilna družba | dezinformacija | dokumentacija | DRUŽBENA IN SOCIALNA VPRAŠANJA |

družbene in socialne zadeve | GOSPODARSTVO | informacije in obdelava informacij | informacijska tehnologija in
obdelava podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | nacionalni računi | neodvisnost sodstva |
organizacija pravnega sistema | POLITIKA | politika in javna varnost | poročilo | pravice in svoboščine | PRAVO |
radikalizacija | revščina | socialne pravice | temeljne pravice | varovanje tajnosti podatkov | varstvo podatkov |
človekove pravice

Povzetek 2017 was a year during which the EU saw both progress and setbacks in fundamental rights protection. For example,
while the adoption of the European Pillar of Social Rights was a further step towards more equality, setbacks were
encountered in the area of the independence of the judiciary, the work of civil society organisations and women’s
rights. The Commission, the EU Fundamental Rights Agency and the Parliament regularly monitor the situation of
fundamental rights in the EU. A LIBE committee report on the situation of fundamental rights in 2017 is scheduled for
debate in plenary during January.

Na kratko EN

Computational propaganda techniques
Vrsta publikacije Na kratko

Datum 18-10-2018
Avtor BENTZEN Naja

Politično področje Demokracija | Človekove pravice
Ključna beseda dezinformacija | digitalna tehnologija | evropske volitve | informacijska tehnologija in obdelava podatkov |

IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | POLITIKA | politika in javna varnost | politična propaganda |
PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | tehnologija in tehnični predpisi | varovanje tajnosti podatkov |
volilna propaganda | volilni postopek in glasovanje

Povzetek The techniques used by anti-democratic state and non-state actors to disrupt or influence democratic processes are
constantly evolving. The use of algorithms, automation and artificial intelligence is boosting the scope and the
efficiency of disinformation campaigns and related cyber-activities. In response, the EU is stepping up its efforts to
protect its democratic processes from manipulation ahead of the European elections in May 2019.

Na kratko EN

Multimedijske vsebine Computational propaganda techniques

Launching the Digital Europe Programme
Vrsta publikacije Briefing

Datum 08-10-2018
Avtor EISELE Katharina

Politično področje Industrija | Notranji trg in carinska unija | Območje svobode, varnosti in pravice | Raziskovalna politika
Ključna beseda digitalizacija | digitalna tehnologija | dokumentacija | ekonomske analize | enotni digitalni trg | EVROPSKA UNIJA |

GOSPODARSTVO | graditev Evrope | informacije in obdelava informacij | informacijska tehnologija in obdelava
podatkov | inovacija | IZOBRAŽEVANJE IN KOMUNIKACIJE | obdelava podatkov | pravo Evropske unije | predlog
(EU) | program EU | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | raziskave in intelektualna lastnina |
računalniška pismenost | tehnologija in tehnični predpisi | umetna inteligenca | uporaba informacijske tehnologije |
varovanje tajnosti podatkov | študija učinkov

Povzetek Despite its strong position in science, research and innovation, Europe lags behind when it comes to deploying digital
capacities and taking up advanced digital technologies. That's why the European Commission proposed a new
programme - the Digital Europe Programme - to support the deployment and optimal use of the digital capacities that
underpin innovation in areas of public interest and business. This briefing provides you with an appraisal of the quality
of the impact assessment, which accompanies the Commission's proposal.
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Virtual Currencies
Vrsta publikacije Poglobljena analiza

Datum 02-07-2018
Zunanji avtor Kiel Institute for the World Economy

Politično področje Ekonomske in monetarne zadeve | Finančna in bančna vprašanja
Ključna beseda centralna banka | denarno poslovanje | digitalizacija | digitalna tehnologija | dokumentacija | emisija denarja | FINANCE

| informacije in obdelava informacij | informacijska industrija | informacijska tehnologija in obdelava podatkov |
IZOBRAŽEVANJE IN KOMUNIKACIJE | MEDNARODNI ODNOSI | politika sodelovanja | PROIZVODNJA,
TEHNOLOGIJA IN RAZISKOVANJE | tehnologija in tehnični predpisi | tretja država | uporaba informacijske tehnologije
| varovanje tajnosti podatkov | virtualna valuta

Povzetek Following a brief discussion of the characteristics of money, we provide an overview of virtual currencies describing
relevant technological aspects and different use cases. Based on this, we derive implications for financial market
regulations and monetary policy (with a focus on the possibility of central bank digital currencies).
This document was provided by Policy Department A at the request of the Economic and Monetary Affairs Committee.
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Should central banks be concerned about virtual currencies?
Vrsta publikacije Poglobljena analiza

Datum 02-07-2018
Zunanji avtor Professor Karl Whelan

Politično področje Ekonomske in monetarne zadeve | Finančna in bančna vprašanja
Ključna beseda centralna banka | denarno poslovanje | digitalizacija | digitalna tehnologija | dokumentacija | emisija denarja | FINANCE

| informacije in obdelava informacij | informacijska industrija | informacijska tehnologija in obdelava podatkov |
IZOBRAŽEVANJE IN KOMUNIKACIJE | MEDNARODNI ODNOSI | politika sodelovanja | PROIZVODNJA,
TEHNOLOGIJA IN RAZISKOVANJE | tehnologija in tehnični predpisi | tretja država | uporaba informacijske tehnologije
| varovanje tajnosti podatkov | virtualna valuta

Povzetek Virtual currencies have generated much discussion over the past few years with some believing they are an
improvement on state-issued currencies and will end up replacing them. This paper argues this is extremely unlikely.
Cryptocurrencies such as Bitcoin do not work well as money because of security weaknesses and the volatility of their
price relative to traditional currencies. The theory that the private sector will choose to replace a state-backed currency
with privately-issued currency also has little historical backing.
This document was provided by Policy Department A at the request of the Economic and Monetary Affairs Committee.
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Virtual currencies and central banks monetary policy: challenges ahead
Vrsta publikacije Poglobljena analiza

Datum 02-07-2018
Zunanji avtor Marek Dabrowski, Lukasz Janikowski

Politično področje Ekonomske in monetarne zadeve | Finančna in bančna vprašanja
Ključna beseda denarno poslovanje | devizni tečaj | digitalizacija | digitalna tehnologija | dokumentacija | emisija denarja | FINANCE |

informacije in obdelava informacij | informacijska industrija | informacijska tehnologija in obdelava podatkov |
IZOBRAŽEVANJE IN KOMUNIKACIJE | MEDNARODNI ODNOSI | politika sodelovanja | PROIZVODNJA,
TEHNOLOGIJA IN RAZISKOVANJE | tehnologija in tehnični predpisi | tretja država | uporaba informacijske tehnologije
| varovanje tajnosti podatkov | virtualna valuta

Povzetek Virtual currencies are a contemporary form of private money. Thanks to their technological properties, their global
transaction networks are relatively safe, transparent, and fast. This gives them good prospects for further development.
However, they remain unlikely to challenge the dominant position of sovereign currencies and central banks, especially
those in major currency areas. As with other innovations, virtual currencies pose a challenge to financial regulators, in
particular because of their anonymity and trans-border character.
This document was provided by Policy Department A at the request of the Economic and Monetary Affairs Committee.
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EU-Japan cooperation on global and regional security - a litmus test for the EU's role as a global player?
Vrsta publikacije Poglobljena analiza

Datum 11-06-2018
Avtor LEGRAND Jérôme

Politično področje Varnost in obramba | Zunanje zadeve
Ključna beseda Azija in Oceanija | družboslovne vede | ekonomska geografija | Evropa | EVROPSKA UNIJA | GEOGRAFIJA |

geopolitika | graditev Evrope | informacijska tehnologija in obdelava podatkov | informacijsko vojskovanje |
IZOBRAŽEVANJE IN KOMUNIKACIJE | Japonska | Kitajska | mednarodna varnost | mednarodna vloga EU |
MEDNARODNI ODNOSI | neširjenje jedrskega orožja | obramba | obrambna politika | ozemeljski spor | POLITIKA |
politika in javna varnost | politika sodelovanja | politična geografija | regionalna varnost | Rusija | Severna Koreja |
skupna zunanja in varnostna politika | terorizem | varovanje tajnosti podatkov | vojaško sodelovanje | ZNANOST |
zunanja politika

Povzetek Within their partnership, the EU and Japan recognise each other as being essentially civilian (or ‘soft’) powers that
share the same values and act in the international arena solely with diplomatic means. However, the evolution of the
threats they face and the unpredictability now shown by their strategic ally, the US, have led both the EU and Japan to
reconsider the option of ‘soft power-only’ for ensuring their security. They have both begun the — albeit long —process
of seeking greater strategic autonomy. The EU’s Global Strategy adopted in 2016 aims clearly to ‘develop a more
politically rounded approach to Asia, seeking to make greater practical contributions to Asian security’.
Like the EU, Japan has identified ‘a multipolar age’ in which the rules-based international order that has allowed it to
prosper is increasingly threatened. In line with its security-related reforms, Japan has decided to ‘take greater
responsibilities and roles than before in order to maintain the existing international order’ and resolve a number of
global issues. The EU and Japan may increase their cooperation at the global and strategic level and in tackling these
challenges at the regional or local level. The Strategic Partnership Agreement (SPA) between the EU and Japan will
provide opportunities for such cooperation, which should also be open to others. This is an opportunity for the EU to
demonstrate that it is a consistent and reliable partner, and a true ‘global player’. The Council Conclusions of 28 May
2018 on ‘Enhanced security cooperation in and with Asia’ are a step in this direction but need to be translated into
action.
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EYE event - Cyber-attacks: Not just a phantom menace
Vrsta publikacije Na kratko

Datum 16-05-2018
Avtor BENTZEN Naja | VORONOVA Sofija

Politično področje Območje svobode, varnosti in pravice | Varnost in obramba
Ključna beseda EVROPSKA UNIJA | graditev Evrope | informacijska tehnologija | informacijska tehnologija in obdelava podatkov |

informacijsko vojskovanje | IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | mednarodna varnost |
MEDNARODNI ODNOSI | strategija EU | varovanje tajnosti podatkov

Povzetek Some 96 % of young people (and 70 % of citizens) in Europe use the internet every day. The young communicate,
play, shop, learn and work online. While offering a galaxy of opportunities, the digital environment also has a dark side.
Cybercrime knows no borders and cyber-attacks can take on various forms, targeting all kinds of things, ranging from
our devices and wallets, to our way of life. How can we make our digital society more resilient and our cybersecurity
stronger? How does the EU help us reinforce our cyber-preparedness and response?

Na kratko EN

Prospects for e-democracy in Europe
Vrsta publikacije Študija

Datum 02-02-2018
Zunanji avtor EPRS, DG

Politično področje Demokracija | Demokracija EU, institucionalno in parlamentarno pravo | Dolgoročno načrtovanje | Evropska dodana
vrednost | Javno mednarodno pravo | Ocena zakonodaje in politik v praksi | Pravo EU: pravni sistem in akti | Prenos in
izvajanje zakonodaje

Ključna beseda delo parlamenta | digitalna tehnologija | elektronska uprava | elektronsko glasovanje | informacijska tehnologija |
informacijska tehnologija in obdelava podatkov | inovacija | internet | IZOBRAŽEVANJE IN KOMUNIKACIJE | izvršilna
oblast in javna uprava | komunikacije | nova tehnologija | okvirni program za raziskave in razvoj | participativna
demokracija | POLITIKA | politični okvir | preglednost uprave | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE |
raziskave in intelektualna lastnina | tehnologija in tehnični predpisi | varovanje tajnosti podatkov | vladanje | širjenje
inovacij

Povzetek Digital tools could create stronger connections between European citizens and the EU decision-making process and,
by doing so, might contribute to reducing the EU democratic deficit. This report investigates what lessons can be
drawn from local, national and European experiences of the use of digital tools for the functioning of EU decision-
making procedures and institutions. For that purpose, a review of current literature on e-democracy and the European
public sphere has been carried out; 22 local, national and EU experiences with existing digital tools have been
investigated and evaluated; and an analysis has been made of the suitability of the most promising digital tools for
implementation and use at EU level. The most important factors for successful e-participation identified in the report
are: a close and clear link between e-participation processes and a concrete formal decision-making process; the
participatory process and the contribution of its outputs to the overall decision-making process have to be clear to
participants from the start; feedback to the participants about what has been done with their contributions is an
indispensable feature of the process; a participative process should not be limited to one event but should be
imbedded in an institutional 'culture of participation'; e-participation must be accompanied by an effective mobilisation
and engagement strategy, involving communication instruments tailored for different target groups.
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Perspectives on transatlantic cooperation: Transatlantic cyber-insecurity and cybercrime - Economic
impact and future prospects

Vrsta publikacije Študija
Datum 07-12-2017

Zunanji avtor Benjamin C. Dean, Iconoclast Tech
Foreword by Patryk Pawlak, formerly of EPRS, now of EU Institute for Security Studies
Administrator responsible: Elena Lazarou, Members' Research Service, EPRS

Politično področje Varnost in obramba | Zunanje zadeve
Ključna beseda EVROPSKA UNIJA | graditev Evrope | informacije in obdelava informacij | informacijska tehnologija in obdelava

podatkov | IZOBRAŽEVANJE IN KOMUNIKACIJE | javna varnost | kazensko pravo | kibernetika | meddržavno
sodelovanje (EU) | mednarodne zadeve | MEDNARODNI ODNOSI | naravoslovne in uporabne vede | ogrožanje
državne varnosti | POLITIKA | politika in javna varnost | PRAVO | razkritje informacij | računalniška kriminaliteta |
varovanje tajnosti podatkov | ZNANOST | čezatlantski odnosi

Povzetek Over the past two decades, an ‘open’ internet and the spread of digital technologies have brought great economic
benefits on both sides of the Atlantic. At the same time, the spread of insecure digital technologies has also enabled
costly new forms of crime, and created systemic risks to transatlantic and national critical infrastructure, threatening
economic growth and development. The transnational nature of these phenomena make it very difficult for effective
policy solutions to be implemented unilaterally by any one jurisdiction. Cooperation between stakeholders in both the
EU and US is required in the development and implementation of policies to increase the security of digital
technologies and increase societal resilience to the cybersecurity risks associated with critical infrastructure. Although
there is a great deal of congruence between the stated policy goals in both the EU and US, obstacles to effective
cooperation impede effective transatlantic policy development and implementation in some areas. This study examines
the scale of economic and societal benefits, costs, and losses associated with digital technologies. It provides an
overview of the key cybercrime, cybersecurity and cyber-resilience issues that policy-makers on either side of the
Atlantic could work together on, and explains where effective cooperation is sometimes impeded.
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Digitising European industry
Vrsta publikacije Na kratko

Datum 24-05-2017
Avtor SZCZEPANSKI Marcin

Politično področje Industrija
Ključna beseda digitalna tehnologija | EVROPSKA UNIJA | Evropski sklad za strateške naložbe | finance EU | INDUSTRIJA |

industrijska politika EU | informacije in obdelava informacij | informacijska tehnologija in obdelava podatkov | internet
stvari | IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | konkurenčnost | organizacija poslovanja |
organiziranost industrije in industrijska politika | podjetniški grozd | poklicno usposabljanje | POSLOVANJE IN
KONKURENCA | posodabljanje industrije | prenosno omrežje | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE |
raziskave in intelektualna lastnina | računalniška pismenost | standardizacija | tehnologija in tehnični predpisi |
tehnološka sprememba | varovanje tajnosti podatkov | varstvo podatkov | zaposlovanje | ZAPOSLOVANJE IN
DELOVNE RAZMERE | čezmejni pretok podatkov

Povzetek In response to the European Commission's recent efforts to advance the digitalisation of EU industry, the European
Parliament's Committee on Industry, Research and Energy (ITRE) drew up an own-initiative report on the subject
which is to be debated in plenary in May. The report proposes to develop an integrated strategy aimed at creating
conditions conducive to reindustrialising the European economy so that it can fully benefit from opportunities offered by
digitalisation.
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EBA Draft Regulatory Technical Standards on Strong Customer Authentication and Secure
Communication

Vrsta publikacije Briefing
Datum 22-03-2017

Avtor KOLASSA Doris | KRISCHEL Anne Katharina | SLOCOCK OLIVER
Politično področje Finančna in bančna vprašanja | Prenos in izvajanje zakonodaje

Ključna beseda denarno poslovanje | elektronsko bančništvo | EVROPSKA UNIJA | Evropski bančni organ | FINANCE | finančna
zakonodaja | finančne storitve | informacijska tehnologija in obdelava podatkov | institucije EU in evropska javna
uprava | IZOBRAŽEVANJE IN KOMUNIKACIJE | kreditne in finančne institucije | obdelava podatkov | plačila znotraj
EU | plačilni sistem | prost pretok kapitala | varovanje tajnosti podatkov

Povzetek Art. 98 PSD2 mandated the European Banking Authority (EBA) to prepare draft Regulatory Technical Standards on
strong customer authentication and secure communication (RTS on SCA&SC) in close cooperation with the ECB. After
extensive consultation, the EBA finalised the draft on 23 February 2017 in the light of the feedback received. The final
draft RTS balances the possibility for new providers and new payment services, with the introduction of a framework
that ensures common IT approaches which ensure a high level of security, e.g. by proper authentication of the payer.
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Cyber Security Strategy for the Energy Sector
Vrsta publikacije Na kratko

Datum 22-03-2017
Avtor GOUARDERES Frederic

Politično področje Dolgoročno načrtovanje | Energija | Industrija | Raziskovalna politika
Ključna beseda digitalna tehnologija | ENERGETIKA | energetika | energetska politika | energetska politika EU | evropska varnost |

informacijska tehnologija in obdelava podatkov | informacijsko vojskovanje | IZOBRAŽEVANJE IN KOMUNIKACIJE |
mednarodna varnost | MEDNARODNI ODNOSI | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | računalniška
kriminaliteta | tehnologija in tehnični predpisi | varovanje tajnosti podatkov

Povzetek The study Cyber Security Strategy for the Energy Sector explores the development of energy specific cyber security
solutions and defensive practices. It provides an assessment of existing European policies and legislation to address
cyber security in the energy sector and recommends additional policy prescriptions that may be necessary to protect
Europe and its citizens.  This leaflet presents short summary of this study. Link to the original publication:
http://www.europarl.europa.eu/RegData/etudes/STUD/2016/587333/IPOL_STU(2016)587333_EN.pdf
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How blockchain technology could change our lives
Vrsta publikacije Poglobljena analiza

Datum 20-02-2017
Avtor BOUCHER Philip Nicholas

Politično področje Demokracija | Dolgoročno načrtovanje | Ekonomske in monetarne zadeve | Finančna in bančna vprašanja |
Pogodbeno pravo, gospodarsko pravo in pravo gospodarskih družb | Pravo intelektualne lastnine | Raziskovalna
politika | Varstvo potrošnikov

Ključna beseda avtorska pravica | delo parlamenta | denarno poslovanje | digitalizacija | digitalna tehnologija | dokumentacija |
elektronsko glasovanje | emisija denarja | EVROPSKA UNIJA | Evropski bančni organ | FINANCE | informacijska
tehnologija in obdelava podatkov | institucije EU in evropska javna uprava | IZOBRAŽEVANJE IN KOMUNIKACIJE |
licenca patenta | POLITIKA | PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | raziskave in intelektualna lastnina
| tehnologija in tehnični predpisi | uporaba informacijske tehnologije | upravljanje digitalnih pravic | varovanje tajnosti
podatkov

Povzetek Blockchain technology is of increasing interest to citizens, businesses and legislators across the European Union. This
report is aimed at providing a point of entry for those curious about blockchain technology, so as to stimulate interest
and provoke discussion around its potential impact. A general introduction is followed by a closer look at eight areas in
which blockchain has been described as having a substantial potential impact. For each of these, an explanation is
given of how the technology could be developed in that particular area, the possible impacts this development might
have, and what potential policy issues are to be anticipated.

Poglobljena analiza DE, EN, ES, FR, IT, PT, PL

Multimedijske vsebine How blockchain technology could change our lives

Australia's 2016 Defence White Paper
Vrsta publikacije Na kratko

Datum 06-06-2016
Avtor BINDER Krisztina

Politično področje Varnost in obramba | Zunanje zadeve
Ključna beseda Avstralija | Azija in Oceanija | ekonomska geografija | GEOGRAFIJA | informacijska tehnologija in obdelava podatkov |

IZOBRAŽEVANJE IN KOMUNIKACIJE | Kitajska | mednarodna varnost | MEDNARODNI ODNOSI | mednarodno
pravo | obramba | obrambna politika | podmornica | politika sodelovanja | politična geografija | PRAVO |
PROIZVODNJA, TEHNOLOGIJA IN RAZISKOVANJE | raziskave in intelektualna lastnina | regionalna varnost |
svoboda plovbe | varovanje tajnosti podatkov | vojaške raziskave | vojaško sodelovanje | zunanja politika

Povzetek The 2016 Defence White Paper (DWP) states that the United States will remain Australia's 'most important strategic
partner', while pointing to concerns about China’s growing assertiveness. Defence spending envisaged in the DWP is
to increase by approximately 80% over the next ten years, with a quarter of investments going to maritime and anti-
submarine warfare. Australia has also launched its largest-ever defence procurement programme, with French firm
DCNS selected as its international partner for the AU$50 billion (€34.3 billion) future submarine programme.
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Data protection reform package: Final steps
Vrsta publikacije Na kratko

Datum 12-04-2016
Avtor MONTELEONE Shara

Politično področje Območje svobode, varnosti in pravice
Ključna beseda EVROPSKA UNIJA | Evropski Nadzornik za varstvo podatkov | graditev Evrope | informacije in obdelava informacij |

informacijska družba | informacijska tehnologija in obdelava podatkov | institucije EU in evropska javna uprava |
IZOBRAŽEVANJE IN KOMUNIKACIJE | komunikacije | Listina EU o temeljnih pravicah | osebni podatki | policijsko
sodelovanje (EU) | pravice in svoboščine | PRAVO | prenos podatkov | razkritje informacij | računalniška kriminaliteta |
varovanje tajnosti podatkov | varstvo podatkov | varstvo zasebnosti

Povzetek A package to reform the EU legal framework on data protection (DP) was presented by the European Commission in
January 2012. Aimed at strengthening citizens' rights uniformly while reducing burdens for companies and public
authorities, the package takes a comprehensive approach, including a general regulation and a directive concerning
data protection for police and law enforcement purposes. Following negotiations towards a second-reading agreement,
compromises on both texts have been reached, and votes in plenary, scheduled for the April I session, are now
required to confirm them.
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